
Your guide to the  
Telecommunications (Security) Act 2021



From home appliances to Critical National 
Infrastructure such as transport and utility services, 
the world is becoming increasingly connected. 
Simultaneously, these connected services have 
shifted from operational environments based on 
telecommunications technology that require in-
depth technical knowledge to applications that use 
standard computing power. 

End users benefited from these changes during 
the pandemic, enabling large numbers of workers 
to work remotely. However, they have also led to 
an increase in the number of threat actors with the 
capability and motivation to successfully launch an 
attack on a telecommunications network.

Meanwhile, a tension between commercial priorities 
and the costs of security implementations in 
telecommunications organisations has resulted in 
a level of operational resilience that is lower than 
required amid this changing threat landscape. 
With these factors in mind, the UK government 
has introduced the Telecommunications (Security) 
Act 2021, setting out a path for new legislation 
and regulation that UK telecoms providers will be 
required to comply with to help secure the sector. 

In this guide, we explore what the Act means for 
you, including the practical tips that you can take to 
ensure compliance and increase your resilience to 
ensure ongoing growth. 

About the 
Telecommunications 
(Security) Act 2021



The Act aims to strengthen the current 
requirements on telecommunications providers 
using a three-layered approach: 

•  Overarching security measures that telecoms providers 
will need to take to identify and reduce the risk of any 
security compromises, and ensure that they are able to 
address any breaches when they occur. 

•	 	Specific	security	requirements	for	providers	which	will	be	
addressed through secondary legislation and enforced by 
the sector regulator, Ofcom. 

•  New codes of practice which outline how providers will 
be expected to comply with the legislation and to what 
timescale, which will be taken into account by Ofcom.

How will the Act increase 
resilience?

To ensure that there is relevant 
proportionality for the various sizes of 
telecoms providers, the Codes of Practice 
will outline three tiers of operators:

•  Tier one: the largest providers, whose availability and 
security is critical to people and businesses across the 
UK. In the interest of the public, these will be subject to 
the most intensive Ofcom monitoring and oversight.

•  Tier two: medium-sized providers, who will likely have 
more time to implement these measures and will only be 
subject to some Ofcom oversight and monitoring. 

•  Tier three: the smallest telecoms providers, including 
small businesses and micro enterprises. This group will 
need to comply with the law, but the code of practice 
is anticipated to be minimal in scope, and the Ofcom 
oversight that it will be subject to will be limited. 

This approach means that all telecoms 
providers will need confidence and peace of 
mind that their security posture is in line with 
the new regulations and that they can adapt 
to the modern threat landscape.



To ensure compliance, the Act 
introduces financial penalties which 
Ofcom can impose. If systems or data 
are breached, providers must pay to 
10 percent of a provider’s ‘relevant 
turnover’, plus £100,000 per day for any 
continuing contravention. For additional 
contraventions or refusal to explain 
a failure to follow a code of practice, 
providers must pay up to a maximum 
of £10 million, plus £50,000 per day for 
ongoing contravention. 

Financial penalties Case study: Bringing operations in line 
with security frameworks
NCC Group was asked by both a global vendor and a UK 
operator to review the alignment of their existing security 
frameworks against the security requirements that will likely 
underpin the Act. 

This allowed both organisations to understand existing gaps 
and identify additional evidence that will need to be compiled 
to establish their current level of compliance against all 
the requirements. This meant that they could leverage 
existing security standards work already undertaken and 
allow	them	to	more	efficiently	plan	for	the	next	steps	in	their	
Telecommunications (Security) Act compliance work.  

10%
of relevant turnover + £100,000 per 
day for any data breach



Whether you’re aware of the changes 
that you need to make to conform to the 
Act but are concerned about the time, 
expertise and resource needed or are 
starting from scratch, there are some 
practical tips that you can take to prepare:

What can telecoms 
providers do?

•  Understand how the regulation will affect you: It is 
important that telecoms providers understand which 
Tier they will be categorised in so that they know 
which regulations will apply to them under the Codes 
of Compliance. Providers likely to be in Tiers 1 and 2 
will have higher levels of compliance expectations and 
oversight from Ofcom. Therefore, it is crucial that these 
providers understand the requirements applicable to them 
and how these align with their current operations.

•  Adopt a proactive approach to security: Providers 
should carry out a thorough gap analysis exercise and 
ensure that they have plans in place to address any 
issues and remain compliant. Each new technology must 
be made secure, so that business cases can be built 
confidently,	and	projects	progressed	more	quickly	with	
resilience in mind – even for the most critical network 
infrastructure. 

•  Have full visibility over your systems: A clear 
understanding of security implications for all cross-
departmental projects and industry partnerships is needed 
so that every aspect of the business is secure.



NCC Group’s dedicated telecoms practice 
provides bespoke cyber assurance services 
to telecommunications operators and vendors 
across the UK and globally. Working closely with 
DCMS, NSCS and Ofcom, our regulatory expertise 
can help you to understand and plan for the 
implications of the Act.

Support through 
telecoms expertise

By taking the pressure of your security teams with a guided 
journey through TBEST (a framework that can lay the 
foundations for compliance with the Act), we can help to 
secure your path to network transformation at a pace that 
suits you. In doing so, we can help you to achieve ongoing 
growth by making the most of next-generation technology 
deployments in areas such as network management, 
signaling, virtualization and cloud-based services. 

Case study: Helping our customers remain 
compliant
In supporting the critical national infrastructure sector with the 
Cyber Assessment Framework (CAF), NCC Group supported 
a customer in compiling the necessary evidence required for 
an assessment against the CAF, plus guidance on the level 
of compliance they had achieved. 

NCC Group has also undertaken multiple audits of completed 
CAFs,	to	reaffirm	the	stated	levels	of	achievement	and	
provide recommendations on how organisations’ levels of 
compliance can be improved. 



•  Extensive experience in risk management, governance and 
technical assessments with some of the largest telecom 
operators and vendors in the world

•	 	Background	in	mobile	(5G/4G/3G/2G)	and	fixed	line	
telecoms, with a strong understanding of new and existing 
technologies

•  One of two auditors for the GSMA Network Equipment 
Security Assurance Scheme (NESAS)

•  Key technology partner in emerging disciplines, including 
dedicated 5G and FTTH research labs providing the latest 
security guidance and thinking

•	 	Totally	independent,	selecting	best-fit	partners	for	our	clients	
on a case-by-case basis. 

Why NCC Group?  

To find out how we can help you 
prepare for the Telecommunications 
(Security) Act 2021, get in touch: 

+44 (0)161 209 5111
response@nccgroup.com
www.nccgroup.com

NCC Group exists to make the world safer and more secure. 
As global experts in cyber security and risk mitigation, NCC 
Group is trusted by over 14,000 customers worldwide to 
protect their most critical assets from the ever-changing threat 
landscape.

With the company’s knowledge, experience and global 
footprint, it is best placed to help businesses assess, develop 
and manage the evolving cyber risks they face.

To support its mission, NCC Group continually invests in 
research and innovation, and is passionate about developing 
the next generation of cyber scientists.

With circa 2,000 colleagues in 12 countries, NCC Group has a 
significant	market	presence	in	North		America,	Europe	and	the	
UK,	and	a	rapidly	growing	footprint	in	Asia	Pacific	with	offices	
in Australia, Japan and Singapore. 

About NCC Group



Secure Your Path to Network Transformation. 

NCC Group provides specialist security support for both your next-generation technology deployments and your legacy 
infrastructure. Our dedicated research and testing capability enables you to pursue secure, compliant transformation no 
matter where you sit in the telecommunications ecosystem – at a pace that suits your teams.10
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