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Over the past few years, the personal information of millions 

of credit and debit card users has been jeopardized through 

data breaches at major retail stores, causing heightened 

concern and loss of sales. This situation is a uniquely 

challenging one for retailers, as they struggle to ensure that 

all customer data is fully secure and protected from any 

future breaches. Despite retailers’ current efforts, consumers 

still feel wary about the safety and security of their credit 

and debit cards. Consumers are almost universally aware 

of the recent breaches and are very concerned about the 

possibility of future incidents. They believe that retailers 

could be doing more to keep their data secure and are 

willing to go so far as to stop shopping at retailers who 

are unable to protect their data. Yet consumers are not 

satisfied with stop-gap measures to address data breaches 

after they take place; they also want proactive solutions 

that will ensure the full security of their information from the 

outset. Consumers view encryption technology as this type 

of solution, and they believe that retailers should adopt this 

or other effective measures to protect their vital credit and 

debit card information in the future.

Executive Summary
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Research Objectives

Honeywell commissioned this consumer trust survey to add 
context to the growing concern about personal data security 
issues at major retailers and the impact such concern has on 
consumer trust, actions, and expectations.

This research was designed to:

• Understand consumers’ current awareness of data breaches, and discover which 
breaches are most top of mind;

• Compare consumers’ concern for their credit and debit card information with other 
specific security concerns;

• Measure the impact that data breaches have already had on consumer behavior; and

• Explore consumer thoughts and opinions on data breaches and prevention 
techniques such as encryption technology.

Research Methodology

Conducted by KRC Research in April 2014, the research polled 
2,005 Americans ages 18 and over who regularly use one or more 
credit cards, and was conducted via a 12-minute survey online. 
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Key Findings

Heightened awareness and concern regarding recent data breaches at major retailers is 
widespread, causing changes in consumer shopping habits and expectations.

Awareness of recent retail data breaches is nearly universal.  Nearly 
all (9 out of 10) consumers say they have heard about credit or debit 
card breaches at major retailers over the last several months, with the 
breaches at Target (95%) and Michaels (39%) being the most top of 
mind. Consequently, these well-known data breaches have impacted 
sales; Target suffered a 46% drop in profit in the fourth quarter of 2013 
that has been widely attributed to its data breach. (Forbes, 2-26-2014)

This widespread 
awareness has also 
had a large and 
potentially lasting 
impact on consumer 
concerns and 
behaviors.   
Nearly 7 in 10 report 

being more concerned about data security now than they were six 
months ago and 6 in 10 say they are now paying more attention 
to retail-related data security news. In other words, consumer 
sensitivity is heightened and major retailers suffering a breach may 
encounter reputational damage as a result.   

Likely as a result of this heightened awareness, only 36% of 
consumers currently feel extremely or very secure paying with 
credit cards and only 32% feel the same way about paying with 
debit cards. This has broad economic implications for businesses, 
as economic and psychological research has long shown that 
consumers tend to spend more when paying with credit cards 
than when paying with cash.

 
 
 
 
 
 
 
 
 
 
 

 
Unfortunately, few are 
optimistic about the 
future of data security.  
In fact, a majority of 
consumers (6 in 10) 
fear that the number of 
data security breaches 
such as those that 
happened at Target 
and Michaels are 

going to increase over the next year. This suggests that in order 
to prevent any further loss of customers, retailers must act quickly 
and deliberately to inform the public about the steps they are 
taking to ensure the security of their personal data. 

Aided Awareness of Retailer Data Breaches

95%

39%

23%

18%

7%

4%None of  
the Above

Figure-1

Personal Information Safety Assessment

29%

24%

17%

7%

8%

75%

Credit card

Debit card

Cash

Figure-2

More than six in ten boomers are 
both concerned about breaches 
and believe retailers could be doing 
more to prevent them. Just 52% of 
those under 40 feel this way.

61%
More than seven in ten 
consumers are highly concerned 
about the security of their credit 
and debit card information.

71%

Extremely secure

Very secure
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Consumers take data security issues very seriously, and they want retailers to do the same.

Personal Security Concerns

Nearly all consumers (93%) say they are concerned about the 
security of their personal credit and debit card information. To 
put this in perspective, that is higher than the number who say 
the same about the privacy of their online communications 
(86%), their health (84%), the state of their retirement savings  
(81%), or losing their cell phone (63%).

22%

26% 29%

24% 31%

23% 29%

25% 29%

23% 35%

18% 30%

19% 26%

15% 27%

10% 18%

26% 27%

28% 93%

86%

84%

84%

81%

80%

76%

71%

68%

63%

55%

41%

29%

28%

28%

26%

29% 28%

13%

20%

18%

13%

14%

33%

43%

19%

Extremely concerned

Very concerned

Somewhat concerned

How concerned are consumers about possible personal  
security issues?

• Those most concerned about the security of their credit and 
debit card information are female, those with incomes less than 
$75,000 annually, and those without a college degree.  

• Those without a college degree are significantly more likely to be 
highly concerned across the board.

• Interestingly, individuals are noticeably more concerned 
about their credit/debit information than their own personal 
communication privacy.

Security of personal 
credit/debit card information

Privacy of online 
communications

Overall physical health

Having email account 
hacked

State of retirement 
savings

Privacy of retail store 
loyalty information

Success of the stock 
market

Having cell phone stolen

Breaking cell phone

Being audited by the IRS

Having car broken into

Having home broken into

Figure-3

Some of this concern might exist because consumers see 
recovering a stolen identity as a burdensome and expensive task, 
with six in ten believing that this process would cost them more 
than $1,000.

Consumers want to know that the retailers they shop at take their data 
security seriously. Most (81%) say they would be angry to learn that 
their favorite national retailer was not already using the best available 
technology to protect consumer credit and debit card information. 

$1,000+ (60%)

$500-$1,000 (17%)

$300-$500 (11%)

$100-$300 (8%)

Less than $100 (5%)

• Those most likely to think recovering a stolen identity costs more than 
$1,000 are wealthier, older, white, and are homemakers. 

• Conversely, students are disproportionately likely to believe recovery costs 
less than $100 (12%). Just 42% believe it averages $1,000 or more.

• Those paying more attention to data security news are almost twice as 
likely as those paying less to give the highest estimate (63% to 32%). 
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Figure-4
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Consumers are willing to take action to safeguard their data. They 
report a willingness to change their shopping behaviors by either 
forgoing credit and debit transactions (76%) or entirely avoiding 
a particular retailer (38%) if they had personally suffered from a 
data breach. Target has experienced the impact of this feeling 
firsthand: the percentage of US households shopping at the retail 
giant fell from 43% in January of 2013 (before the breach was 
made public) to 33% in January 2014, after the news broke. (USA 
Today, 3-11-2014)
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Knowing that retailers I frequent use encryption technology would 
make me feel more comfortable shopping there.

I would think more favorably of stores that used this encryption 
technology.

I would shop more frequently at stores that used this encryption 
technology.

I would think less favorably of stores that did not use this 
encryption technology.

I would shop less frequently at stores that did not this encryption 
technology.

I would be surprised to learn that my favorite national retailers are 
not already using this encryption technology.

I would be angry to learn that my favorite national retailers are not 
already using this encryption technology.

I would be surprised to learn that my favorite national retailers 
are not already using the best available technology to protect my 
credit or debit card data.

I would be angry to learn that my favorite national retailers are not 
already using the best available technology to protect my credit  
or debit card data.

47% 48% 95%

50% 46% 96%

34% 48% 82%

25% 48% 74%

27% 42% 69%

31% 43% 74%

38% 43% 81%

24% 51% 74%

18% 44% 62%

Strongly agree Somewhat agree

Figure-5

Specific Security Concerns

Responses to Being a Victim of a Data Breach

73%

76%

54%

38%

Would be less likely to pay with a  
credit or debit card at this retail store

Would use cash more often  
when I shop at this retail store

Would avoid shopping at this retail store

Would stop shopping at this retail store  
completely 

Figure-6
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Most consumers hold retailers at least somewhat responsible for 
the data breaches they experience. An overwhelming majority 
(80%) think that retailers could be doing more to protect their 
personal credit and debit card information.   

 
 
 
 
 
 
 
 
 
 
 
 
To ensure the safety of their personal information, consumers favor strict 
regulations on retailers to ensure that breaches are avoided and that 
all necessary precautions are taken. 95% support national information 
sharing standards in the event of a data breach. 93% support 
reasonable government mandated data security safety requirements.

Consumers are wary of existing data security practices and think that retailers can 
and should be doing more to protect their data.

In fact, many (69%) already assume that companies are 
obligated to notify customers immediately after a data breach 
and nearly all (90%) think that they should be required to do so. 

Consumers clearly want retailers to disclose data breaches at 
some point, as only 2% feel that companies should never be 
required to disclose this information.

Increase
Stay about the same
Decrease
Don’t Know

• Older consumers are most likely to expect retail breaches to 
increase in the next year.

• Those whose concern about credit card data security has 
increased in the last six months are also much more likely to 
expect an increase in data breaches (71%).

• Students (16%) and homemakers (14%) are most likely not to know.

62%24%

Figure-8

• 13% of consumers believe that companies are not currently 
required to disclose this information but should be obligated to 
notify consumers immediately. 

• Those most likely to say that companies should have to notify 
customers immediately are wealthier, older, and have a college 
education.

16%

8%

15%

2%

90%

69%The company must notify 
consumers immediately

The company should have to 
notify customers immediately

The company must notify 
consumers after the breach has 
been made public

The company should have to 
notify consumers after the breach 
has been made public

Companies are not currently 
required to disclose this information

Companies should not be required 
to disclose this information

The current obligation

The desired obligation

Figure-9

Current vs. Potential Notification Obligations

Over the Next Year, Consumers Expect Data 
Breaches Will…

“Stores to prevent breaches of personal customer  
information and credit or debit card data.”

Which do you agree with more?


Could be doing moreAre doing all they can

20%

80%



Figure-7

8%
7%
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Consumers are even willing to change their shopping behaviors at 
retailers that incorporate this technology, with more than 8 in 10 
reporting a willingness to shop more frequently at those stores. 
Half of consumers are willing to pay more for goods and services in 
return for the peace of mind of knowing their information is secure.

Data encryption technology is seen as a promising safeguard against the loss of personal 
credit and debit card information.

Simply having solid response measures in place in the event of 
a data breach may not be enough, according to consumers. 
They want retailers to be proactive in preventing data breaches, 
taking steps such as employing the best available technology to 
secure customer data. One particular solution that consumers 
see as promising is encryption technology.

9 in 10 consumers 
see encryption 
technology as a 
very appealing 
service that a 
retailer could 
offer to protect 
consumer data 
(with 6 in 10 
saying it is very 
appealing). 

By comparison, only 46% say that fraud and identity 
protection services are very appealing. 

When told about Point 
to Point Encryption 
technology, 97% of 
consumers say that 
they think it could help 
protect their information 
from theft.

Nine in 10 consumers found 
retailers encrypting customer data 
to be a more appealing service for 
protecting their personal financial 
data than store-offered fraud and 
identity theft protection services 
(73%) or those services offered by 
a third party (61%).

93%

97%
Nearly all consumers agree that 

encryption technology would 

help protect consumers from 

identity theft.

Benefits of Encrypting Data

  If a store used encryption technology, consumers would…

50% 46%

34% 48%

Think more  

favorably

Shop more  
frequently

Strongly agree

Somewhat agree

If a store did not use encryption technology, consumers would…

24% 51%

18% 44%

Think less  

favorably

Shop less  
frequently

Strongly agree

Somewhat agree

Figure-10
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Comfort in Shopping and Sharing

Comfort with Specific Retail Categories 
How comfortable are consumers with in-store and online shopping?

Key Finding: In general, consumers are comfortable using their 
credit or debit cards in all retail venues. However, there is notably 
greater comfort when shopping with larger, well-known retailers 
than with smaller specialty stores online.

Shopping Comfort with Credit or Debit Card

Security of Payment Methods 
How secure do consumers feel when paying for 
their purchases?

Key Finding: Of all the different methods of payment 
tested, credit and debit cards are least likely to be 
considered “extremely secure.” Four in five consumers 
also worry about card security when a salesperson 
leaves their sight.

Personal Information Safety by Pay Method

37%

41%

41%

36%

32% 93%

89%

85%

70%

68%

48%

29%

28%

53%

61%Large, national retail 
stores, in person

Small, local stores, 
in person

Large, national 
retailstores, online

Online specialty 
sites

Small retailers, 
online

Highly comfortable
Somewhat comfortable

More Comfortable Shopping  
Online With…

Worrying about Salesperson  
Handling Card Alone?

58%

16%

8%

Large retailers
Small merchants
I do not shop online

58%

23%

15%

3%

Frequently
Sometime/occasionally
Rarely
Never

30%

28%

34%

17% 6% 2%

18% 6%

18%

18%43%

15%

11%

8%

7%

42%

75%Cash

Prepaid gift 
cards

Paypal

Debit card

Check

Credit card

Extremely secure
Very secure
Somewhat secure
Not very/not at all secure

37%

23%

14%

45%

50%

24%

29%

Figure-11

Figure-12

Figure-13

Figure-14
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Comfort Sharing Personal Information 
How comfortable are consumers sharing personal information?

Key Finding: Consumers are fairly reluctant to share their credit 
card data when shopping, feeling more comfortable sharing all oth-
er pieces of personal information except for their drivers’ licenses.

Information-Sharing Comfort Level

42%

36%

37%

33%

48%

48% 85%

70%

56%

54%

45%

33%

14%

17%

7%

7%

22%

37%Zip code

Email address

Phone number

Brithday

Credit card data

Driver’s licence

Very comfortable
Somewhat comfortable

• Those under 40 years old are significantly more comfortable   
 sharing their credit card data than those 40 or older (49% vs.   
 43%) and are also significantly more likely to be willing to share   
 their email, birthday, and driver’s license. 

• Those without a college degree (60%) and those ages 60 and   
above (59%) are the least comfortable sharing their credit card data.

Data Security Concerns and Impact on 
Consumer Behaviors

Personal Security Concerns 
How concerned are consumers about possible personal  
security issues?

Key Finding: Consumers are very concerned about the security 
of their credit and debit card information, and are even more 
concerned about that than they are about the privacy of their online 
communications, their health, or their retirement savings.

Shifting Data Breach Concerns 
Have consumer concerns changed, and do consumers think 
stores are doing enough to protect customer information?

Key Finding: Consumers are more concerned about data 
breaches now than they were six months ago, especially among 
those aware of the breaches and those who follow the news 
regularly. Consumers also strongly believe that retailers could be 
doing more to protect their personal financial information.

Data Security Breach Concern
Past Six Months

32%

2%

1%

43%

22%
Increased significantly

Increased somewhat

Stayed the same

Decreased somewhat

Decreased significantly

NET : 65% 
Increased

NET : 3% 
Decreased

Figure-15

Figure-16
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Customer Response to Data Breaches 
What actions would consumers take if their data were 
compromised?

Key Finding: If consumers had their data jeopardized through a 
breach, they say they would be less likely to use a store’s branded 
credit card or pay with any credit or debit card at that particular 
store.  Rather, they would be more likely to pay with cash.  Nearly 4 
in 10 say they would stop shopping at that retail store completely. 

Likely Responses to Being a Victim of a Data Breach

I would…

73%

54%

39%

38%

76%

82%
Be less likely to open or 
use that store’s store-brand 
credit card

Be less likely to pay with a 
credit or debit card at this 
retail store

Use cash more often when I 
shop at this retail store

Avoid shopping at this retail 
store

Not change my shopping 
behavior at all

Stop shopping at this retail 
store completely

More likely to…

Rely on internal fraud 
controls offered by the credit 
or debit card company to 
catch fraudulent use

33%67%
Immediately replace the 
credit or debit card when 
hearing the news

Cost of Identity Theft 
How much do consumers think it costs to recover a  
stolen identity?

Key Finding: Consumers see recovering a stolen identity as a 
burdensome and expensive task, with six in ten believing that this 
process will cost more than $1,000. With consumers believing 
this is such an expensive problem, it is even more important for 
retailers to ensure customer data is as secure as possible.

Prevention Measures

Company Disclosure Obligations 
What are companies’ notification practices, and what 
should they be?

Key Finding: Consumers are looking for more notifications from 
retailers, with nearly all believing that companies should disclose 
the occurrence of a data breach to their customers. Most believe 
this is currently a requirement.

Appeal of Protection Services 
How appealing are theft protection services?

Key Finding: Of the many theft protection services offered, 
consumers are most strongly interested in data encryption. More 
than nine in ten find this service appealing, a finding that holds true 
across all demographic subgroups.

Personal Information Safety by Pay Method

63%

46%

37%

27%

20%

30%

46%

48%

46%

42%

7%

8%

14%

27%

39%

Retailers encrypting credit or 
debit card data so that even if 
data is exposed, it is unusable

A credit or debit card 
company’s fraud and identity 
protection services

Credit report companies’ alert 
services

Store-offered fraud and identity 
theft protection services

Third party’s fraud and identity 
protection services

Very appealing
Somewhat appealing
Total unappealing

• Individuals ages 60 and older are significantly more likely to find 
encryption services very appealing (68%).

• Similarly, homemakers (71%) and retirees (69%) are much more 
likely than working or student respondents to find such a service 
very appealing.

• Those paying more attention to the news in recent months are 
nearly 20% more likely to find encryption very appealing than 
those paying little attention.

Figure-17

Figure-18
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Opinions of Retailers and Standards 
What standards and practices are best when it comes to consumer data?

Key Finding: Consumers strongly agree that there should be a national standard for reporting on data breaches and say that the 
government has a role to play. To a slightly lesser extent, consumers also agree that companies should be investigated for deceptive or 
unfair trade practices if they fail to protect consumer data.

Retail Investigations and Notification Standards

Overall Encryption Sentiment 
What do consumers think about encryption technology?

Key Finding: Just over a quarter of consumers are currently 
aware of Point to Point Encryption technology. Nearly all (97%) 
agree that encryption technology can protect consumers from 
identity theft, strengthening the need for retailers to incorporate 
this technology into their stores.

Figure-19

Encryption technology can 
help protect consumers 
from identity theft

I would be willing to 
pay more for goods 
and services to ensure 
my credit or debit 
card information being 
processed for payment 
was secure

• Those under 30, African Americans, and Hispanics are 
most willing to pay more for products to ensure their credit 
card data is secure.

14% 36%

46% 51% 3%

50%

Strongly agree
Somewhat agree
Disagree

Broad Encryption Messages

Figure-20

Aware of Point to Point Encryption?

26% Yes    74% No
Specific Encryption Sentiment 
What actions would consumers take and what feelings do con-
sumers have around retailers using encryption technology?

Key Finding: Overall, consumers strongly favor encryption 
technology. Consumers would feel more favorable towards 
retailers that use Point to Point Encryption, and a large majority 
state they would shop more frequently and more comfortably at 
stores using this technology.

To protect customer credit or debit card information, there should be a national 
standard for retailers to share information about data breaches if or when they occur.

The government should require large retailers to take all reasonable measures to 
protect consumers’ personal credit and debit card information.

Retailers who do not take all reasonable measures to protect customers’ personal 
credit and debit card information should be investigated for deceptive or unfair trade 
practices.

Retailers should be investigated for deceptive or unfair trade practices if their data 
security practices leave customer data vulnerable to theft.

Nationally mandated data breach notification standards would desensitize the public 
from the most significant threats.

Strongly agree
Somewhat agree
Total agree

66% 28% 95%

71% 21% 93%

88%54% 34%

87%53% 34%

54%22% 32%
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