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Introduction 

PCI DSS compliance ensures that your business proactively protects your 

customers account data whenever you take credit and debit card payments. 

This white paper explains what considerations need to be made, to comply 

with the standard, especially associated with call and screen recording 

compliance. 

 

Some Background on PCI DSS 

PCI DSS is the acronym for Payment Card Industry Data Security Standard.   

The Standard is currently up to version 3.2.1 (as of May 2018). 

As stated by the Payment Card Industry (PCI) Security Standards Council (SSC): 

"The PCI DSS is a multifaceted security standard that includes requirements for security 
management, policies, procedures, network architecture, software design and other critical 
protective measures. This comprehensive standard is intended to help organisations 
proactively protect customer account data." 

Source: http://www.pcisecuritystandards.org/security_standards/pci_dss.shtml 

Different entities involved in the processing, storage, or transmission of transaction data/ 
cardholder data, will invariably have different requirements and benchmarks to meet, based 
on several parameters, such as transaction processing volume and other factors taken into 
consideration for PCI DSS compliance. 

It is important to consider that the PCI DSS requirement must be tailored to meet each 
individual organisation, and not taken generically. 
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What are the core principles of the PCI DSS Framework? 

The core principles of the PCI DSS framework consist of twelve (12) requirements, arranged 
under six (6) functional areas, commonly known as “Control Objectives” (CO). Each CO has 
specific requirements that must be implemented to meet the overall objective for PCI DSS.  

Build and Maintain a Secure Network 

1. Install and maintain a firewall configuration to protect data 
2. Do not use vendor-supplied defaults for system passwords and other security parameters. 

Protect Cardholder Data 

3. Protect stored data (use encryption) 
4. Encrypt transmission of cardholder data and sensitive information across public networks 

Maintain a Vulnerability Management Program 

5. Use and regularly update anti-virus software 
6. Develop and maintain secure systems and applications 

Implement Strong Access Control Measures  

7. Restrict access to data by business need-to-know 
8. Assign a unique ID to each person with computer access 
9. Restrict physical access to cardholder data 

Regularly Monitor and Test Networks 

10. Track and monitor all access to network resources and cardholder data 
11. Regularly test security systems and processes  

Maintain an Information Security Policy 

12. Maintain a policy that addresses Information Security  

 

Which elements of this Standard refers specifically to my call 

recording system and voice/screen recordings? 

This response is intended to provide clarification for businesses that record cardholder data in 
audio recordings, and applies only to the storage of card validation codes and values (referred 
to as CAV2, CVC2, CVV2 or CID codes by the payment brands) or PIN codes.  

 
First, let’s establish if your systems are classified as in scope or out of scope, relating to call 
recordings.  Any system that is involved in handling the card’s data is said to be in scope for 
PCI DSS compliance. The first step is to minimise the number of systems in scope. Typically, 
this is the telephone system, network, agent PC’s and agents. If the recorder is connected to a 
single source that contains card data, it is in scope. Once established that the recorder is in 
scope, then the PCI DSS requirements applies. 
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Decision Process for Voice Recordings 

 

 

Can you prevent SAD 

from ever being 

stored? 

Yes

Comply with PCI DSS 

requirements for call 

recordings. 

Do you take payment  

card details over the 

phone? 
Out of Scope 

Note: If at any time, 

payments via another 

channel are accepted, in 

the same environment, 

scope should be reviewed. 

Do you 

record calls? 

Processing and 

transmission of 

cardholder data 

remain in scope for 
PCI DSS. 

          Is Sensitive 

Authentication  Data 

(SAD) taken during 

call? 

Call Data must be 

protected in 

accordance with PCI 

DSS. 

Document controls 

that prevent/ remove 

SAD storage and verify 

systems are not in 

scope. 

Use technology to 

prevent recording SAD 

in call, if available. 

Do you record 

any other card 

data? 

Use technology to 

securely delete SAD in 

call, after authorisation 

has occurred. 

    Can you 

delete all SAD 

storage? 

Verify secure deletion 

per PCI DSS 

Requirement 3.2 to 

verify that the data is 

unrecoverable. 

Document valid 

reasons why SAD 

cannot be removed 

and perform a risk 

assessment. 

    Are controls in place to 

prevent any queries 

occurring about SAD? 

Not compliant 

with PCI DSS 

requirement 3.2. 

Controls must be 

documented and validated 

that call recording data is 

non-queriable & protected to 

adhere with PCI DSS. 

No 

No 

No 

No 

No 

No No 

Yes

Yes

Yes

Yes

Yes

Yes

 Source based on PCI Data Security Standard (PCI DSS)  Information 
Supplement: Version: 2.0 Date: March 2011 Protecting Telephone-based 
Payment Card Data 
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Once you have ascertained if your recorder is in scope, then Section 3 of the PCI DSS relates 
to call recordings, where you need to comply.  
 
A copy of the standard can be found here. Section 3 starts at Page 36 and finishes at page 46.  
 
A Copy of the Supplement, as shown as a source above, can also be found here, for further 
reference. (Acceptance of Terms on the website will be required, to access) 
 

  
In summary, this means that if you record your calls, then you must not be 
able to record, retain or access details about these elements of card data.  The 
only recognised and accepted method to achieve this is one way encryption.  
 
The data can be encrypted but there must be no way of unencrypting it.  This includes the 
physical and logical protections defined in PCI DSS that must still be applied to these call-
recording formats.  
 
 

The following table gives a summary of the PCI DSS 
guidelines for cardholder data elements: 
 
 

 
Source PCI Data Security Standard (PCI DSS)  Information Supplement: Version: 2.0 Date: March 2011 Protecting Telephone-
based Payment Card Data 

 

 
 

 

file://///ctl-server3/public3/Legal%20and%20Statuatory%20Info/PCI%20DSS/PCI_DSS_v3-2-1.pdf
file://///ctl-server3/public3/Legal%20and%20Statuatory%20Info/PCI%20DSS/PCI_DSS_v3-2-1.pdf
https://www.pcisecuritystandards.org/documents/PCI_DSS_v3-2.pdf
https://www.pcisecuritystandards.org/documents/PCI_DSS_v3-2.pdf
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How do we comply with the PCI DSS requirements, and how 

does the system automatically remove sensitive credit card 

information from recorded calls? 

 

There are several methods around compliance requirements for call recording 

and PCI DSS.  The most common options are:- not recording the call at all; 

muting or pausing calls; DTMF tone masking or Tokenisation. 

 

Do not record any telephone calls that may contain credit card 

details 

By transferring card payments over to a non-recorded telephone line, this will take the 

process out of scope.  Other details of obtaining written notes etc., are not considered within 

this method, as it is outside of the call recording element of the requirements. This process 

however does not offer a seamless process for the caller/customer and may prove unpopular 

for them. 

 

Automatic Pause and Resume (APR) 

PCI DSS requires technology to prevent recording of details, therefore ensure that any 

solution you choose is automatic and does not require user intervention.  

Otherwise known as APR or “automated privacy control” among other terms, automatic 
pause and resume works in the following manner.  When an agent is on a screen or data entry 
field, the recording pauses automatically, until the agent exits the screen or field, 
automatically restarting the recording. Some systems are set up to monitor which 
applications the agent is using, triggering the automated pause and resume functions that 
way.   

Desktop applications are connected to both the payment data and the recording technology, 
so the system knows when to pause and resume. 
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Automated Mute & Unmute 

This method is similar, in principle, to pause & resume.  This approach mutes both the agent 

and the caller audio within the recorder while the agent is in the payment details screen. The 

recording isn’t “stopped” but, importantly, nothing is recorded. 

The PCI DSS software links to the payment page of the online payment system and monitors 

when information is being added. The software will then mute until the user goes off the 

relevant page and then unmute and continue to record the call, as usual. 

When a secure user plays back a call that has been muted, the call will progress to the point 

when it is muted and visually shows a flat line activity on the playback. Silence will occur until 

the call is unmuted and then continue to play, as usual. 

 

Screen shot of Muted Activity 

 

If you deploy screen recording too, then the screen and the call will mute simultaneously, to 

meet compliance requirements. In some solutions, a muted screen recording will show a 

black page with a “confidential” label visible on the screen. When the screen is unmuted, 

usually when the user goes away from the payment page, the screen recording reverts to 

usual and begins to capture information again. 

Screen of Muted Screen recording. 
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DTMF tone masking or tokenisation. 

Systems like tokenisation removes all the card data from the telephone and network on the 
customer site, and hence the complete site including the recorder falls out of PCI DSS scope. 

This can be done in two methods, one by passing a call to an IVR and the other is where the 
agents asks for details to be typed via the customer’s own keypad.  It enables customers 
to communicate payment card details by using their telephone key pad.  The caller presses 
their card number, expiry date and authentication code into their keypad. There is no transfer 
involved and the agent doesn’t hear the card details.  The solution suppresses the recording 
of the Dual-tone multi-frequency signalling (DTMF) tones. 

There are a couple of probabilities to consider: User intervention - the risk of the customer 
speaking the details as they press the numbers on the keypad will get recorded, as there is no 
mute functionality within this method.  

Another consideration regarding the IVR method, is that should a DTMF recogniser be 
present, emitting DTMF tones in-band from the IVR may result in DTMF recogniser problems.   

Finally, if an interloper on the line is listening with a CTMF recogniser, the data signal can be 
intercepted regardless of if the DTMF tone is echoed in the telephone or not. If an interloper 
is prevented from receiving the DTMF tones, the IVR will also be prevented from receiving the 
tones.  
 
 

Final Thoughts 

Many of the PCI DSS requirements are usually covered within a comprehensive Information 

Security Policy or framework, like ISO 27001, which recommends the need for risk 

management, involving top management commitment. The PCI DSS strategy can be 

incorporated within these business security standards too, making it easier to manage and 

regulate all policies together. 

Whilst ensuring that your recordings meet PCI DSS requirements, be mindful that this does 

not supersede local or regional laws that may govern the retention of audio recordings, so 

depending on your Business Sector, there could be a conflict of requirements regarding 

keeping and not keeping data, like FCA compliance, as an example.   

When deciding on the best PCI DSS solution for your business, involving call recording, 

always ensure that you speak with a dedicated call recording specialist, who can advise and 

inform you on the best solutions that are suitable for your needs and environment. 


