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Executive Summary
As companies continue to migrate their mission-critical applications to 
multicloud environments, they come face-to-face with a veritable wall 
of complexity. Whether it be challenges related to finding multicloud 
experts to hire or managing the expansion of data and application needs, 
managed services can be the ladder to climb over this wall of complexity. 
In fact, 42% of infrastructure decision makers at North American and 
European enterprises consider adopting managed cloud services to be a 
high or critical priority this year.1

Virtustream commissioned Forrester Consulting to evaluate the state of 
enterprise multicloud strategies. Forrester conducted an online survey 
with 822 global decision makers to explore this topic. We found that 
nearly all companies face significant complexity when hosting mission-
critical applications on multicloud environments. However, companies 
that use managed services tended to mitigate the challenges arising from 
multicloud complexity, while also maximizing the technical and business 
benefits multicloud offers.

KEY FINDINGS

 › Multicloud is a critical enabler of the modern digital enterprise, 
but it can bring significant complexity. Enterprises are turning to 
multicloud approaches for a variety of mission-critical applications 
and workflows, in search of flexibility, power, and operational 
efficiency. However, managing multicloud against multifaceted, 
often contradictory performance and business use cases gives rise 
to significant complexity for decision makers. Indeed, 64% said that 
running multicloud environments is at least as complicated as it was a 
few years ago.

 › Nearly all organizations experience multicloud challenges. 
Ninety-four percent of respondents reported experiencing at least 
one challenge with their multicloud strategies — across the initial 
deployment and ongoing management of their cloud environments. 
Top challenges include hiring experienced multicloud talent to ensure 
the data remains secure while in transit.

 › Managed services help manage the most complex cloud 
environments and unlock the business and technical benefits that 
cloud has to offer. Organizations turn to managed services to help 
navigate and best utilize their multicloud strategies, but managed 
services can do more than just addressing the pain points of multicloud 
complexity. This study also found that organizations that adopt 
managed services were more likely to experience both business and 
technical benefits when managing mission-critical applications in their 
multicloud environments. Managed services free up time and internal 
resources for teams to prioritize other initiatives, rather than just 
maintaining their multicloud environments. 

Multicloud strategies 
deliver significant 
technical and 
business benefits, 
but the complexity of 
running multicloud 
environments can 
hinder productivity, 
project performance, 
and cost savings. 

Organizations that 
turn to managed 
services providers 
experience 
reduced multicloud 
complexity and 
higher realization of 
multicloud benefits.
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Seeking Multicloud Flexibility, Many 
Enterprises Encounter Complexity
The digital era requires that enterprises meet customer demands — that the 
companies serving them are to be customer-led, fast, and connected. Those 
firms that successfully rise to this challenge achieve their results by finding 
smarter, more targeted ways to use technology — and so they increasingly 
rely on the flexibility, security, speed, agility, operational efficiency, and power 
offered to them in more modern cloud computing environments.2 However, 
as they bring more of their day-to-day and mission-critical applications into 
multiple cloud environments, many companies find themselves facing the 
challenge of highly intricate and complex cloud deployments.

ENTERPRISES TURN TO MULTICLOUD APPROACHES TO HANDLE A 
DIVERSE SET OF MISSION-CRITICAL APPLICATIONS

This study reveals that companies seek multicloud flexibility specifically 
for applications they deem to be mission-critical in nature, as most 
respondents said they host mission-critical applications in multiple cloud 
environments today. Enterprises require their mission-critical applications 
to be always available on demand; multicloud approaches help them 
reduce the risk of downtime, which is costly and potentially catastrophic 
for these core capabilities.3

However, what exactly constitutes a “mission-critical application” will vary by 
company. Study respondents were most likely to say that applications using 
sensitive data are mission-critical — this includes customer data, proprietary 
or classified data, or financial data. However, respondents demonstrated 
that multiple mission-critical scenarios are possible, as half said applications 
that are core to employee productivity (the least common category in the 
study) are also mission-critical for their business (see Figure 1).

Avoiding downtime is 
especially important 
for companies’ 
mission-critical 
applications.
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Figure 1

“What do you consider a ‘mission-critical’ application?”
(Select all that apply)

Base: 882 global decision makers responsible for enterprise architecture or 
infrastructure at their organization
Source: A commissioned study conducted by Forrester Consulting on behalf of 
Virtustream, August 2020

Data type drives an 
application’s 
mission-critical status 
more than employee 
productivity and 
customer experience.

59% Applications that use sensitive customer data

55% Applications that use sensitive proprietary or classified data

54% Applications that store customer and financial data (ERP)

51% Applications that are core to delivering customer experience

49% Applications that are core to employee productivity

52% Applications that are core to completing sales and eCommerce transactions

2  |   How Expert Managed Services Accelerate Benefits of Multicloud



COMPANIES TURN TO MULTIPLE CLOUD ENVIRONMENTS AND 
PLATFORMS, LEADING TO COMPLEX CONFIGURATIONS

Organizations that adopt multicloud strategies often find that their 
approach offers more options and flexibility, while delivering benefits 
like workload suitability, different service, performance, and compliance 
levels, technology compatibility, and proximity considerations. However, 
managing applications across multiple environments significantly increases 
complexity, potentially leading to increased operational issues (errors), 
higher costs, security gaps, and, ultimately, a drag on performance. 
Reflecting this dichotomy, study respondents said they are hesitant to lock 
themselves into any single configuration or partner set, and many firms 
revealed cloud strategies with many, often overlapping components.

Three-fourths of respondents reported using between two to four cloud 
providers in their multicloud mix today. Within this mix, 92% deploy private 
and hosted private cloud approaches, including 82% who use private 
and hosted private clouds for mission-critical applications. Globally, all US 
respondents indicated they deploy private and hosted private clouds today, 
compared to 85% of Asia Pacific and 80% of EU respondents. Nearly half 
of the respondents in this study said they use multiple vendors for different 
mission-critical applications, and four in 10 said they use multiple vendors to 
host different parts of a single mission-critical application or ecosystem today.

A subset of companies deploys considerably more intricate and robust 
approaches to multicloud. However, these companies often require 
additional help by way of managed services to drive more efficient 
deployments and management. These organizations’ multicloud 
approaches differ in several ways:

 › They have a broader vendor mix. Companies using three or more clouds 
today are 52% more likely to use managed services (see Figure 2).

 › They are more likely to use multiple vendors to host mission-critical 
applications. These organizations are 15% more likely to use multiple 
vendors for different mission-critical applications, and they are 39% 
more likely to say they use multiple cloud vendors for a single mission-
critical application.
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Figure 2

“How many cloud providers do you use in your current multicloud mix?”

Base: 882 global decision makers responsible for enterprise architecture or 
infrastructure at their organization
Source: A commissioned study conducted by Forrester Consulting on behalf of 
Virtustream, August 2020

Most organizations 
with complicated cloud 
configurations turn to 
managed services to 
help mitigate 
complexity.

Eight or more

Five to seven

Three to four

Two

One

Managed services users Other firms

4%
1%

12%
4%

45%
35%

30%
41%

9%
19%
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Multicloud Complexity Rises From 
Expanding Data And Application Needs
Organizations dealing with multicloud complexity are part of a chain that 
extends back to the adoption of this approach. Multicloud adoption rose 
from a need to find solutions for multifaceted, and often contradictory, 
performance and business use cases.4 And as 64% of respondents are 
saying, that running multicloud environments is at least as complicated as 
it was in the past, this trend is showing few signs of subsiding. Additionally, 
36% of respondents are saying it’s becoming more complicated than it 
was a few years ago. Globally, Asia Pacific respondents were most likely 
to say multicloud complexity is rising, with 71% saying this is the case, 
compared to 66% in the US and 58% in the EU.

NEARLY ALL ORGANIZATIONS EXPERIENCE MULTICLOUD 
CHALLENGES

Enterprises revealed that nearly all organizations face some form of 
challenge with multicloud environments, and that these challenges can 
emerge both at the point of deployment and with ongoing management. 
Overall, 94% of organizations reported experiencing at least one 
deployment challenge, the same number that said they experienced at 
least one management issue with their cloud environments. 

 › Deployment challenges focus on planning across environments. At 
deployment, organizations were most likely to say they faced challenges 
with network design, with maintaining current knowledge of multiple 
platforms, and with managing compliance across environments.

 › Management challenges are led by security, integration, and technical 
difficulties. Following deployment, organizations’ issues with ongoing 
management of multicloud environments were most commonly 
associated with: maintaining the security of the data in transit; maintaining 
integration both over time and across platforms; and with the technical 
difficulty of managing multiple cloud environments (see Figure 3).

1/2 page

Minimum Height

Maximum Height

Full page
Figure 3

“What challenges have you faced when deploying multiple 
cloud platforms/environments?”

Deployment Challenges

“What challenges have you faced when managing multiple 
cloud platforms/environments?”

Base: 882 global decision makers responsible for enterprise architecture or infrastructure at their organization
Source: A commissioned study conducted by Forrester Consulting on behalf of Virtustream, August 2020

30% Network design

30% Maintaining current knowledge of multiple platforms

30% Managing compliance levels across environments

6% We haven’t experienced any challenges

Management Challenges

33% Security of data in transit

32% Maintaining integration

32% Technical Di�culty of managing multicloud environment

6% We haven’t experienced any challenges94% 94%

Nearly two-thirds of 
respondents agree 
that running multicloud 
environments is at 
least as complicated 
as it was a few years 
ago.
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ORGANIZATIONS TRY TO ACQUIRE MULTICLOUD EXPERIENCE TO 
ADDRESS CHALLENGES, BUT HIRING ITSELF IS A STRUGGLE

Overcoming multicloud complexity requires an organization to have 
access to multicloud expertise and best practices in order to help 
smooth the hiccups that inevitably arise in deployment and ongoing 
management. It makes sense then that most organizations are looking 
to overcome their multicloud challenges by hiring staff with multicloud 
experience. However, hiring experienced staff with multicloud expertise 
can itself be a major challenge for many organizations, involving 
substantial costs and time to find, recruit, hire, and ramp internal staff. 
Knowing this, Forrester has recommended turning to managed services 
providers (MSPs), consultants, remotely managed support, or external 
training/onboarding services to close this staffing gap.5

Indeed, organizations were nearly as likely to say they were considering 
partnering with cloud vendors that offer managed services, as they were 
with hiring new staff. Respondents looked to reduce the complexity by 
more precisely creating and communicating their multicloud strategy 
across the organization as well as by leveraging common technology 
wherever possible across their different platforms (see Figure 4).

Globally, European respondents showed the most preference for hiring 
versus outsourcing cloud management. European respondents were most 
likely to attempt to hire staff with multicloud experience at 33%, compared 
to 31% of Asia Pacific respondents and just 27% of US respondents.
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Figure 4

“What strategies are you using or considering to overcome the challenges 
of using multicloud?”

Base: 882 global decision makers responsible for enterprise architecture or 
infrastructure at their organization
Source: A commissioned study conducted by Forrester Consulting on behalf of 
Virtustream, August 2020

Enterprises turn to 
managed service 
providers to overcome 
challenges and their 
lack of internal 
multicloud expertise.

30% Hiring sta with multicloud experience

29% Partnering with cloud vendors who can also provide cloud managed services

29% Better precision of multicloud strategy and communications to teams

26% Leveraging analytics and automation to make faster/better decisions

26% Achieving operational equivalentcy across cloud platforms

26% Partnering with a systems integrator

6% We have not experienced any challenges

29% Leveraging common technology where possible across cloud platforms

94%
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Managed Services Ease Multicloud 
Challenges, Boost Benefits, And 
Accelerate ROI 
The majority of organizations that leverage managed services say these 
providers have helped to reduce multicloud complexity, despite generally 
having more robust cloud configurations across a greater number of cloud 
providers. Managed services help these firms: coordinate and integrate 
cloud environments with traditional IT infrastructure; provide access to 
cloud management and/or cost optimization technology; and provide 
access to skills and expertise that organizations would otherwise struggle 
to obtain and retain themselves (see Figure 5). 

Furthermore, firms that aren’t currently using managed services say it’s 
not necessarily related to confidence in their own abilities, rather their 
top responses indicate these firms are working from legacy technology 
preferences for in-house work (40%) and a belief that in-house work is 
more cost-efficient (34%). Just 24% say their teams are proficient enough 
to manage their environments without the help of managed services.
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Figure 5

“Which of the following describes why you use managed services for your 
multicloud strategy?”

Base: 729 global decision makers responsible for enterprise architecture or 
infrastructure at their organization
Source: A commissioned study conducted by Forrester Consulting on behalf of 
Virtustream, August 2020

Managed services 
provide experience 
and technology that 
organizations struggle 
to build themselves.

40% Coordinate/integrate managed cloud environment with our traditional IT 
environment

39% Access to cloud management and/or cost optimization technology through 
MSP (either developed or licensed/partnered by MSP)

36% Access to skills and sta� that we cannot obtain and retain ourselves

34% Access to learning and best practices we cannot obtain elsewhere

33% Extend consistent features across multiple cloud environments

33% Save time by avoiding learning curve

32% Save through lower unit cloud costs (via MSP resale discount and 
economies of scale)

32% Ability to architect solutions we cannot match on our own

34% Apply consistent policies across multiple cloud environments
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MANAGED SERVICES DRIVE STRATEGIC VALUE FOR 
ORGANIZATIONS 

This study found that managed services free up teams to focus on high-
priority strategic initiatives — effectively focusing their internal resources 
on taking advantage of multicloud power and flexibility, as opposed 
to focusing those resources on maintaining it. Additionally, managed 
services users report faster time to market and the ability to save money 
and time that would typically be required in acquiring new staff or 
retaining existing staff, among other benefits. Overall, 99% of managed 
services users reported they have experienced at least one of the key 
benefits listed below from these partnerships (see Figure 6).

Globally, US organizations were most likely to say that managed services 
allowed them to focus on more strategic work, at 48%, while European 
respondents were most likely to highlight how managed services drove 
faster time-to-market for products or services, or how managed services 
allowed them to avoid costly staff acquisition and retention processes 
(39% for each outcome). Asia Pacific firms highlighted four outcomes at 
the top of their benefits list, with 40% claiming managed services drove 
faster time-to-market, helped avoid costly staff hiring and retention, freed 
up management attention to focus on alternative priorities, and allowed 
for greater focus on value-add, strategic programs.

Fewer than one-
quarter of firms that 
do not use managed 
services are 
confident they are 
able to fully manage 
their environments 
on their own.
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Figure 6

“Which of the following benefits have you realized as a result of using 
managed services for your multicloud strategy?”

Base: 729 global decision makers responsible for enterprise architecture or 
infrastructure at their organization
Source: A commissioned study conducted by Forrester Consulting on behalf of 
Virtustream, August 2020

Ninety-nine percent of 
managed services 
users say their 
managed services 
partnerships have 
benefitted their 
businesses.

44% Allow our team to work on high-priority, strategic initiatives

43% Faster time-to-value/time-to-market

40% Ability to reallocate management attention to alternative priorities

33% Lower cloud costs via resale through MSP

31% Lower overall TCO of cloud service delivery

1% We haven’t experienced any benefits

42% Avoidance of costly and time-consuming sta� acquisition and retention 
processes

99%
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MANAGED SERVICES USERS ARE MORE LIKELY TO REAP BROADER 
MULTICLOUD BENEFITS

Organizations in this study reported that adopting multicloud strategies 
has led to significant business and technical benefits. For example, 
respondents said that multicloud has led to technical benefits like improved 
service delivery processes, lower operational costs (and risk), faster code 
deployments, and less downtime. Multicloud strategies also drove business 
outcomes including improved agility, reduced costs, and more efficient 
employee deployment. Taken holistically, these kinds of outcomes help 
maximize performance and accelerate return on cloud investment.

However, this study also found that organizations that adopt managed 
services were more likely to realize both business and technical benefits 
from their multicloud environments. Among technical benefits, managed 
services users were twice as likely as other firms to say they had 
improved service delivery processes, were 57% more likely to say they 
could unify management through a multicloud dashboard, and were 
33% more likely to say they faced lower operational risk than other firms. 
Looking at business benefits, managed services users were more than 
twice as likely to say their multicloud strategies drove more employee 
efficiency and that they were able to devote more budget to innovation, 
as opposed to operations (see Figure 7).
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Figure 7

“Which of the following technical benefits have you 
experienced from your multicloud strategy?”

“Which of the following business benefits have you 
experienced from your multicloud strategy?”

Base: 882 global decision makers responsible for enterprise architecture or infrastructure at their organization
Source: A commissioned study conducted by Forrester Consulting on behalf of Virtustream, August 2020

Managed Services Users

Improved service delivery 
processes

Other Firms

Lower operational costs

Can unify management 
through a multicloud 

dashboard

Lower operational risk

Faster code deployments

Less downtime

Fewer data centers

Improved QoS

We haven’t experienced 
any business benefits

44%
22%

40%
43%

36%
23%

36%
27%

35%
25%

34%
33%

33%
25%

32%
19%

2%
2%

100%

-8%

57%

33%

40%

3%

32%

68%

Improved agility

More e�cient use of 
employee time

Reduced costs

Increased relative investment 
in innovation vs operations

Better developer/end user 
experience

Reduced capital 
expenditures

46%
36%

45%
21%

43%
50%

39%
18%

38%
31%

38%
31%

We haven’t experienced 
any business benefits

1%
4%

27%

114%

-16%

117%

23%

23%
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Overall, managed services users were more likely to say their multicloud 
strategies delivered benefits across the board with one exception — 
reduced costs. Managed services users were slightly less likely to 
experience lower operational costs (40% to 43%, respectively), and 
were 16% less likely to say they reduced costs from an overall business 
benefits standpoint. 

Indeed, managed services typically aren’t provided for free, but fees 
should ultimately be weighed against the benefits that managed services 
can provide — including more efficient cloud management, better service 
delivery, more efficient use of staff time, freed innovation budget, and so 
on. This cost-benefit analysis will be critical to evaluating the impact that 
managed services can have on the business and setting an intentional 
strategy for cloud deployment and management. 

MULTICLOUD INVESTMENT WILL RISE, INCLUDING SPEND ON 
MANAGED SERVICES 

Study respondents indicate that they plan to have multicloud as part 
of their near-term strategy. For example, 94% of organizations plan to 
increase or maintain their spend on multicloud strategies over the next 
two years. Similarly, 91% plan to increase or maintain the staff they devote 
to multicloud operations in that same period (see Figure 8).
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Figure 8

“Do you plan to increase, decrease, 
or maintain the level of spend for 
your multicloud strategy or 
operations over the next two 
years?”

“Do you plan to increase, decrease, 
or maintain sta�ng levels 
supporting your multicloud 
strategy or operations over the 
next two years?”

Base: 882 global decision makers responsible for enterprise architecture or 
infrastructure at their organization
Source: A commissioned study conducted by Forrester Consulting on behalf of 
Virtustream, August 2020

Enterprises are looking 
to expand spend and 
sta�ng on their 
multicloud strategies in 
the near future.

94%
Increase or 

maintain

64%
Increase

29%
Remain 

the same

5%
Decrease

1%
Don’t know

91%
Increase or 

maintain

55%
Increase

36%
Remain 

the same

8%
Decrease

1%
Don’t know
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According to our survey, plans to increase multicloud spend and staffing are 
particularly evident with US organizations, with 96% of US firms planning to 
increase or maintain their multicloud spend over the next two years (with 72% 
looking to increase). In comparison, 60% are looking to increase spend in 
Asia Pacific, while in the EU, 57% plan to increase spend in Europe. Similarly, 
94% of US firms say they are looking to increase or maintain staffing levels 
(with 61% increasing), compared to 88% in Europe and 87% in Asia Pacific.

This study found that enterprises expect to increase their investment 
in managed services over the next two years as well. Overall, 92% of 
firms said they planned to increase (55%) or maintain (37%) their spend 
on managed services over the next two years. However, looking at the 
differences between organizations that use managed services today, 
versus those that don’t, tells a deeper story. Those organizations that 
have been using managed services are far more likely to say they will 
increase their investment in managed services over the next two years, 
compared to other firms, 62% to 24%, respectively. The takeaway here 
is that those firms that have seen how managed services are benefitting 
them are enthusiastic to invest more in the strategic expertise, capability, 
and technology that drives improved outcomes within one of their most 
significant business technology deployments (see Figure 9).

These results indicate that the adoption of multicloud strategies 
will continue to accelerate and, as a result, manifest challenges and 
complexities that must be addressed and accounted for. Decision 
makers will also (and as a result) continue to lean into managed services 
as a solution, which allows them to both scale their capabilities along 
with their digital architecture and focus on maximizing the benefits of 
multicloud flexibility and power, as opposed to rote management tasks.
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Figure 9

“Do you plan to increase, decrease or maintain the level of managed 
services supporting your mission-critical applications running in the cloud?”

Managed services users Other firms

Base: 882 global decision makers responsible for enterprise architecture or 
infrastructure at their organization
Source: A commissioned study conducted by Forrester Consulting on behalf of 
Virtustream, August 2020

Managed services 
users are more than 
three times more likely 
to increase managed 
services spend over 
the next two years.

94%
Increase or 

maintain

62%
Increase

32%
Remain 

the same

6%
Decrease/

don’t know

87%
Increase or 

maintain

24%
Increase

63%
Remain 

the same

12%
Decrease/

don’t know
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Key Recommendations
Forrester’s in-depth survey of enterprise architecture decision makers 
about multicloud strategies yielded several important recommendations:

Mission-critical applications increasingly belong in the cloud. The vast 
majority of organizations in our survey leverage multicloud environments 
for applications they deem mission-critical today. And as a result, they 
are experiencing significant technical and business benefits from doing 
so. Seize the opportunity to do the same by evaluating the merits of 
hosting your mission-critical applications in the cloud with a proven cloud 
provider that has experience managing mission-critical workloads.

Evaluate vendors for managed services capabilities across multiple 
cloud environments. If you require outside expertise to manage a 
complicated multicloud strategy, choose an MSP partner that can deploy 
managed services across multiple cloud environments. Doing so has 
proven to ease challenges, free up critical employee productivity, and 
drive faster business outcomes. 

Address cloud, hybrid-cloud, and multicloud complexity by considering 
comprehensive cloud management services versus point solutions. 
Avoid “multicloud by accident” by deliberately reviewing, assessing, and 
setting (or resetting) your multicloud strategy. Deliberate cloud strategies 
can identify opportunities to reduce multicloud complexity by identifying 
where comprehensive solutions can drive similar or better outcomes 
than multiple point solutions while streamlining technical and managerial 
requirements.

Bring in services partners at conception, not just for ongoing 
management. Decision makers should understand that services partners 
should be a part of the full cloud deployment lifecycle, including advisory 
services and cloud-native development services. Taking this approach 
can help identify and address early management challenges at inception 
and mitigate ongoing cloud management challenges with a more 
comprehensive and supported strategy.
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Appendix A: Methodology 
In this study, Forrester conducted an online survey of 882 global decision makers responsible for enterprise 
architecture or infrastructure at their organizations to evaluate the state of their multicloud strategies. Survey 
participants included enterprise-architecture decision makers in IT, operations, and finance roles within their 
company. Questions provided to the participants asked about their approach to mission-critical application 
hosting, multicloud, and use of managed services within multicloud strategies. Respondents were offered a 
nominal financial incentive as a thank you for time spent on the survey. The study began in January 2020 and 
was completed in August 2020.

Appendix B: Demographics/Data
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Base: 882 global decision makers responsible for enterprise architecture or infrastructure at their organization
Source: A commissioned study conducted by Forrester Consulting on behalf of Virtustream, August 2020
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Appendix C: Endnotes
1 Source: “Top 10 Facts About Managed Public Cloud Services,” Forrester Research, Inc., February 6, 2020.
2 Source: “Cloud Services Accelerate Your Pursuit Of Customer Obsession,” Forrester Research, Inc., January 30, 
2020.

3 Source: “Best Practices: Cloud Database Migrations,” Forrester Research, Inc., March 22, 2019. 
4 Source: “A Clear Multicloud Strategy Delivers Business Value,” Forrester Research, Inc., April 18, 2018.
5 Source: “Build A Pragmatic Cloud Strategy That Delivers Real Value To Your Organization,” Forrester Research, 
Inc., December 11, 2018.
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