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Business operations can be impacted by any number of scenarios – from the most 
threatening, large-scale disasters (think terrorism, natural disasters) to the more 
ordinary, user-provoked errors. But regardless of the size and scope of the 
disruption, today’s investment advisers are often ill-prepared to restore operations 
in a timely manner – and with minimal impact to the firm.  

Regulators have taken notice. The Securities and Exchange Commission (SEC) has 
proposed a new rule, 206(4)-4, which would require registered investment advisers 
(RIAs) to implement and maintain internal policies to mitigate risk during and after 
a business disruption, including business continuity plans (BCP) and transition or 
succession plans.  

At a high-level, the SEC stresses that investment advisers need to assess both 
internal and external risks. This evaluation is critical to identifying a firm’s risk 
impact with respect to specific business and operational functions as well as any 
residual impact to the firm’s employees, clients and third party service providers. 
RIAs should take a proactive and organized approach to creating risk mitigation 
programs for each of these areas, ensuring the firm is able to adequately resume 
business operations in the event of a disaster or disruption.  

In this whitepaper, we’ll examine SEC Proposed Rule 206(4)-4 and provide clarity 
on: 

 Organizational, regional and industry-impact risks related to business 
continuity and transition/succession; 

 Critical plan elements for business continuity policy construction and 
ongoing maintenance;  

 Strategies for training and educating employees to enact and enable 
business continuity plans during disaster scenarios; and  

 Third party vendor oversight and risk management best practices. 
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Operational Risks to Business Continuity 

Of particular concern to the SEC, as documented in 206(4)-4, are: 

“those risks that may impact the ability of an adviser and its personnel to 
continue operations, provide services to clients and investors, or, in 
certain circumstances, transition the management of accounts to 
another adviser. Such operational risks include, but are not limited to, 
technological failures with respect to systems and processes (whether 
proprietary or provided by third-party vendors supporting the adviser’s 
activities), and the loss of adviser or client data, personnel, or access to 
the adviser’s physical location(s) and facilities.”  

To provide some more specific examples, following are scenarios that could 
impact a RIA’s business operations:  

 Equipment or application failure 

 Disruption of power supply or telecommunication services  

 Human error 

 Fire 

 Natural Disasters (hurricanes, tornadoes, snowstorms) 

 Terrorist Attacks 

 Cybersecurity incident (hacking, phishing or fraud) 

Let’s think through a few scenarios.  

What happens when a winter storm hits and the city where your office resides 
shuts down the mass transportation system? If your employees are unable to get 
to work, can they perform their daily responsibilities?  

What if an employee unintentionally clicks on an email link that leads to a 
ransomware attack and renders your network inaccessible? How will you continue 
investment operations? How will you notify and disclose the situation to investors 
and regulators?  

These situations – and many others – would leave a firm in a risky position – 
potentially unable to maintain relationships with employees, investors or 
counterparties, make transactions, or otherwise operate and function on a normal 
level. In this type of scenario, the firm would enact its business continuity plan 
(BCP), which would outline what the firm has identified as next steps in resuming 
operations.  
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Now that we understand why the SEC is concerned, let’s examine the critical 
elements to business continuity planning the regulatory body has outlined.  

 

Business Continuity Plan Elements 

Rule 206(4)-4, if enacted, highlights several different BCP components. According 
to the rule, an adviser’s business continuity plan must address the following 
points: 

(i) the maintenance of critical operations and systems, and the protection, 
backup and recovery of data; 

Advisers should outline the critical applications and functions required for the firm 
to maintain daily operations. This could include trading and research applications, 
operations functions, investor relations, etc. additionally, firms should have clear 
visibility into their Recovery Time Objectives (RTOs) – a measure of time used to 
indicate how quickly the firm will need access to critical systems and applications 
after a disruption. Understanding when and how firm employees can access their 
necessary functions after a disaster is critical to supporting the long-term growth 
of the firm.  

(ii) pre-arranged alternate physical location(s) of the adviser’s office(s) and/
or employees; 

In the event your firm’s primary office location is inaccessible, what is the plan? 
Will employees be permitted to work from their homes? Is there a secondary site 
set up somewhere nearby? What if the secondary site is also unavailable? Advisers 
should have clear plans drawn up for remote access capabilities given these 
various scenarios. Remote access instructions should be disseminated to all 
employees so they have a clear understanding of how to continue their functions 
from outside the office. And ultimately, those plans need to be tested on a regular 
basis. Your BCP plan may look good on paper, but until employees do a walk-
through, you may not have a complete idea of how well your firm can function 
during and after a business disruption.  

(iii) communications with clients, employees, service providers, and 
regulators 

One of the most critical aspects of business continuity is communication. Your firm 
likely has a wide variety of counterparties to communicate with regularly, and 
during a disruption, keeping parties abreast of ongoing activity will be crucial. For 
your business continuity plan, determine who will be responsible for contacting 
necessary parties (including employees, investors, service provider and regulators) 
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and how they will maintain those communications. What if email or Internet is 
down? Ensure responsible parties have contact information readily accessible and 
clear plans for getting the word out in a timely manner. One person and process 
does not fit all – there should be multiple individuals responsible for 
communications. 

(iv) identification and assessment of third party services critical to the 
operation of the adviser 

As the outsourcing trends continue to grow and firms rely more heavily on third 
party service providers, it becomes critical to ensure advisers are conducting 
proper due diligence on said vendors to identify and assess their business 
continuity plans and procedures. It is equally as critical to ensure third parties have 
the ability to continue operations if a disaster strikes – and to identify whether 
they will be able to provide the services they’ve been contracted to provide to 
your firm. Through regular due diligence, determine how prepared your firm’s 
outsourced providers are for a disaster and assess the potential impact on your 
firm’s operations, data, etc. if a disaster scenario were to strike.  

(v) plan of transition that accounts for the possible winding down of the 
adviser’s business or the transition of the adviser’s business to others in 
the event the adviser is unable to continue providing advisory services.  

Additionally, the SEC has highlighted the need for investment advisers to have 
plans in place to maintain operations in the event the firm undergoes a transition-
related event. Such events could include a merger or acquisition, retirement of the 
firm head or changes in management, or the untimely death of a firm head. In one 
of these scenarios, the adviser would be expected to have a formal plan in place to 
accomplish many of the same points addressed on the business continuity front: 
communicating with employees, investors and third parties, and maintaining 
critical systems and operations.  

 

Training and Educating Employees 

When a disaster strikes and it’s not a drill, do you have confidence your employees 
will know what to do? A solid business continuity plan is only as strong as the firm 
employees who execute it, and therefore, training and education are critical 
elements to the success of your firm’s BCP plan. Following are steps to take to 
ensure your firm’s employees are prepared when the next disaster strikes. 

1. Know the Plan 

Knowledge and understanding of the plan and procedures improves preparation, 
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response and recovery during a business continuity scenario. Advisers should 
conduct regular training on the firm’s business continuity plan and procedures – at 
least annually – and ensure any material changes to the plan are communicated 
across the firm. New employees should be trained during the orientation phase. 
While many firms typically require an online training course completion, tabletop 
exercises and real-life scenario walk-throughs are also helpful ways to ensure 
employees have adequate knowledge of the BCP plan. If remote access is part of 
the plan, employees should test their remote capabilities on a regular basis as well 
to ensure they have the ability to access critical applications and systems from off-
site.  

2. Establish Roles and Responsibilities 

Designating roles to individuals maintains employee accountability in an 
emergency situation. By ensuring staff understand their roles, it can improve 
companywide organization and reduce confusion during disaster scenarios. Some 
roles to consider include: 

 Wardens: will determine accountability and communicate to responders 
during an emergency scenario. Keeping updated records/checklists of the 
office’s on-sight employees can be helpful for wardens.  After an 
evacuation, wardens will complete roll call for accountability at the 
evacuation site. If employees are not present at roll call and unreachable, 
they should be considered missing. Any missing employees should be 
communicated to building management, first responders and internally, if 
needed, to Human Resources. 

 Searchers: will be in charge of ensuring everyone has evacuated the 
workspace by checking work spaces, break rooms, bathrooms, etc. There 
should be a male and female assigned to this role. Searchers can also be 
assigned to ensure any visitors or contractors exit safely. 

 Mobility Assistance Workers: assigned to employees with mobility issues 
or to assist people having difficulty exiting the building. 

 Evacuees: everyone not assigned with a role above. Their only job is to 
safely and calmly evacuate the building and go to the pre-established 
primary or secondary evacuation site(s). Once there, they should confirm 
they are accounted for to the warden either by the roll call or direct 
communication. 

3. Communicate 

We can’t stress this one enough. During an emergency situation, advisers need to 
be clear on who’s communicating with who, both internally and externally. When 
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training employees, make it clear that they should be accessible via mobile phone 
to communicate with other firm executives. Disaster situations can be hectic and 
scary, so maintaining swift communications with everyone at the firm will ease 
fears and allow employees to quickly resume their job functions.  

4. Practice and Participate  

We’ve highlighted this before, but the best way to prepare employees for a 
business disruption scenario is to practice. From a fire/evacuation to a cyber-
threat, these scenarios can play out in any number of ways, so it’s critical to ensure 
employees are all on the same page. Annual trainings, tabletop exercises and drills 
will best equip your staff to execute the firm’s business continuity strategy safely 
and effectively in the hopes of maintaining business operations.  

 

Third Party Risk Management 

Disaster preparedness extends beyond your firm itself. If your partners and 
vendors are at risk, then so are you. Firms should not only understand how their 
own BCP addresses risk, but also how third party service providers are prepared to 
respond to risk scenarios.  

Review these four key areas with your vendors at least on an annual basis:  

 Continuity Program Activities: This would include ensuring that the vendor 
or business partner regularly reviews and updates necessary plans and 
procedures. Do they conduct ongoing tests of their disaster recovery 
systems? They should also be testing and exercising their business 
continuity plan. Lastly, it’s also critical that they provide employees with 
necessary training on these plans, both at the outset of the plan 
implementation and on a regular basis. 

 Disaster Recovery Systems: During vendor discussions and evaluations, 
ensure your business partners are identifying the location(s) where data is 
backed up. They should also identify recovery time objectives (RTO) 
related to that data and compare that desire with the RTO outlined within 
the existing plan. This is important as it relates to recovery time, since it 
will outline at which point after a disaster you are expected to have access 
to critical systems and data. If RTOs are unclear, you run the risk of being 
unable to work or access data or information you need, potentially 
disrupting clients and even violating contracts or regulations. 

 Business Continuity Procedures: Firms should discuss comprehensive 
continuity strategies and procedures with all third party vendors. Service 
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providers should be able to explain how, even in the face of various 
interruptions, they will continue to provide the contracted level of service 
stated in the contract.  

 Communication Practices: Firms should confirm with vendors or business 
partners that they have both an internal and external communication plan. 
Additionally, firms should discuss the process that outlines how your fund 
would be notified if a disruption were to occur with your service.  Finally, 
confirm who from your firm is going to be contacted during unplanned 
downtime or when issues arise. 

If your firm has any concerns after gathering information from the vendor, your 
firm’s internal continuity team should meet and evaluate any deficiencies. After 
identifying potential threats, relay them to the vendor to validate the deficiencies 
and understand if they are willing to take the steps to correct them. If your vendor 
is not willing to correct and eliminate possible risk, look for other vendors who 
share similar practices as you do. 

 

Conclusion 

In today’s unpredictable world, it’s more critical than ever that investment advisers 
establish plans to keep their businesses from experiencing undue harm. Market 
threats, weather-related impacts and other business disruptions can severely 
cripple an adviser’s well-being. The SEC recognizes the importance of 
preparedness and, in all likelihood, will enact Rule 206(4)-4, requiring RIAs to take 
care with that preparedness. For more information on developing thoughtful 
business continuity plans, visit www.eci.com or contact us at 1.800.752.1382.  
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About Eze Castle Integration, Inc.  

Eze Castle Integration is the leading provider of IT solutions and private cloud 
services to more than 650 alternative investment firms worldwide, including more 
than 100 firms with $1 billion or more in assets under management. We provide one 
global financial cloud platform that is complimented by exceptional service and 
operational excellence.  

Our Eze Private Cloud is built to deliver the high performance, applications and 
exceptional user experience demanded by the hedge fund and private equity 
industry.  

 

 

To learn more about Eze Castle Integration, contact us at 1.800.752.1382  

or visit www.eci.com.  

 Complete Managed IT—Software as a Service 

Eze Managed Suite is a fully managed IT solution that provides 
flexibility and simplified IT operations. The hosted solution 
combines a robust, highly secure private infrastructure via the Eze 
Private Cloud with key business applications and professional IT 
management.  

 Application Hosting—Infrastructure as a Service 

Eze Managed Infrastructure provides clients with easy access to an 
enterprise-grade private environment with the latest hardware and 
software without capital expenditures, expensive upgrades or 
ongoing maintenance and monitoring. It is ideal for hosting 
applications used by private equity and other investment 
management firms.  

 Disaster Recovery as a Service 

Eze Managed Data Availability delivers full range of business 
resiliency services including Disaster Recovery, Online Backup and 
Message Archiving. Via the Eze Private Cloud, your critical data and 
applications will be available and protected 24x7x365.  

http://www.eci.com

