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Digital adtech data is creating new opportunities to gather a more holistic view of your customers’ and 
prospects’ behavior in the online space, but these new sources and uses of digital data will create privacy 
and security challenges for marketing organizations. Organizations will need to determine how they defi ne, 
create, control, and use this data. Internal policies and external regulations on the collection and use of this 
data should be a part of an organization’s information governance process. 

Information governance orchestrates people, processes, and technology to leverage data as an enterprise asset 
by establishing policies for the creation and usage of data within an organization. As marketing departments 
and the data they use continue to become a more central focus within the broader organization, the controls of 
that data will be under greater scrutiny, especially from a security and privacy perspective.

LOCK YOUR DOORS: PRIVACY 
CONSIDERATIONS IN A DIGITAL AGE

We are living in an increasingly digitized world. The depth 
of customer data grows every day as businesses strive 
to understand and predict their customers’ behavior and 
expectations. However, this expanse of information comes 
with a responsibility to respect and protect customer data by 
enhancing information governance policies and practices. 
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LOCK YOUR DOORS: PRIVACY 
CONSIDERATIONS IN A DIGITAL AGE

To properly address these privacy and security concerns, one must thoroughly consider several components of 
information governance:

 Information governance organization component: The “people” aspect of the discipline. It 
sets the policies for information governance and maintains a staff to support those policies by 
managing the development and ongoing usage of corporate information. 

Data stewardship component: The “people” aspect of information governance that directly 
interfaces with the creators and users of data. Data stewards support, maintain, and execute the 
information governance policies and procedures.

Data quality management component: Handles the definition, supervision, and, when 
necessary, renovation of data to the business and technical ranges.

 Metadata management component: Manages the “data about the data,” or the business and 
technology definitions that are generated in the creation and usage of data.

Information lifecycle management component: Covers the process and technology aspect of 
information governance that addresses the entire lifecycle of a set of data, including creation, 
retention, and deletion. It covers the business rules on how long data is to be kept and in what format. 

Security component: Covers the people, process, and technology aspects of information 
governance to address who has authority to create, read, update, and delete privileges of 
organizational data. There have been security requirements for marketing data since the 
beginning of information technology with access and file security on mainframes with ACF2 
and RACF security packages. This was further refined with the advent of relational database 
technologies with role- and column-level security and “locking data down” with schema-level 
security roles. 

Privacy Component: Similar to the security component, privacy in this context speaks to the 
people, process, and technology in place to govern the collection, usage, and sharing of data 
(often personal and sometimes sensitive in nature) in ways that drive value for the organization, 
but does so within the expectations of the consumer as well as within the bounds created by 
regulatory and legislative mandates. 
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The ability for non-stakeholders to access and potentially 
disclose critical financial, customer, and employee data has 
spawned legislation that attempts to limit how personally 
identifiable information (PII) can be collected, used, stored 
or disclosed. 

As the integration of organizations’ intranets with external internet data grows, the issue of privacy has taken 
on an equal, or perhaps greater, role as an enterprise risk factor that can be managed by a robust information 
governance program.

The ability for non-stakeholders to access and potentially disclose critical financial, customer, and 
employee data has spawned legislation that attempts to limit how personally identifiable information (PII) 
can be collected, used, stored or disclosed. The Health Insurance Portability and Accountability Act of 
1996 (HIPAA) and Graham-Leach-Bliley Act 1999 (GLB) , focused on healthcare and financial services 
respectively, are just two legislative examples of how data can and cannot be used to identify, contact, or 
locate an individual. These and other such laws have made the role of information governance even more 
prominent.

In addition to legislative “rules,” marketers must understand that there are regulatory guideposts to be 
incorporated into the organization’s information governance framework. When collecting or acquiring 
digital data, it is important to remember that the general principles of advertising law also apply online. 
The underlying technology driving the rapid pace of change in the online space creates both challenges and 
opportunities that can be effectively managed by a robust information governance program. 

While the “who and how” of traditional and digital customer data usage are functions of the privacy and 
security components, all the other information components, such as data stewardship, ownership, and data 
retention, are core aspects of the information governance responsibilities for using this data.

LOCK YOUR DOORS: PRIVACY 
CONSIDERATIONS IN A DIGITAL AGE CONT.
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Marketing organizations have been leveraging their internal customer data for over twenty years for 
competitive advantage. It is the advent of the digital sources, both internal and external, that is creating the 
need to re-evaluate the information governance aspects of privacy and security.

Digital data is one those disruptive resources that is changing how we view and use customer information. 
One of the primary changes in the use of customer information is found in social platforms. In the past, 
marketing organizations would have to wait days, weeks, and sometimes longer to detect consumer responses to 
advertising and product campaigns. Now with social networking environments such as Facebook and Twitter, 
instantaneous and visceral reactions to marketing campaigns can be captured and analyzed. It is not simply the 
size and difference of digital data that makes it unique, but also its immediacy. To properly assess the different 
implications of digital data in information governance, we need to review the dimensions of digital data 
portrayed below.

Internal, Structured Customer Data External, Structured Customer Data
Examples include: 

• Retail transactions
• Banking deposits
• Pharma prescriptions

Examples include:
• Syndicate (purchased) data
• Partner/vendor data 

Internal, Structured Customer Data External, Structured Customer Data
Examples include:

• Client –facing click-stream data
• Internal audience management (e.g, tweets) 

Examples include:
• External platforms (e.g., Facebook)

Each type of marketing customer needs to have a different set of discovery, control, and usage patterns in the 
organization that will have significant information governance impacts on data ownership, data stewardship, and 
privacy and security.

INFORMATION GOVERNANCE 
CONSIDERATIONS OF DIGITAL DATA 
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Digital data analytics is defined as the research and analysis of new sources of digital customer data for 
the marketing organization that can provide a richer set of understandings in marketing spend. One of 
the important themes of digital data analytics is that it does not replace traditional transactional sources 
of customer data (despite much of the hype surrounding digital data), but rather it augments traditional 
customer data by providing a broader view of the behaviors of a prospect or customer. Additionally, 
it challenges the marketing department to think more deeply about questions of identity and identity 
management, particularly as access to and the joining of first and third-party data along with second-party 
data increases in scope and scale.

Some of the main information governance questions on new sources of digital data include:

●   Identify potential usage patterns—Does the digital data source have value being integrated? 
Standalone? Both? While much of the first wave of usage of digital data has been more standalone, 
there is a growing trend of finding where it is possible to integrate external digital data subject areas 
into traditional internal structured data. 

●   Review usage and security from an information security perspective—Because many of the 
new sources of digital data come from outside the organization’s firewall, using any new source of 
data should answer two key questions:

►   Is the data safe to use? Are there sufficient safeguards on the data so that bringing it into 
the organization is safe?

►   Is the data legal to use? Is the data copyrighted? Is it public domain data? For example, 
Amazon charges for its data, as do other social networking companies. What is the cost/
expense of subscribing to use this data? Has the cost/benefit been assessed?

 Each new source of digital data needs to be assessed to determine how the data can be used within the 
organization and by whom, and a framework for how to think about these needs can be developed.

DIGITAL DATA ANALYTICSDIGITAL DATA ANALYTICS
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EXTERNAL INTERNAL
Legislative/Regulatory Culture

Industry/Self-Regulatory Consumer Promises

The legislative and industry regulatory framework is imposed from outside the organization and often 
in a one-size fits all model that requires the organization to adapt to its strict requirements as opposed to 
the internal framework imposed by the organization and expressed through an informal and sometimes 
unwritten articulation of corporate values (e.g., “Don’t be evil”) or a more formal promise in the form of a 
corporate, consumer-facing privacy policy.

DIGITAL DATA ANALYTICS CONT.

Another way to evaluate and answer the question of whether or not the data is safe would be to apply a series 
of tests to the use case(s) to determine the associated risk level. These tests can be organized into a simple 
framework that can help to drive clarity as well as identify areas of potential risk so that appropriate risk 
mitigation steps can be taken.
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THE DIGITAL DATA PARADOX OF 
DATA OWNERSHIP

One of the key information governance themes in this text 
is that of data ownership. Typically, a data owner is that 
business or domain executive that generates and analyzes 
the data for a particular function of the organization. For 
example, the chief marketing officer is characteristically 
responsible for the sales and marketing transactional and 
analytics data. Their definitions and business rules are 
easily created, operationalized, and enforced in internal 
structured data. The question remains, however: how 
would an information governance process enforce the data 
ownership standards for unstructured external data such as 
Twitter and Facebook? Better still: who owns this data and 
how can it be safely used within the organization? 

Digital data has raised many different organizational questions for both the marketing department and 
information governance that have not had to be considered in the past. Prior to digital data, the data 
considered for information governance controls was generated out of internal marketing and transactional 
applications. A majority of this transactional and analytic data was structured on relational or legacy 
database formats and therefore easy to understand. The scope of an organization’s data began to expand 
with the advent of Extensible Markup Language (XML) and the Web, where information governance 
challenges of data definition and control faced the whole new dimension of being generated outside the 
organizational firewall. For digital data, these information governance challenges on definition and control 
are expanded and need to be thoughtfully considered and addressed. Information governance organizations 
need to have an approach for the concept of control for each type of digital data usage in the enterprise. 

Digital data control can be best defined as the information governance approach to integrating digital data 
for use into the organization in a secure manner that will ensure maximum benefit without undue risk. 
It determines how to best integrate digital data into the organization, both from technical and security 
perspective. The four types of digital data all raise the following questions “Who owns the data?” and “How 
is it managed?”

Information governance 
organizations need to have an 
approach for the concept of 
control for each type of digital 
data usage in the enterprise. 
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One of the best examples of determining who owns the content is Facebook. While the Facebook organization 
is responsible for managing their environment, how they are responsible for the content is still in question. The 
Facebook organization can state to all of their hundreds of millions of users their policies and procedures on 
using Facebook, but the content is ultimately created by each user of the site. With this freedom of creation, 
how can an organization effectively control and use this information in a safe and controlled manner? The fact 
of the matter is that organizations have used external data for decades, often through purchasing marketing 
data for analysis and other purposes. Data ownership of digital data will be different for internal versus 
external data in terms of creation, but will be consistent in terms of definition, usage, and retention once in the 
organization, as shown below.

Another way to evaluate and answer the question of whether or not the data is safe would be to apply a series 
of tests to the use case(s) to determine the associated risk level. These tests can be organized into a simple 
framework that can help to drive clarity as well as identify areas of potential risk so that appropriate risk 
mitigation steps can be taken.

Definition Creation DQ 
Verification

Usage Retention

Internal 
Structured

On creation Within the 
organization

On creation Within the 
organization

Within the 
organization

External 
Structured

On capture Outside the 
firewall

On usage Within the 
organization

Within the 
organization

Internal 
Unstructured

On creation Within the 
organization

On creation Within the 
organization

Within the 
organization

External 
Unstructured

On capture Outside the 
firewall

On usage Within the 
organization

Within the 
organization

The challenge for information governance is to ensure that once digital data is discovered and determined to 
be of value for the organization, it will be defined, qualified, and controlled, not unlike other organizational 
data. Two risks need to be mitigated. One risk is that the digital data that is targeted for use is not authorized 
for organizational use (e.g., customer information gleaned without permission from social networks or that has 
security issues such as viruses). The second risk is that vast amounts of digital data are staged and integrated 
only to not be used, thus creating unneeded operational and maintenance costs.

THE DIGITAL DATA PARADOX OF 
DATA OWNERSHIP CONT.
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