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For the benefit of those who may not be directly familiar with the Future of 
Privacy Forum – what is the Future of Privacy Forum and how would you describe 
the role it plays?  
The Future of Privacy Forum works to promote practical solutions to consumer 
privacy challenges. In our seven years, we have been active in convening 
stakeholders from industry, academia, and advocacy groups to develop best 
practices on issues ranging from location tracking to the use of student data. In two 
words, we like to consider ourselves “privacy centrists,” seeking to both promote 
innovation and protect privacy. 
 
This centrist role is central to the role FPF plays in privacy debates. We bring 
together privacy advocates and industry to seek consensus. We try to identify 
emerging technologies, whether they are data-driven advertising or connected cars 
and smart devices, and establish some basic ground rules to ensure companies can 
innovate in ways that respect consumers’ privacy concerns. 
 
You’ve been involved in privacy as a professional for a long time – in your view, 
what’s changed, what’s stayed the same, and what’s next? 
When a team of us, including Merkle’s Bennie Smith, started out helping DoubleClick 
navigate online ad tracking issues more than a decade ago, web privacy was an 
insider issue, primarily discussed in policy or tech circles. Today the debate about 
data has broadened to cover every industry and almost every consumer interaction, 
and as a result is a story on the front page of USA Today, the evening news, and 
even the President’s State of the Union Speech. 
 
In 2014, we’ve seen some movement toward “data localization” (i.e., countries 
requiring companies to maintain data about its citizens within the borders of that 
country). In your view, what might that mean for data-driven marketers who 
would otherwise be thinking of the data as “borderless”? Is this an idea whose 
time has come or perhaps a fad? 
It’s questionable whether “data localization” requirements do much of anything to 
protect either the privacy or security of citizens in Germany, Brazil, or Russia, which 
have been especially vocal on this subject. Much of the impetus for these laws 
emerged out of the Snowden surveillance disclosures from two years ago. In some 
countries, the localization effort seems driven by a desire to ensure repressive 
regimes can access the data of their own residents. But whatever the motivation, 
data localization laws and other efforts to establish long-arm jurisdiction are likely to 
continue to spread.  
 
One of the ways FPF hopes to address this problem is by working to improve the 
formal process by which countries that want personal data can request cooperation 
from the US government. If countries can rely on the “MLAT” process for multi-
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lateral cooperation when the legal process permits, it might take off some of the 
localization pressure. 

 

Big data seems to have moved beyond a concept stage buzzword and into the 
realm of reality. How does the FPF think about/define big data and are there 
“rules of the road” the data-driven marketer must be aware of?  
Big data can mean many different things, and in many ways, the concerns 
surrounding data analytics go hand-in-hand with some of the challenges presented 
by the Internet of Things and constant connectivity. From a privacy perspective, one 
simple way to think about big data is simply as data that challenges existing privacy 
principles. The big challenges posed by big data are where it strains traditional Fair 
Information Practice Principles. Long-standing and important principles like notice 
and consent, purpose specification and use limitations, and particularly data 
minimization may need flexibility when societally beneficial uses of data depend on 
unexpected new uses and longer term retention. 
 
FPF has previously called for folks to start seriously engaging in analysis of any 
potential benefits of big data. For marketers, what is the ultimate value to 
consumers? What consumers are benefiting from a given data-driven practice? 
Companies need to grapple with both the tangible and more abstract privacy 
concerns that people have about using data, particularly if that data raises potential 
sensitivities or could lead to inferences that might trouble individuals. Putting in 
place a process to deliberate and consider these questions is important, particularly 
in the absence of any clearer “rules of the road.”  

 

Given that we know consumer behavior can be described as a multi-screen, multi-
environment experience, how does that impact how a marketer attempts to 
establish a relationship with a consumer across those screens and in different 
environments? 
Context has become a key principle, for both the FTC and for the White House. Is 
data being used out of context, in an unexpected way? If so, provide users a choice. 
And, to support use of data in a broader context, brands need to define their 
relationships with consumers in a way that reflects the breadth of the relationship. 
Lean in to expressing customization, personalization, and cross environment 
relationships to support consumer expectations. And similarly, if a consumer 
exercises a choice, respect it broadly and don’t quibble about definitions that limit 
what a consumer would expect when making a choice. 

 

There’s very little debate that the online consumer experience takes place and 
often starts in the mobile environment. How should both marketers and their 
privacy team think about issues like location data and mobile apps? 
There’s no question mobile devices are the key to a whole host of cool benefits for 
consumers, new ways to interact with customers and for them to interact with 
companies, but they also hold a wealth of sensitive data that some individuals wish 
to keep private. As much as mobile devices have seemingly endless potential to 
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improve our day-to-day lives, they’ve also opened a Pandora’s box of privacy 
challenges. Using location as the new cookie, the spread of non-traditional tracking 
methods, limited opportunities for notice, and the gaps between operating system 
consumer controls and industry opt-out options are creating compliance challenges. 
But at the end of the day, consumer protection laws require the same outcomes.  
Accurately describe what you are doing, provide options, ensure your partners and 
vendors make compatible disclosures and respect the choices consumers make. 
 
Given that most of the wearable innovations are happening around heath and 
activity trackers, and the use of that data generated by devices and apps may not 
only have health applications but also be very useful in marketing, how does the 
FPF think about these new, non-traditional sources of data? 
2015 is poised to be the year where wearables go mainstream for consumers, 
privacy professionals, and policymakers, and the time is now to start having serious 
conversations about how these devices will fit into our lives. FPF recently released a 
whitepaper that discusses the need to develop a practical privacy paradigm for new 
contextual technologies. Let's be clear: "trust us" will not be a sufficient rationale 
when it comes to handling sensitive information like consumer health data or 
behavioral information. Instead of scrapping traditional Fair Information Practice 
Principles, we’ve called for a flexible approach to applying these practices to new 
technologies.  
 
We do need to recognize that data captured from sensors will need to be treated 
with a greater sensitivity than general web surfing data. Although this shouldn’t be 
treated like medical data, we do need a middle ground where data that has some 
sensitivity is subject to a set of standards that ensure consumers and policymakers 
don’t react in a way that cuts off valuable secondary uses of this data that could be 
beneficial. 
 
There’s so much transformation happening due to the digitalization of just about 
everything from content (books, music, and filmed entertainment) to health, 
financial, and general behavior data. It feels like the traditional boundaries 
between “known” offline data and “anonymous” online data may be softening or 
changing. Is that a correct assumption? If so/If not, how does the FPF think about 
that? 
FPF has advocated for understanding data as a spectrum starting with PII and easily 
identifiable information to pseudonymous and linkable data, on toward increasingly 
de-identified and anonymous data. We need to stop claiming that a profile of 
detailed web browsing, online and offline appended data, device identifier and 
identity across screens is “anonymous.”  That being said, when legal, technical, and 
administrative controls are in place, the data shouldn’t be considered “personal.”  
We need to update the terminology we use to better reflect the state of data and 
the scale of protections provided at different stages. 
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Any predictions for the future of industry self-regulation vs. governmental 
regulation in the U.S. in 2015? 
The President will soon release the text of his Consumer Bill of Rights legislation. We 
know that the bill will rely significantly on context and risk to frame when and how 
consumers are provided choices. Although legislation is an uphill battle in this grid-
locked Congress, the effort will provide strong guidance for a path forward. At the 
same time, the bill will continue to provide support for self-regulatory codes of 
conduct that will provide a Safe Harbor for companies. 
But the states won’t wait for federal legislation. We will see states passing targeted 
privacy laws focused on children, students, location data, and any other new or 
sensitive type of data collection that provokes a media or consumer backlash. 

 


