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Introduction
The European Union’s General Data Protection Regulation 
(GDPR) enforcement deadline has come and passed, but 
many companies are still trying to understand how these 
guidelines affect their data processes.

GDPR imposes a variety of stringent new rules for handling the personal data of 
EU residents—and it applies to any company that stores such data, regardless 
of where the company is based. With penalties of up to four percent of world-
wide revenue, it cannot be ignored. 

Most companies have been working for some time on GDPR compliance, 
but few have actually completed their preparations almost a year after the 
guidelines were put into place. This paper reviews GDPR requirements and 
shows how a Customer Data Platform (CDP) can help to meet them quickly 
and efficiently.
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GDPR  
Overview
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Personal data rights  
under GDPR
GDPR is based on the premise that people should be able to 
control the use of their personal data.

Personal data itself is defined broadly to include things like location, cookies, 
and devices that could conceivably be tied back to an individual. There are even 
more stringent controls over special personal data such as health information, 
biometrics, political opinions, religious beliefs, and sexual identity. Individual 
rights over personal data include:

1. Access to data collected about them

2. Rectification of errors in the collected data

3. Erasure of data they don’t want retained or distributed

4. Review and objection to automated decision processes using the data

5. Portability to move collected data from one company to another
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These rights are enforced by the right to file complaints and receive compen-
sation for material and non-material damages. GDPR sets standards related to 
these rights, such as requiring that information be provided in readable formats, 
within a specified time period, and that they be notified of any data breaches 
within 72 hours.

In addition to personal rights, GDPR establishes the principle that companies 
can only collect and use data is they have a lawful basis for doing so. Two of 
the data processing mechanisms under discussion by most marketers are: 
a) legitimate interest and b) explicit consent of the individual. GDPR carefully 
specifies that this consent must be based on clear, advance disclosure of what 
is being collected, how it will be used, how long it will be stored, and who else 
may receive it for processing. There are some narrowly defined exemptions to 
consent and legitimate interest including a legal basis that can be derived from 
performance of a contract, fulfillment of legal obligations, public interest, and 
similar factors. 

Data holders must also meet a variety of requirements to ensure adequate 
control over processing, including hiring a Data Protection Officer (DPO), build-
ing “privacy by design” into systems, assessing the privacy impact of proposed 
processes, creating formal governance policies, ensuring adequate security, 
and keeping records each time data is shared. Companies are responsible for 
ensuring that anyone they hire to process the data also meets the standards.

Meeting the requirements
Even this high level description of GDPR requirements makes clear that most 
companies will need to significantly change their systems to comply. One 
option is to collect less data, which is certainly among the goals of GDPR’s 
creators. But many businesses must collect personal data to operate and most 

“Companies are responsible for ensuring 
that anyone they hire to process the data 
also meets the standards.”
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customers now expect personalized treatments that rely on still more informa-
tion. So nearly every company subject to GDPR will continue to collect personal 
information. Those firms will need to develop processes to manage that data in 
a GDPR-compliant fashion.

This summary of GDPR requirements also emphasizes that compliance would 
be nearly impossible without a central, unified customer database. Building a 
central database is probably the only way companies can assemble the infor-
mation needed to respond to customer requests and maintain control over how 
data is used. This database might be custom-built by the company’s IT depart-
ment or outsourced to a processor that operates under company supervision. 

Both options can be error-prone and expensive. An attractive alternative is to 
use pre-built software suitable for the task: a Customer Data Platform.

“Building a central database is probably the only 
way companies can assemble the information 
needed to respond to customer requests and 
maintain control over how data is used.”
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Customer Data 
Platforms & GDPR
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What is a CDP?
Customer Data Platforms (CDPs) are packaged software 
that create a unified, persistent customer database that is 
accessible by other systems.

Most CDPs are used by marketing departments to give marketers a complete 
view of each customer, which they use to tailor offers and messages for each 
person. But CDPs are also used outside of marketing, often for customer 
support, fraud detection, and analytics. This is possible because the CDP is 
specifically designed to let other systems use its data as directed by the data 
controller: since those systems are not defined in advance, the CDP is built for 

“Having the right CDP will help you get 
more control over your data, comply with 
regulatory mandates, and meet ever-
increasing privacy expectations.”
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flexibility above all else. Specific capabilities that create this flexibility include 
connection to any data source, support for any data structure, retention of 
source data in its original format, bulk extracts, and quick access to data about 
specific individuals. These are all capabilities needed in a system that supports 
GDPR where the marketing department needs to determine exactly how data is 
being processed with significant granularity and through multiple systems. 

Even more fortunately, the CDP’s core function of finding and linking all data 
related to specific individuals is exactly what’s needed to meet GDPR require-
ments for assembling, sharing, correcting, and possibly deleting personal data. 
CDPs include the linking capability because marketers need a customer-centric 
view for their own purposes; that GDPR uses the same linking for a different 
purpose is a valuable coincidence.
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THE PERIODIC TABLE OF APP DATA SDKS

Get an overview of the top growth, 
retention and monetization 
solutions for mobile marketers

View the interactive guide 

CDPs can help brands collect customer data from digital touch points and match it deterministically to 
a persistent customer profile for activation across the marketing stack. A CDP built with security at the 
core, like mParticle, can help brands collect and use customer data while respecting customers’ consent 
choices and supporting GDPR compliance. Learn more about GDPR compliance with mParticle.

https://www.mparticle.com/periodictable?pk_campaign=content&pk_source=guides&pk_medium=cdp_guide&pk_keyword=pg_12&pk_content=ungated
https://www.mparticle.com/periodictable?pk_campaign=content&pk_source=guides&pk_medium=cdp_guide&pk_keyword=pg_12&pk_content=ungated
https://www.mparticle.com/periodictable?pk_campaign=content&pk_source=guides&pk_medium=cdp_guide&pk_keyword=pg_12&pk_content=ungated
https://www.mparticle.com/periodictable?pk_campaign=content&pk_source=guides&pk_medium=cdp_guide&pk_keyword=pg_12&pk_content=ungated
https://www.mparticle.com/periodictable?pk_campaign=content&pk_source=guides&pk_medium=cdp_guide&pk_keyword=pg_12&pk_content=ungated
https://www.mparticle.com/periodictable?pk_campaign=content&pk_source=guides&pk_medium=cdp_guide&pk_keyword=pg_12&pk_content=ungated
https://www.mparticle.com/solutions/gdpr-compliance
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CDP applications  
for GDPR
Here are specific GDPR requirements that CDP helps  
to support:

Identifying data sources
Building a CDP requires finding which company systems gather customer 
data and what data they store. This map of customer data flows is the foun-
dation for GDPR processes that also require a complete inventory of customer 
data caches.

Connecting with data sources 
Unlike a static document that can easily become outdated, the CDP actively 
reads data from source systems and, in some cases, feeds data back to them. 
This forces CDP operators keep abreast of any changes in the source systems 
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and to ensure their connections remain functional. This supports GDPR require-
ments including data correction and deletion, which also rely on functional 
connections to customer data repositories.

Assembling customer data 
CDPs create a central copy of most customer data and have on-demand 
connections to read data that remains outside the CDP. This makes it easy to 
assemble a complete set of personal data for individuals to review, correct, 
and export customer data. As previously noted, the CDP’s ability to link all 
data to the correct individual is an especially valuable contribution to the 
assembly process.

Correcting customer data 
Many CDPs create a “golden record” that finds the most accurate version of 
elements such as a customer name, address, or status. This information can 
be sent back to source systems that may contain errors - ensuring that data 
subject access requests are propagated downstream. This is part of the data 
governance required by GDPR. It also reduces the likelihood that customers will 
be presented with bad data, potentially triggering a review request.

Documenting authority
A CDP can be used as a repository to track the authority by which a particular 
piece of data is collected and how it can permissibly be used. This might 
include the details of personal consent or withdrawal of consent, links to con-
tracts, government regulations, legal opinions, and so on. It can also include 
expiration dates when authority is time-limited. Having this information assem-
bled and easily accessible will be essential for responding promptly and effi-
ciently to questions about data use. Furthermore, a CDP can be used to simplify 
consent adherence to downstream systems. By applying consent status to its 
data coordination functions, the CDP can assure that downstream systems only 
receive data which is GDPR compliant. This reduces operational complexity 
created through individually implemented systems which will require their own 
compliance vetting.
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Managing and tracking use
A CDP can be the central resource for managing how data is shared with 
internal systems, external processors, and third parties. This makes it easier 
to define and enforce rules that ensure data is only used in authorized ways. A 
CDP can also maintain the history of use that GDPR requires and to provide that 
history when needed. This particular application is worth highlighting because 
it can imply storing massive volumes of data, something that can be difficult to 
engineer but CDPs handle easily.

“A CDP like mParticle can be the central 
resource for managing how data is shared 
with internal systems, external processors, 
and third parties”

Based on the mParticle platform to illustrate data being brought together to form unified 
customer profiles. The actual sources and connection types may differ between each CDP.
Learn more about the mParticle platform.

https://www.mparticle.com/platform/overview
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Privacy by design
GDPR requires that systems be designed with privacy in mind. A CDP supports 
this by centralizing access to personal data, allowing different systems to 
share it without accessing each other’s data directly. Centralization means that 
customer data is only exposed in one place, rather than in every system that 
holds it. This means that authorized use and tracking must only be managed in 
the CDP, which can be designed to handle data properly. Other systems don’t 
need similar features, which reduces their complexity and the risk of non-com-
pliance. Of course, they will still need other privacy-supporting features such as 
encryption and access controls.

BLOG

OpenGDPR: A common framework 
enabling companies to work 
together to protect consumers’ 
privacy and data rights

View the announcement

https://www.mparticle.com/blog/opengdpr-openspec
https://www.mparticle.com/blog/opengdpr-openspec
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Additional benefits
Just as there are many types of CDPs, there are also 
many CDPs have additional benefits beyond helping you 
meet GDPR requirements. It’s worth considering these 
when you’re assessing your compliance options. Key 
benefits include:

Unified customer data 
A complete view of each customer has many uses beyond GDPR. Marketers in 
particular are eager to use it to understand each person and to offer them the 
most effective treatments. Customer service and research teams also benefit 
from having more complete, accurate data.
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Easy external access
The CDP is designed to share its data with other systems. This makes it easier 
to coordinate customer treatments across different channels and to consis-
tently personalize messages within each channel. Analytical systems, such 
as predictive models, artificial intelligence, and attribution, also benefit greatly 
from easy connections to ready-to-use data.

Low cost 
A CDP is packaged software. This means it includes pre-built features that an 
IT department would otherwise need to develop. These features include con-
nectors to common source systems, tools, and APIs to simplify connection to 
new systems, processes for common tasks such as data cleaning and identity 
matching, standard reports on system operations, and prebuilt integrations 
with marketing, sales, service, and operational systems. As with other types 
of packaged software, a CDP is almost always a cheaper, faster, and less risky 
way to reach your goals than custom development.

Vendor support
CDP vendors are experts at building unified customer databases. This means 
they can provide technical support and professional services to help during 
your deployment, often anticipating problems that would otherwise go unde-
tected until later stages of a project. It also means they continually update their 
systems to meet evolving industry needs and regulations—including those of 
the GDPR.

Flexibility
CDPs are built to work with all kinds of data and to rapidly adapt to new 
sources. This is especially important in today’s business environment, where 
new systems and data types are constantly added. GDPR makes it a legal 
requirement to quickly integrate these with other company systems. But 
your marketers and other departments would want to do that even if GDPR 
didn’t exist.
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Application independence
By building a customer data repository outside of your other systems, the 
CDP makes it easier to replace systems as needed. There’s no risk of losing 
customer data stored within those systems, no disruption to other systems that 
read their data, and no need to look for replacement systems that built a unified 
customer database of their own. This is especially important for sophisticated 
companies that want to buy the best system possible for each application.

Integrated applications: Many CDPs provide applications of their own for 
tasks such as segmentation, personalization, campaign management, pre-
dictive modeling, or advanced analytics. Buyers who find the CDP’s version 
of those applications meet their needs will benefit from tight integration and 
easier deployment. This is often most appealing to companies that lack ade-
quate existing systems for these functions and want to deploy a complete 
solution quickly.

BLOG

Learn more about each one of 
these levers in mParticle’s five-part 
CDP ROI blog series

Read the blog series

https://www.mparticle.com/blog/customer-data-platform-roi
https://www.mparticle.com/blog/customer-data-platform-roi
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Vetting a CDP
All CDPs offer the same core function: building and sharing 
a unified, persistent customer database. But the details 
vary greatly. Companies that want a CDP to support GDPR 
efforts should look for several specific capabilities: 

Processor or Controller
A critical question is to understand whether a CDP will be considered a data 
processor or a data co-controller by the GDPR standards. If the CDP is consid-
ered a data-processor, GDPR compliance is relatively straight forward as the 
processor falls within the marketers compliance scheme. However, if the CDP 
is considered a data controller, both the marketer and the CDP will need to coor-
dinate their co-controller status, including harmonizing consent and legitimate 
use status, handling APD requests, liability assignment, etc. 

While the status of CDPs may not be clear in the immediate term, a quick test 
is to determine whether the CDP has their own data assets that they’ve created 
by co-mingling customer data. In these cases, there is a high probability that the 
CDP will be considered a co-controller. Another test would be to understand if 
there is explicit segregation of data between CDP customer data - not necessar-
ily physical, but logical. If there is not explicit segregation of data between cus-
tomers, there could be a co-controller situation which will need to be addressed.
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Data structures
Personal data comes in all formats, 
including structured, semi-structured, and 
unstructured. Most CDPs should be able to 
ingest and store all of these.

Consent enabled filtering/ 
coordination
A GDPR compliance effort can be simplified 
by a CDP which can apply consent and sen-
sitivity rules to its data coordination capa-
bilities. For example, a rule can be created 
to only forward video titles to an analytics 
platform when the users have accepted the 
latest privacy policy which covers this use 
case. The CDP would forward when appro-
priate and prevent forwarding (or strip the 
offending data out) when consent has not 
yet been granted. 

Connectors
CDP should be able to load data from 
source systems via an open API and file 
imports. Prebuilt connectors to systems 
you already have in place are extremely 
helpful; beyond the ability to connect, it 
reduces the necessary effort to accommo-
date different data structures and formats.

Collectors
Some CDPs provide data collectors, such 
as website tags or mobile SDK hooks, that 
can gather data and then share it with other 
systems. Removing tags or SDK calls that 
were gathering data separately for each 

system, can improve performance and 
reduce the risks of privacy violations 
through data leakage. 

Feature extraction
Important personal data may be embed-
ded in semi-structured or unstructured 
sources, such as weblogs containing IP 
addresses or device IDs. A CDP should 
have features to extract them and store 
them in a structured database for easy 
access.

Direct source access
CDPs should be able to easily access 
data kept in the source system rather 
than copied into the CDP. 

Identity unification
A CDP must be able to link different 
identifiers that relate to the same person. 
At a minimum, it should maintain links 
provided directly by the customer (e.g., 
phone number, email address, and postal 
address entered into a personal account). 
It should ideally also maintain inferred 
matches, such as linking a device ID to 
an email account used on that device. All 
of these different identifiers should be 
connected to a persistentID that doesn’t 
change over time.

Data security
A CDP should itself employ best practices 
for maintaining data security, including 
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encryption of sensitive data. It should also 
support secure data sharing practices 
like anonymizing data sets for analysis, 
and creating hashed customer identifiers 
to share personal data without exposing 
actual identities.

Access controls
ACDP should be able to attach permissions 
to personal data, maintain rules that define 
how it can be used, ensure access requests 
comply with the rules, and keep track of 
actual usage. 

Partner integrations
A CDP should be able to attach usage 
restrictions to data that’s shared with 
business partners or processors in agreed 
formats. Conversely, if your company will 
accept data from partners, the CDP should 
be able to receive it with restrictions and 
apply them. And of course, as the controller 
of such data, you company should be able 
to have granular control regarding which 
partners have access to data, and even 
specify which data segments those data 
partners may process. 

Personal access
A CDP should be able to provide data 
subject with direct access to their data, 
likely through SQL queries by a system 
built for this purpose. 

Access, Portability and Erasure (APE) 
rights for consumers is a centerpiece 
of the GDPR. How a CDP supports this 
requirement depends on whether it is 
considered a processor or co-controller. 
If the CDP is a processor, it will support 
the marketer’s efforts to respond to APE 
requests. These requests will need to be 
authenticated by the market as the data 
controller. The specific requirements 
for this will largely be determined by the 
marketer and how they want to address 
APE requirements.

If a CDP is a co-controller, it will need 
to support their own APE requests in 
addition to supporting the marketer’s 
own requirements. They will also need 
to coordinate their APE efforts to make 
it clear to consumers which parties are 
involved in the APE.

RESOURCES

If you are considering a CDP, 
be sure to check out this free 
comparison tool

Download the comparison tool 

https://www.mparticle.com/resources/customer-data-platform-vendor-comparison
https://www.mparticle.com/resources/customer-data-platform-vendor-comparison
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Final thoughts
A CDP alone won’t be the panacea for GDPR compliance. 
Companies still need to modify their organization and 
business processes to support GDPR principles.

They must design operational systems to correctly capture consent, 

avoid unauthorized data collection, and make changes or deletions 

when required. Companies will also need to supervise processors and 

business partners to ensure they also provide adequate security and 

comply with usage constraints.

But a CDP can solve several important challenges posed by GDPR, above 

all, by assembling a unified view of each customer’s data. Companies 

that do not already have a GDPR solution in place should look closely at 

whether a CDP can help them support GDPR compliance as enforcement 

becomes more stringent.

mParticle is trusted by the best brands.



21 How a Customer Data Platform can help brands with GDPR mParticle

We love questions 
and feedback
       www.mparticle.com 
       @mParticle 
       mparticle@mparticle.com

NEW YORK, NY

257 Park Avenue South 
Suite 900 
New York, NY 10010

SEATTLE, WA

500 108th Ave NE 
Suite 1100 
Bellevue, WA 98004

SAN FRANCISCO, CA

140 2nd Street 
Suite 600 
San Francisco, CA 94105

DELRAY BEACH, FL

419 E Atlantic Avenue 
Delray Beach, FL 33483

LONDON, UK

77 Farringdon  
Road #210 
London EC1M 3JU 

https://www.mparticle.com
https://twitter.com/mparticle

