
As the frequency and severity of security threats continue to 
grow, all organizations should have a response plan in place 
that would enable quick, coordinated action among personnel 
and departments.

We recently conducted a tabletop exercise with a private  
university, using simulated scenarios to test their incident  
handling and response capabilities. 

University personnel was concerned with bringing different  
departments together to be more aware of security threats  
and protections.

How DirectDefense 
Conducted an Incident 
Response Exercise with 
University Personnel
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DEVELOPING A SECURITY  
RESPONSE PLAN  
AT A PRIVATE UNIVERSITY

Learning about the university’s operational 
organization, especially what makes 
them sensitive to the public, how the 
departments are organized and what 
each department’s priorities are. 

01.

02. Identifying their primary agenda for and 
desired outcome in conducting a tabletop 
exercise; i.e. to ensure a strong security 
posture for new technology, or to provide 
evidence of security weaknesses to validate 
the implementation of services.  

Our Primary Objectives Included:



Preparation

Assessing the Existing Response Process

It was our goal to get under the hood of the incident with the 
group and translate the details around the security incident or 
breach to ensure they truly understand what it means. 

We spent one full week conducting research and interviewing 
key individuals at the university. To ensure the tabletop exercise is 
as effective as possible, we sought answers to specific questions:

• Has your organization been breached in the past?

• What are your organization’s pain points or single  
points of failure?

• What systems are integral to daily function that  
you cannot lose?

It was important to understand out of the gate what the most 
critical systems are – i.e. student databases – so we could target 
those and establish a response plan that would bring them back 
online first. For an effective exercise in incident response, it’s  
critical to be as realistic as possible.

To help address these specific risk factors, we identify any 
officials such as the police force, FBI or the university’s insurance 
company who can get on-scene and respond as they would in a 
real scenario. 

Key Risk Factors and Concerns that Exist for  
any Higher Education Organization Include:

Personally-identifiable information and 
personal health information on every 
student on campus stored in a database

Physical safety risks triggered by a breach 
of the surveillance system or even protests 
on campus 

Compliance with the PCI or HIPAA laws 
that are mandated from each students’ 
country or state of origin
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03.



Execution

Addressing Inter-Departmental  
Priorities and Concerns

We worked with different personnel and departments at 
strategic times to get a clear idea of their unique pain points  
and situations as it pertains to security solutions and handling. 

DAY 02

DAY 01
University Leadership

We conducted a separate session for the university’s C-level  
executives to address their concerns and walk them through  
the incident response from the perspective of someone in  
their position. 

Some of the key topics we discussed included:

• If you got a call from a reporter about the security  
incident, how would you respond?

• How do you use social media and how would it play  
into your incident response activities?

• Are you actively engaged with your insurance provider  
and would be able to quickly leverage them in the event  
of a security incident?

• Do you utilize any outside counsel that could provide  
advisory services in the event of a security incident?

• Is there an agenda to implement specific information  
security technologies or resources?

• Who in the organization is a pain point when it comes  
to upgrading information technology and security and  
will need to see the value of security technology more  
than others in the organization?

We wanted to ensure that university officials would know the 
steps to take in response to a security incident and be on the 
same page about how they were responding. 

We had expert facilitators on the scene to observe and provide 
guidance, but we also let the exercise unfold the way it would  
in real life so we can more clearly see where there are gaps. 

Technical Staff

While the technical staff at any organization may not have all 
the answers in the event of a security incident, they should know 
who to contact on their team to get the necessary information; 
i.e. passwords or access to backup data. We spent time observ-
ing the group and determine who might be a natural leader or 
go-to for information, and take them out of the equation for a 
time to see how the team adjusts without them. 

The simulation we ran uncovered vital findings about security 
gaps or holes in communication, like in the example below:

Real-Time Scenario: We took down the single database housing 
contact information for the entire management team. 

Real-Time Finding: Some individuals on the technical team  
had backup lists on their phones that other personnel were 
unaware of. 

Our approach to all tabletop exercises is highly customized in a 
way other companies simply don’t tend to do. We take the time 
to learn the organization, custom-design the scenarios and walk 
them through ahead of time for feedback before we use them. 
That way, we can pivot or prepare different scenarios. We’re pre-
pared to have adaptability on the fly, which is how real life works; 
we also try to stack multiple scenarios on top of each other to 
test decision-making capabilities under added stress.

We’re prepared to have adaptability on the fly,  
which is how real life works.



Key Findings & Takeaways
For certain organizations, HIPAA and PCI compliance require an 
incident handling and policy, but it is not required to be tested. 

We highly recommend annual testing, which helps organizations 
be better prepared in the event of a security incident, and main-
tain better business continuity during the incident. 

Additionally, applying stress and a need for quick-thinking is 
indicative of real-life scenarios. The more practice in these  
types of responses, the faster they can be handled and the  
faster a business can get back to regular operations. 

DirectDefense information security and managed services  
experts bring years of industry experience to our clients and  
are poised to perform incident response training for companies 
of all sizes and in multiple industries.

Contact Us Today! 
If your organization is looking to conduct a tabletop exercise, let’s talk!  
Visit directdefense.com or call 1 888 720 4633.
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Maintenance

Applying Lessons Learned

Since all departments were able to get involved, the organization 
completed the tabletop exercise feeling more knowledgeable 
and more prepared. We prepared a briefing that included:

• Lessons learned: What were the security gaps  
we uncovered?

• Next steps: What needs to be implemented to  
remediate these vulnerabilities?

• Additional work: What other tests can be run to  
elevate the organization’s security posture?


