
A real estate company contacted DirectDefense at an  
urgent time when they realized they had been attacked with 
ransomware and needed immediate assistance.

Once ransomware malware gets into a company’s network,  
it acts quickly and is highly damaging.

This organization had lost 85% of its data in a matter of hours 
before we came on the scene and began working on recovery. 

How DirectDefense Delivered 
Incident Response Services to 
a Real Estate Company
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PROVIDING AN IMMEDIATE  
RESPONSE TO A  
RANSOMWARE ATTACK

Encrypted critical data 

Encrypted files

Disruption of important services

Loss of data that can only be recovered 
through backups or paying the attackers 
for access 
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The Key Challenges We Face with  
Ransomware Attacks are:

Preparation

Acting Fast to Salvage Business Data

Once we become an official partner for Incident Response 
services, we engage within a matter of minutes to begin 
remediation of the ransomware attack through a virtual phone 
conversation and in person; a liaison from the DirectDefense 
team arrived on-scene in less than 24 hours.  

At the time we began working with this organization, their entire 
network was largely unavailable due to the attack. Our approach 
at this point became very focused on getting them back to 
business, and we have a unique Incident Response program  
that allows us to offer differentiated services to that end:

• Any client who receives Incident Response services is put into a 
retainer agreement, so they are able to benefit from all phases 
of support for a security incident, rather than only certain 
services in a specific timeframe. 

• We provide forensic analysis and incident command, coor-
dinating the organization’s security efforts and providing a 
strategy for security efforts already in place, such as logging 
or advanced endpoint protection. 

• Our level of expertise allows us to also provide liaisons to the 
organization’s executive boards and the press if necessary. 



It is our goal to be honest 
and transparent, as well  
as candid about the reality 
of the situation. 

Execution

Setting Priorities and Taking Action

At this stage of the remediation, the name of the game is 
recovering the business. There are few scenarios that can  
arise following a ransomware attack that we help guide 
organizations through:

• Establishing the existence and quality of backup systems

• Considering the need to broker relationships with the  
attackers to recover data in the event backups don’t  
exist or aren’t usable

• Determining why backups don’t exist, if that is the  
case, and taking steps to address that gap, which  
can be a personnel issue

It is our goal to be honest and transparent about those  
options, as well as candid about the reality of the situation.  
We want to ensure the organization understands what  
they can do.

This organization did have backups, and was able to recover 
95% of its data as a result. They built two new servers very  
quickly and use backups disks to restore their network data.

Our efforts were combined with the organization’s IT support 
staff, who worked through the weekend to build the servers and 
restore the data. At the same time, we were walking their team 
through the implementation of protective technology and  
getting it up and running with all users. 

When we began working with this real estate company to  
remediate the effects of the ransomware attack, we focused  
first on learning the most important functions and assets to get 
the organization back online and resume normal functionality  
as soon as possible. 



Key Achievements  
& Takeaways

Ransomware attacks are less about a business’s reputation and 
more about the loss of business. The encryption of data and files 
can render a business useless, and the more time that goes by in 
this way, the more damage is done to the bottom line. 

This engagement, like many of the Incident Response engage-
ments we conduct, carried several learnings:

• Ensure your company has backups of all data and files  
that can be deployed at a moment’s notice.

• Do the due diligence to budget for proper security from day 
one of business operations, as it makes more sense to spend 
on security rather than risk an attack.

• Educate team members about ransomware, which can  
be deployed by clicking on an infected link; however, it is  
also deployed by phishing or other methods of breaking  
into an organization’s systems. 

DirectDefense information security and managed services 
experts bring years of industry experience to our clients and are 
poised to deploy Incident Response services for companies of all 
sizes and in multiple industries.

Maintenance

Moving from Triage to Supporting  
a Remediation Operation

Eventually, we were able to transition from an immediate  
response to supporting the recovery of their business to  
normal function. 

Our relationship with this company then expanded to include 
managed services. Under this engagement, we’re able to assist 
with implementing the right security technologies to ensure  
ransomware or other attacks aren’t missed or able to infiltrate 
the system in the future. 

Contact Us Today! 
If your organization needs immediate incident response services, or is looking to implement  
tighter security technology, let’s talk. Visit directdefense.com or call 1 888 720 4633.
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