
BE INFORMED. 
BE STRATEGIC. 
BE SECURE.

M A N AG E D  D E T EC T I O N  
A N D  R E S P O N S E 
T H E  B E AT I N G  H E A RT  O F  YO U R  M A N AG E D  S EC U R I T Y 
S E RV I C E S  P R O G R A M
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MANAGED 
DETECTION 
AND RESPONSE 
TAKES 
CARE OF…
EVERYTHING.
Address every aspect of your  
organization’s security

Whether you have a laundry list of security needs or are unsure where to 
begin, you can begin addressing your security protections quickly and 
easily with DirectDefense Managed Detection and Response. Think of us as 
an extension of your team – an extra layer of protection against network 
threats that works continuously to stay one step ahead of attackers. 
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1: DETECTION

We gain wide visibility into your net-
work and systems to enable better 
threat detection. Any concerning 
behavior or anomalous activity is 
identified for further investigation. 

2: INVESTIGATION  
& VALIDATION

We move fast to investigate a threat, 
identifying the risk and validating 
the incident to ensure a proper and 
effective response.

3: REPORTING

We provide transparent communi-
cation in our detection and investi-
gation process, so your team under-
stands the entire response effort.

4: RESPONSE

We employ the most appropriate 
response with best-fit technolo-
gy and/or procedures and threat 
mitigation strategies to help get you 
back to business as usual as quickly 
as possible. 
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Choose Your 
Managed Detection 
and Response 
Services Program

Areas Covered by Our Managed 
Detection and Response Services
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Phishing Analysis

Need a deeper review of a suspect email or attachment? 
We can analyze your suspect email and attachments 
on demand to assist in analysis of the intent of 
maliciousness of the email or target.

Security Information & Event 
Management (SIEM)

Inclusive of threat detection, investigation, and time to 
respond. We take the immense amount of data gathered 
from your entire networked environment and make it 
accessible to you.which it stores for easy searchability. 
Because InsightIDR leverages the cloud, no additional 
hardware is needed.

Breach Detection

Through a simulated cyber and physical security incident 
event, we train staff and leadership on network breach 
detection and test your organization’s response and 
readiness planning. 

Endpoint Protection

Whether you have an on-prem or cloud-based endpoint 
security solution, we provide continuous protection from 
your internal corporate network to outside your firewall. 

Email Security

A secure email solution from DirectDefense will 
ensure the protection of private information in email 
communications and accounts from unauthorized 
access, loss, or compromise. 

Incident Response (IR)

You had a security incident – now what? If your compa-
ny experiences a breach, your incident response plan is 
what’s going to get you through it. 

Vulnerability Management 

Securing your organization against vulnerabilities and 
having a plan in place to remediate any threats, requires 
a multi-pronged approach. 

Security Operations Management

Security management is critical to keep you informed of 
security threats to your organization. And it doesn’t have 
to be complicated. 

Threat Analysis

We provide a detailed threat analysis report and help 
position your organization for a successful future state.

Web Application Firewall (WAF)

As the threat surface continues to widen for companies 
in all industries across the globe, a web application fire-
wall is more important than ever. 
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MDR CORE
Be in Compliance and Stay Protected 

Our MDR Core program offers the MDR security services you need to meet compliance requirements 
and keep your network safe from attacks. In addition to triaging all events and providing full 
transparency, our MDR Core program includes:

SECURITY INFORMATION & EVENT 
MANAGEMENT (SIEM): 

We make security incidents within your network data 
accessible to you through reporting and forensics 
and manage alerts to ensure your organization is 
compliant and safe from cyber threats.identified for 
further investigation. 

QUARTERLY PROGRAM REVIEW MEETINGS:  

Each quarter, we’ll meet with your team to review your 
security program to understand if it is continuing to 
provide what you need to stay protected and  
in compliance. 

SECURITY OPERATIONS MANAGEMENT (SOC): 

We’ll help you set up and maintain a SOC, which provides 
continuous data and security monitoring and we’re 
prepared to enact a response and remediation plan in 
the event of a security incident. 

THREATADVISOR:  

Take advantage of our ThreatAdvisor tool, a centralized 
platform that provides continuous visibility into your 
organization’s security. 

MONTHLY STATUS REPORTS & MEETINGS:  

We’ll meet with your team to review your monthly 
security status report, which provides a comprehensive 
overview of any detected abnormalities, mitigations, and 
additional vulnerabilities to address.

INCIDENT RESPONSE RETAINER HOURS:   

If a security incident occurs, you’re already protected 
with our Incident Response services that are designed to 
address and resolve attacks as quickly and effectively  
as possible. 
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MDR MAX
A Best-Practice Approach to MDR Security 

Our MDR Max program offers complete management of your legacy systems or any new systems we 
recommend. In addition to triaging all security incidents and providing full transparency around our 
activities, your MDR Max program includes:

SECURITY INFORMATION & EVENT 
MANAGEMENT (SIEM): 

We make security incidents within your network data 
accessible to you through reporting and forensics 
and manage alerts to ensure your organization is 
compliant and safe from cyber threats.

BI-WEEKLY STATUS REPORTS & MEETINGS:    

We’ll meet with your team to review your bi-weekly 
security status report, which provides a comprehensive 
overview of any detected abnormalities, mitigations, and 
any additional vulnerabilities that need to be addressed. 

QUARTERLY PROGRAM REVIEW MEETINGS:    

Each quarter, we’ll meet with your team to review your 
security program to understand if it is continuing to 
provide what you need to stay protected and  
in compliance. 

SECURITY OPERATIONS MANAGEMENT (SOC): 

We’ll help you set up and maintain a SOC, which provides 
continuous data and security monitoring and we’re 
prepared to enact a response and remediation plan in 
the event of a security incident.

THREATADVISOR:  

Take advantage of our ThreatAdvisor tool, a centralized 
platform that provides continuous visibility into your 
organization’s security. 

MANAGED ENDPOINT PROTECTION:   

Protect your endpoints both inside and outside of your 
network and be alerted to any abnormalities that can be 
cause for concern. 

VULNERABILITY SCANNING & MANAGEMENT:   

We’ll patch the gaps bad actors are taking advantage 
of, and provide continuous monitoring of your whole 
environment, which detects the bad actors who already 
got in.  

INCIDENT RESPONSE RETAINER HOURS:  

If a security incident occurs, you’re already protected 
with our Incident Response services that are designed to 
address and resolve attacks as quickly and effectively  
as possible. 
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Let Our Expert  
Team Elevate Your 
Security Services 
with Managed  
Detection Response. 

CONTACT US

Corporate Headquarters 

385 Inverness Parkway 

Suite #360 

Englewood, CO 80112

888 720 4633

sales@directdefense.com

www.directdefense.com

© 2022 DirectDefense. All Rights Reserved.

Contact us today to learn more. 
directdefense.com/get-started

DirectDefense experts will work with you to deploy  
each technology instance and maintain consistent  
support to ensure your event sources are configured  
for optimal coverage.

Control Your Playbook

One of the ways we help our customers know 
they’re getting the best MDR security program for 
their business is by allowing you to control your 
security playbook. It’s part of our transparency and 
commitment to employing best-fit solutions – not 
one-size-fits-all.

Control Your SOC

Under the MDR Core and MDR Max program, 
we’ll operate your internal SOC to fit the way your 
company runs – not the way we run. That’s the 
benefit of working with a partner that is well-sized 
to be flexible to your specific needs.

Control Your Security

One of the primary benefits of our MDR solution is 
the inclusion of incident response, which means 
you’re already protected if an incident happens. 
We’re prepared to triage the event and employ the 
best response to get you back to business as usual 
as quickly as possible. 


