
CMMC model
The CMMC contains five cybersecurity maturity certification 
levels that are broken out into Technical Practices and Process 
Maturity requirements that aim to increase overall cyber hygiene 
and security posture for DoD contractors.  By implementing a 
process maturity level, the DoD has created requirements that 
will provide the assurances that its contractors have thoroughly 
implemented controls, policies, ongoing processes and practices 
in an effective manner. Most of the technical practices originate 
from the security requirements that are detailed in the FAR and 
DFARS clauses that are implemented via NIST SP 800-171.  DoD 
contractors that have already implemented all NIST SP 800-171 
controls should have minimal to no issues with successfully  
passing a CMMC audit up to CMMC Level 3, but will need to 
ensure awareness of the additional controls from other practices 
(i.e. ISO, AIA NAS9933, NIST SP 800-53) that have been utilized.
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ARE YOU READY FOR  
THE CYBERSECURITY 
MATURITY MODEL  
CERTIFICATION?

We can help you prepare  
your organization 

What is CMMC?
The Cybersecurity Maturity Model Certification (CMMC) is a  
certification process developed by the DoD to certify that  
contractors have controls in place to protect sensitive data 
including Federal Contract Information (FCI) and Controlled 
Unclassified Information (CUI).  The CMMC certification will  
be a single standard for all DoD contracts that require the  
implementation of cyber security controls and procedures 
across a contractor’s enterprise network, infrastructure and  
assets. Previous regulations for DoD contractors handling CUI 
were specified in DFARS Clause 252.204-7012 and FAR Clause 
52.204-21 and allowed for self-certification of compliance with 
appropriate NIST 800-171 controls.  In comparison to NIST  
800-171, the CMMC encompasses the security requirements 
for CUI specified in both the aforementioned DFARS and FARS 
clauses, however, the CMMC certification model does not allow 
for self-attestation.  In order to be certified, DoD contractors will 
need to be assessed by a certified third-party assessor (C3PAO) 
to ensure that the appropriate levels of security are in place.
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Level 1 Level 2 Level 3 Level 4 Level 5

Focus Basic Safeguarding 
of FCI

Transition step in 
cybersecurity maturity 
progression to  
protect CUI

Protect CUI Protect CUI and reduce risk of advanced  
persistent threats

Process  
Maturity

Performed

Performs Level 1 
practices but does not 
have process maturity.

Documented

Documented policies, 
procedures, processes 
and implemented 
practices

Managed

Establish, maintain 
and resource a plan

Reviewed

Review and measure 
activities for  
effectiveness

Optimizing

Standardize and op-
timize a documented 
approach across all 
applicable organiza-
tional departments

Practice  
Maturity

Basic Cyber Hygiene

17 practices (meeting 
FAR Clause 52.204-21)

Intermediate Cyber 
Hygiene

72 practices

Good Cyber Hygiene

130 practices (includes 
all NIST SP 800-171 plus 
others)

Proactive

156 Practices

Advanced  
/Progressive

171 Practices

The CMMC model consists of 17 domains, the 
majority of which originated from the NIST SP 
800-171 control families.

CMMC levels

• Access Control (AC)

• Asset Management (AM)

• Audit and Accountability (AA)

• Awareness and Training (AT)

• Configuration Management (CM)

• Identification and Authentication 
(IDA)

• Incident Response (IR)

• Maintenance (MA)

• Media Protection (MP)

• Personnel Security (PS)

• Physical Protection (PP)

• Recovery (RE) 

• Risk Management (RM)

• Security Assessment (SAS)

• Situational Awareness (SA)

• System and Communications  
Protection (SCP)

• System and Information Integrity (SII)



What to expect next
The CMMC standard will eventually replace NIST 800-171 on DoD 
RFIs and RFPs beginning in mid-late 2020 and every organization 
that does business with the DoD will be required to undergo 
an audit by an authorized auditing entity before bidding on a 
contract or subcontracting to a prime.  DoD contractors have 
already been subject to requirements for data security and cyber 
incident reporting and will soon be required to verify their level 
of compliance under the CMMC framework in order to continue 
serving the DoD. The intent is to identify the required CMMC level 
in RFI’s and RFP’s and use it as a deciding factor based on the 
contractors certified CMMC level. 

As an example, if your company plans to bid on a future  
contract that contains a requirement of CMMC Level 3, but your 
organization is only certified at a CMMC Level 2, you will not be 
able to bid or work on that contract, until you have successfully 
completed a CMMC Level 3 audit.

How DirectDefense  
can help
Any DoD contractor or subcontractor will need to become 
CMMC certified by an accredited assessor in the near 
future. Under the CMMC, there will be no Plan of Action 
and Milestones (POA&M) so, it is vital that companies 
seeking DoD contracts or currently doing business with 
DoD on projects involving CUI and FCI carefully consider 
the CMMC level that they will be required to achieve and 
be prepared to undergo the CMMC certification process. 

As the requirements for C3PAO have not yet been  
published, no auditors can currently provide a CMMC 
certification. DirectDefense plans to obtain the required 
credentials to be able to perform CMMC Certification  
Audits once made available. However, based on our  
deep experience with the NIST 800-171 DFARS certification 
process, we are currently offering CMMC Readiness  
Assessment services to prepare your organization to  
meet its future certification requirements.

Quick hits
• The DoD will implement the CMMC certification process as 

part of its procurement processes in Mid to Late 2020 

• Select DoD requests for information are expected to have 
CMMC certification requirements this coming summer 2020. 

• Because the CMMC requires attestation by an accredited 
assessor, DoD contractors will need to obtain a certifica-
tion from a C3PAO. The assessor training requirements are 
expected to be announced by the CMMC Accreditation Body 
sometime in Q1’ 2020.

• The CMMC Accreditation body has urged all DoD contractors 
to begin preparing now for CMMC certification requirements.  

• It has been suggested by the CMMC Accreditation body 
that by ensuring continued compliance with the current 
DFARS regulation and NIST 800-171 will be able to  
streamline the migration to compliance with the new 
CMMC standards.



Ensure You’re Prepared for CMMC
Visit directdefense.com/contact or call 1 888 720 4633.
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DirectDefense CMMC services 

CMMC READINESS 

• Provide education on the CMMC and its specific requirements

• Explain the five levels of CMMC certification and the  
requirements of each level

• CMMC Readiness Assessment

• Gap identification and prescriptive remediation plans

• Document implementation statements for fully  
implemented controls

CMMC PREP AND ASSESSMENT SUPPORT

If your organization is already aware of compliance gaps  
with NIST SP 800-171 or has already performed a CMMC  
gap assessment and needs assistance implementing prescribed 
remediations DirectDefense can provide the following services:

• Security documentation development 

• System security plan, policies and procedures

• Plan of action and milestone development

• Managed Security Services

• Internal personnel pre-assessment preparation

• Mock interviews

• Assist with ad-hoc assessment tasks as necessary

Are you affected?

01 02

Does your organization currently  
conduct business with the DoD?

Would your organization like to do  
business with the DoD?

Does your contract include the DFARS 
252.204.7012 and FAR 52.204-21 clauses 
requiring your organization to be in  
compliance with NIST 800-171? 


