
Food production is highly regulated by the Federal Food & Drug 
Administration (FDA) and U.S. Department of Agriculture (USDA) 
to ensure food safety. However, the computer systems that are 
used to accomplish and maintain food safety processes don’t 
fall under the purview of those government organizations. 

DirectDefense was recently called upon by a major food 
producer to review their systems and assess the Supervisory 
Control and Data Acquisition architecture to ensure greater 
cybersecurity protections for the computer systems controlling 
food production, inventory, storage and shipping processes.

Because of our expertise in this space, we were able to easily 
identify the systems this company was using to run its processes 
and immediately understand the necessary steps to improve 
security and controls. 

The overarching issue at hand was that these systems were 
not designed for security at the time they were installed. With 
decades of experience in cybersecurity and grandfathered 
systems, we were able to quickly identify the areas to address 
and implement an effective plan for applying those fixes across 
all of this company’s facilities.

How DirectDefense Assessed 
a Supervisory Control and 
Data Acquisition (SCADA) 
Architecture to Secure Food 
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ENSURING TIGHTER  
SECURITY CONTROLS AT  
A MAJOR FOOD PRODUCER

The control systems in this facility were 
configured by default to allow access.

01.

03. Food distributors were required to log 
into the system to order products, an 
additional touchpoint that allowed for 
potential compromise. 

02. Not all of the correct security controls were  
in place in certain areas of the organization.

We Were Faced with Several Key Issues:



Preparation

Assessing the Current Processes  
and Identifying Security Gaps

Upper management at this food production company had  
previous experience implementing cybersecurity measures  
at another organization and recognized the need. 

Once we were brought on board, we began with a full assess-
ment of the organization’s operations to identify security gaps 
and make recommendations for critical fixes. The very nature of 
the food production process lends itself to security vulnerabilities 
unless properly managed with a secure SCADA architecture.

• A single, automated system controls and stores  
food shipment data.

• Food storage facilities are fully computer-automated.

• Refrigeration and temperature controls are  
computer automated.

• There was remote access capabilities for those  
computer systems.

With so many critical food distribution and storage processes 
handled by computer systems, and providing potential access 
into the company’s corporate systems, our assessment identified 
multiple vulnerabilities that could be costly from a reputational 
and financial standpoint.

The very nature of the food 
production process lends  
itself to security vulnerabilities 
unless properly managed with 
a secure SCADA architecture.



Execution

Revising the Security Architecture  
Across All Areas

Following identification of the primary security vulnerabilities, 
we recommended a secure SCADA architecture that would 
apply across all of the company’s plant facilities. This step 
ensured that even if the same system was being used in 
different locations, the data it contained would be protected.

Compensating controls can be used to protect the system 
during architecture changes.

An important aspect of re-architecting security for a SCADA 
system is segmenting the three key components that exist in 
almost every SCADA system:

By helping this food producer plan the proper segmentation 
of these three components, we were able to give them a 
pathway to control what data is flowing back and forth 
between the segments. Doing so also establishes a baseline 
for normal function – now that this company knows what 
normal system function looks like, they can quickly identify 
any abnormalities in the event of a security event. 

Maintenance

Continuing a Focus on Security Controls

We maintain an ongoing relationship with this company  
not just to offer continued support for needed updates and 
security maintenance, but to continue strengthening the 
organization’s security posture. 

Given that this organization’s systems were not designed  
for security at the time they were installed, this generational 
gap will require several more years in order to implement  
a full security transformation among all facilities.
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Key Achievements  
and Takeaways
• We were able to respond quickly and efficiently to a broad 

need within an industry that has many components feeding 
into a single system.

• Leveraging our expertise with these systems, we were able  
to plan the implementation of the needed SCADA measures 
to tighten security controls throughout the company.

• Because we take a full-view approach to all security  
engagements and apply deep knowledge across industries, 
we consider all critical impacts of a company’s security  
posture; i.e. reputational, safety and financial costs. 

DirectDefense information security and managed services  
experts bring years of industry experience to our clients and  
are poised to fulfill the SCADA/IoT system security needs that  
are critical for companies in multiple industries. 

Contact Us Today! 
If your organization is looking to secure a SCADA system, we’re ready to help. 
Visit directdefense.com or call 1 888 720 4633.
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