
One challenge of a business acquisition is adapting the 
company being acquired to the same standards and processes 
as the purchasing company. The need for adaptation is 
especially critical when it comes to security compliance.

DirectDefense was already working with a major hospitality 
chain on routine security maintenance when they went through 
an acquisition of another hospitality company. We were brought 
on to perform a security audit, which involved assessing their 
Payment Card Industry (PCI) Compliance. 

We have extensive experience helping companies adapt their 
security processes following a merger or acquisition. Whether 
on the buy- or sell-side of the deal, it is critical to address existing 
compliance procedures and how they will fit with new or 
different standards.  

Assessing security procedures and compliance also can uncover 
gaps that must be addressed in order to successfully merge two 
companies, which was the scenario during this engagement.

How DirectDefense Brought 
a Major Hospitality Chain 
into Payment Card Industry 
(PCI) Compliance
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UPDATING SECURITY 
STANDARDS FOLLOWING  
A BUSINESS ACQUISITION

The company being acquired had fallen 
out of PCI compliance due to a lack of 
maintenance. 

01.

02. The purchasing company had not been 
aware that the company it was acquiring 
had fallen out of PCI compliance.

We Were Faced with Several Key Issues:



Preparation

Assessing PCI Compliance  
During an Acquisition

Our first order of duty was to perform a full security audit of both 
entities, and report any vulnerabilities and gaps we uncovered. 

During an acquisition, any processes being used by the acquired 
company remain active and factor into any security assessment 
we perform. Therefore, we were only able to assess the current 
state of compliance for the company being acquired, and let 
them know what they needed to do to become compliant. While 
it wasn’t ideal for the purchasing company, our goal was to set 
them on a clear path to ensure ongoing PCI compliance.

PCI Compliance is required for any companies that accept credit 
or debit cards, or EBTs, and security requirements are based on 
the number of transactions a business performs each year.

For this engagement, the company being acquired fell on the 
higher end of yearly transactions. While its PCI requirements 
remain the same, it was necessary to conduct an audit to ensure 
PCI activities are being applied in compliance with the different 
policies and procedures of the purchasing company.

Our goal was to set them on a 
clear path to ensure ongoing 
PCI compliance.

6 million+ transactions per year: Conduct 
an annual internal audit and quarterly  
PCI scans

01.

02.

03.

04.

1-6 million transactions per year: 
Complete an annual risk assessment 
using the appropriate PCI self-assessment 
questionnaire (SAQ), and conduct  
quarterly PCI scans

20,000-1 million transactions per year: 
Complete an annual risk assessment using 
the appropriate PCI SAQ, and conduct 
quarterly PCI scans

Fewer than 20,000 eCommerce transactions 
per year and fewer than 1 million other 
transactions per year: Complete an annual 
risk assessment using the appropriate PCI 
SAQ, and conduct quarterly PCI scans



Execution

Identifying What’s Required to  
Remedy Non-Compliance

During our security audit, it was all about communication. 
When a company realizes the business they acquired isn’t 
where they believed it to be from a security standpoint, it can 
be a challenging conversation. We worked closely with them 
to get what we needed for a complete audit and help them 
navigate what they needed to do.

Other types of security assessments are also required as part 
of PCI Compliance, and we were able to adapt by sending our 
team to some of the company’s multiple locations and having 
them work locally with consultants to eliminate the need for 
the company’s employees to travel. We had separate groups 
handling penetration testing, risk assessments and the PCI 
Compliance testing in tandem, and reporting back in a timely 
manner to provide results and action items for the company.

Maintenance

Paving the Way for PCI Compliance 

In our experience implementing security compliance proce-
dures during a merger or acquisition, businesses often are 
comfortable in their processes and may fail to make changes 
until it becomes absolutely necessary. Our adaptive nature 
helps these businesses understand what they need to do in  
a way that is attainable. 

Because the purchasing company had been alerted by our 
audit that the company they acquired was out of compliance, 
they had to decide whether to fix the PCI Compliance issue or 
wait until the acquisition was complete. 

We were able to guide them to prioritize the decision based on 
what made the most sense for them. Like other engagements 
of this nature, our primary goals were:

• To provide necessary action items to the company fol-
lowing the initial audit so the acquired company could 
become compliant by the next audit.

• To provide quality work at a high level of integrity that 
respects the company’s time and gives them the tools they 
need to take control of their security where appropriate.

• To provide the right personnel to help guide the process  
in the right direction.

DirectDefense information security and managed services ex-
perts bring years of industry experience to our clients and are 
poised to fulfill PCI Compliance requirements that are critical 
for companies of all sizes and in multiple industries.

Contact Us Today! 
If your organization is looking to become PCI compliant, we’re ready to help.  
Visit directdefense.com or call 1 888 720 4633.
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