
For many cloud service providers (CSPs) whose products are 
used by the U.S. government, securing the required Federal Risk 
Authorization Management Program (FedRAMP) certification 
can be a tricky process. It often brings to light organizational 
gaps that must be resolved to ensure compliance with the  
program, enable long-term success following certification,  
and to streamline future FedRAMP certifications for other  
cloud products.

Over a more than nine-month period, DirectDefense engaged 
with a CSP that needed FedRAMP certification for its malware 
protection software solution. At the time we began working 
with them, federal agencies were engaging in successful proof-
of-concepts and were eager to deploy the endpoint product 
within their production environments. Therefore, the need for a 
FedRAMP certification began to take precedence.

By applying our federal expertise and ability to 
effectively “speak the language” of the multitude of 
government policies associated with FedRAMP, we were 
able to work with the company from readiness through 
certification and beyond.

How We Overcame 
Organizational Challenges 
to Help a CSP Become 
FedRAMP Certified
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SPEAKING THE FEDERAL 
LANGUAGE FOR SUCCESSFUL 
FEDRAMP CERTIFICATION

A lack of institutional knowledge of  
federal policy and requirements

01.

03. A lack of a dedicated compliance  
department to manage this and future  
FedRAMP certifications

02. A lack of capability to respond quickly  
to issues during the certification process

04. A need for training, education and  
continued monitoring

Key Challenges



Preparation

Applying Our Knowledge  
to Streamline the FedRAMP  
Certification Process

Because specific federal agencies were pursuing this 
organization’s security product, we recommended they seek 
agency authorization for FedRAMP certification rather than 
go through the Joint Advisory Board, which is comprised of 
multiple federal agencies and can take a longer time to achieve 
certification. We weigh these recommendations based on the 
security system’s impact level, deployment model, technology 
stack and market demand, so it may be different from 
engagement to engagement.

Once we had established a plan for authorization, we began 
taking steps to make that authorization a reality.

Step 01: 
Developing the System  
Security Plan (SSP)

All companies applying for FedRAMP certification must build out 
an SSP to blueprint their entire system and show how it meets 
FedRAMP security controls. This organization had not known 
an SSP was a necessary step, but we were able to conduct a 
readiness evaluation right away, which included:

• Understanding the organization’s security environment

• Speaking with the organization’s engineers, technical  
personnel and security directors to fully understand their 
security processes

• Identifying the owners of the security controls to ensure  
all implemented processes would be maintained

• Designing network diagrams to make the extensive  
FedRAMP documentation easier to complete

Step 02: 
Providing Audit Support

Following development of the SSP, we conducted the required 
audit, or full security assessment, which tests the system 
against all 325 FedRAMP Moderate security controls. Our vast 
institutional knowledge was crucial at this stage, as we helped 
minimize the time and effort required from the organization’s 
internal resources, and were able to act as translators between 
their auditors and engineers. 

Application

Responding Effectively to Potential Hurdles  
in the FedRAMP Certification Process

All DirectDefense personnel who assist in these engagements  
are dynamic and adaptable to various situations that can put 
an organization’s approval at risk, and our goal is to overcome 
these challenges with effective solutions or workarounds. 

In this case, the company went into its security audit without  
ever having conducted a vulnerability scan, which required us  
to navigate through that process quickly to remain on track. 

And because there had been no development of the SSP before 
we came on board, we were preparing the agency authorization 
in the middle of the audit, which required us to be flexible and 
nimble in our planning process. 

Being involved early allowed us to apply our institutional knowl-
edge of the government side of the equation, which empowered 
this organization to be fully prepared regardless of the certifica-
tion challenges.



Execution

Helping Grow the Organization’s Internal 
Knowledge and Compliance Management

When we began working with this organization on their 
FedRAMP certification, one of the biggest challenges was the 
lack of a compliance department; therefore, they did not have 
broad knowledge about the government’s expectations  
around FedRAMP.

As part of our involvement, we supported the company in 
establishing a compliance department, which began with two 
positions based on the need at the time. We worked with those 
individuals to provide education and guidance, and have  
remained on board to help the organization continue its  
familiarization with the FedRAMP certification process.

Maintenance

Continuous Monitoring and Education  
for Future Success

A large part of the FedRAMP certification is continuous moni-
toring, which is a monthly assessment of security controls that 
requires reporting to the government agencies utilizing the 
product or service. Following FedRAMP certification, we have 
remained a partner with this organization in several key ways:

• Monitoring their security and system controls

• Providing information and insight about any changes that 
could impact their certification

• Delivering ongoing support to help them maintain their  
compliance status

We also have provided this organization with education and 
training to pass along our extensive knowledge of federal  
processes and regulations. We develop custom education  
and training sessions and materials, and while we are always  
on-hand to assist with future actions, our approach is designed 
specifically to enable the organization to function on its own.



Key Achievements  
and Takeaways
• Our expert team was able to build out the SSP and agency 

authorization amid some organizational and compliance 
challenges, eventually leading to FedRAMP certification.

• Achievement of this initial FedRAMP certification put in place 
certain processes and procedures within the organization, 
such as the creation of a compliance department, that can 
be leveraged for future certifications.

• We were able to implement technologies for the review, edit 
and updating processes that were specific to the organiza-
tion’s industry and function, and that would interact best with 
our systems and data, which is not always standard from a 
commercial standpoint.

• We worked with the organization’s sales and marketing 
teams to educate on leveraging the FedRAMP certification, 
including how to use the logos, when to contact the gov-
ernment for specific activities, and proper marketing of the 
certification.

DirectDefense information security experts bring years of 
experience from inside government agencies, which allows us 
to translate regulations, policies and documentation that can 
easily overwhelm an organization.

Contact Us Today! 
If your organization requires FedRAMP certification for its cloud product, we’re ready to help. 
Visit directdefense.com or call 1 888 720 4633.
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