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SMART CITIES MUST 
ALSO BE SAFE CITIES

Understanding the Role and Importance 
of Security in Smart City Technology

BE INFORMED. 
BE STRATEGIC. 
BE SECURE.
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I 
magine the city of the future — a future where people, 
comm-unities and infrastructure are more closely connected 
than ever. Our day-to-day life would include technology  
such as:

• Traffic lights that receive data from vehicles and city-wide sen-
sors that can manage the flow of traffic, reducing congestion 
and traffic jams.

• Garbage cans that issue alerts when they’re nearly full, so 
waste management companies can schedule pickups on an 
as-needed basis.

• Monitoring of buildings’ heating and cooling systems to maxi-
mize energy efficiency and reduce costs and waste.

• Smartphones that allow people to access the latest real-time 
information about their cities, from bus schedules and air 
quality to crime reports and available parking spaces.

Those capabilities aren’t hard to imagine because they’re not 
that far of a stretch from the smart technologies available 
today. Cities have a lot to gain from these advancements.

It’s estimated that as many as 5 billion people will live in cities 
and towns by 2030, making it more critical than ever to improve 
the efficiency and sustainability of urban life. In response to this 
growth, cities around the world are embracing the Internet of 
Things (IoT), the networks of physical devices that extract infor-
mation about their environment and exchange data with  
other devices.

Back in 2013, IBM predicted that “cities that help you live in 
them” would be one of the five biggest tech developments of 
the next five years—and they seem to have been right on the 
money. According to IT research and advisory firm Gartner, 
“smart cities” were using 2.3 billion connected devices in 2017, 
a massive 42 percent jump from the year before. 

The city of Barcelona, for example, has implemented “smart wa-
ter meters” to track use of resources more efficiently, saving $58 
million every year in the process. With 70 percent of the world’s 
energy usage taking place in cities, consuming energy more effi-
ciently can have major benefits in terms of both cost savings and 
the environment. South Korea is taking the idea one step further, 
building the smart city of Songdo entirely from the ground up.

Now consider another vision of the future: the one proposed by 
Watch Dogs, the 2014 best-selling video game set in futuristic Chi-
cago. The game’s protagonist can hack into a variety of “smart 
city” devices, from ATMs to surveillance cameras, which are all 
managed by a single centralized operating system. Once under 
his control, the protagonist can use these devices to spy on 
citizens and pursue his quest for revenge.

As smart city technology becomes more prevalent, the securi-
ty risks introduced in Watch Dogs are no longer confined to a 
fictional setting. The Harvard Business Review says smart cities 
have the potential to be a “security nightmare.” Although attacks 
on U.S. city infrastructure have been relatively rare thus far, secu-
rity experts worry that the vast number of interconnected devices 
will massively increase the attack surface of  
“smart cities.”

In April 2017, for example, hackers breached the Dallas emer-
gency system and set off more than 100 severe weather sirens 
in the late hours of the night, waking up the city’s residents and 
bombarding 911 lines with thousands of calls. Meanwhile, com-
puter science researchers at the University of Michigan were able 
to remotely control dozens of wirelessly-networked traffic lights 
simply by exploiting weaknesses such as unencrypted wireless 
connections and the use of default passwords.

Unfortunately, the hype that has surrounded the idea of “smart 
cities” has failed to bring attention to the related questions of se-
curity, from concerns about citizens’ privacy to attacks on critical 
infrastructure. According to a CompTIA survey, only one-third of 
governments say they’re “well-equipped” to handle IoT  
security issues.

While the promise of cutting-edge initiatives such as smart cities 
is exciting, it’s no longer sufficient for cities and governments to 
adopt these major tech projects without building in security from 
the very beginning–in fact, it’s downright irresponsible and dan-
gerous. Government officials, IT professionals and citizens must 
all work together to ensure that the smart cities of the future are 
also safe cities.

http://www.pnas.org/content/early/2012/09/11/1211658109
https://venturebeat.com/2013/12/16/ibm-reveals-its-top-five-predictions-for-the-next-five-years/
https://venturebeat.com/2013/12/16/ibm-reveals-its-top-five-predictions-for-the-next-five-years/
https://www.comptia.org/resources/building-smarter-cities
https://www.techrepublic.com/article/smart-cities/
https://www.techrepublic.com/article/smart-cities/
https://www.wsj.com/articles/the-big-benefits-of-smart-cities-1508810761
https://www.wsj.com/articles/the-big-benefits-of-smart-cities-1508810761
https://www.worldcrunch.com/smarter-cities-1/welcome-to-songdo-south-korea-the-smartest-of-smart-cities
http://www.gizmodo.co.uk/2014/05/could-watch-dogs-smart-city-ever-become-a-reality/
https://hbr.org/2017/04/smart-cities-are-going-to-be-a-security-nightmare
https://www.nytimes.com/2017/04/08/us/dallas-emergency-sirens-hacking.html
https://www.nytimes.com/2017/04/08/us/dallas-emergency-sirens-hacking.html
https://www.technologyreview.com/s/530216/researchers-hack-into-michigans-traffic-lights/
https://www.comptia.org/resources/building-smarter-cities
https://www.comptia.org/resources/building-smarter-cities
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The Past and Present 
of Smart Cities
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The history of smart cities in the United States begins with the 
American Recovery and Reinvestment Act (ARRA), signed into 
law by U.S. President Barack Obama in February 2009. The 
law earmarked $4.5 billion for the Smart Grid Investment Grant 
program, which sought to modernize the country’s electric 
power grid, collect more data on usage patterns and  
strengthen cybersecurity.

Because of this major investment, utility companies were some 
of the first to adopt smart technology for cities using smart 
metering infrastructure. For example, the city of Chattanooga, 
TN established a fiber-optic network that was funded in 
part by $112 million in ARRA stimulus dollars. Thanks to this 
modernization, the city’s utility company lowered the number 
of outage hours by 40 percent.

With knowledge about the benefits of smart cities continuing 
to spread, it’s no surprise that more and more areas are eager 
to serve as tech incubators. A full two-thirds of U.S. cities now 
report they’re actively investing in smart city technologies, and 
another quarter say they’re exploring implementation. These 
cities are no doubt hoping these projects will attract the 60 
percent of Americans who say they want to live in a smart city.

In 2015, the Department of Transportation created the Smart 
Cities Challenge. 78 cities responded, hoping to win a large pool 
of grant money, and seven finalists were chosen. These seven 
finalists made detailed presentations to the DOT regarding their 
plans for implementation of smart infrastructure for a variety 
of use cases, and the city of Columbus, OH was chosen as the 
winner. Notably, the word “security” does not exist in the DOT’s 
21-page lessons-learned publication.

Of course, with no concrete definition of what constitutes a 
“smart city,” it’s hard to say to what extent U.S. cities are truly 
embracing cutting-edge technologies. A city that calls itself 
“smart” might be using everything from IoT utility meters and 
intelligent traffic lights to aerial drones for photography and 
public safety.

This piecemeal approach to building the smart city has created 
underlying security issues as cities rush to adopt the latest, 
greatest technology without necessarily thinking about how 
malicious actors will be able to exploit it.

https://www.energy.gov/oe/information-center/recovery-act-smart-grid-investment-grant-sgig-program
https://www.greenbiz.com/article/10-smart-grid-cities-leading-way
https://www.techrepublic.com/article/66-of-us-cities-are-investing-in-smart-city-technology/
https://www.techrepublic.com/article/60-of-americans-want-to-live-in-a-smart-city/
https://www.techrepublic.com/article/60-of-americans-want-to-live-in-a-smart-city/
https://www.transportation.gov/smartcity
https://www.transportation.gov/smartcity
https://www.transportation.gov/smartcity/winner
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Smart City Security and 
Third-Party Vendors
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The growth in smart infrastructure and connectivity has led to 
greater security concerns. As urban areas try to monetize their 
smart infrastructure, one of the biggest problems with security 
for smart cities will be vendor risk. Of course, opening your 
network to third parties inherently increases the level of risk that 
it will be attacked or breached—but far too many cities and 
vendors are failing to take the necessary security precautions.

You can imagine the problem like this: suppose a city wants 
to connect its streetlights to the IoT to detect outages and 
use energy more efficiently. The physical lights and poles will 
remain owned by the city and running on the city’s network 
infrastructure. As a result, any third-party lighting companies 
hired to convert streetlights into smart lights will need to use  
the city’s network.

Once given access to the system, these third-party vendors 
might be allowed to operate with few, if any, restrictions while  
on the network. This largely unrestricted access is partly because 
it’s infrequent that contracts between city governments and 
vendors actually stipulate restrictions, and partly because 
governments may be overly trusting of the vendor’s  
security practices.

As a result, vendors who choose to cut corners may inadvertently 
create security flaws and backdoors. According to security 
researcher Cesar Cerrudo, many third-party firms are selling 
smart city devices that lack basic security features such as 
encryption, leaving wireless data exposed and susceptible  
to interception.

Some of the most devastating data breaches in history, in fact, 
have occurred as a result of lax security standards for third-
party vendors. The 2013 Target breach, for example, which 
exposed 40 million customers’ payment card information, 
occurred after the attackers stole network credentials from a 
third-party HVAC company. Meanwhile, the Home Depot breach 
the next year also saw hackers using the login from a third-
party vendor to enter the network’s perimeter; the attackers 
made off with more than 50 million payment card details 
and email addresses. The reputational risk of these breaches 
remains with the network owner; even in a room full of security 
practitioners, seldom will anyone remember the names of the 
vendors that caused the Target and Home Depot breaches.

However, everyone remembers the names of the companies 
that were the targets of the attack. These data breaches 
should be a cautionary tale for smart cities that seek to protect 

their residents’ privacy and uphold their reputations. There’s 
a lot at stake when it comes to cybersecurity, which should 
be a major source of motivation for smart cities and any 
organization seeking to adopt IoT technology.

Unfortunately, the IoT and smart city technology can’t always 
be secured using the same strategies and frameworks that 
protect more traditional networks. For example, “smart” 
streetlights are run by a device on a light pole, but that device 
isn’t capable of running traditional antivirus software.

Antivirus programs typically detect malware one of two ways: 
observing how files try to interact with the rest of your computer, 
and observing the data that your computer is exchanging while 
connected to the network. Unfortunately, this kind of technology 
isn’t always well-suited for smart city technologies such as 
streetlight devices.

This limitation is partly because the barrier to entry for “smart” 
components is so low, creating a kind of digital gold rush 
as vendors look to take advantage of the smart city trend. 
Designing a widget to turn a light on or off, or to control a 
parking meter, is a relatively simple task.

While these vendors can design these smart city devices, they 
don’t necessarily know how to connect them to a backend so 
they can communicate with other programs or understand 
the security impact of shared passwords. In order to gain this 
functionality, vendors need to partner with another third-
party company, which exposes the end product to even more 
potential security holes. The biggest challenge for cities, now 
and into the future, will be keeping themselves safe while also 
making themselves smarter.

https://www.theguardian.com/technology/2015/may/13/smart-cities-internet-things-security-cesar-cerrudo-ioactive-labs
https://www.theguardian.com/technology/2015/may/13/smart-cities-internet-things-security-cesar-cerrudo-ioactive-labs
https://krebsonsecurity.com/2014/02/target-hackers-broke-in-via-hvac-company/
https://www.infosecurity-magazine.com/news/home-depot-breach-third-party/
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The Top 5 Security Concerns 
for Smart Cities
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Keeping systems unpatched, thereby keeping open security 
holes and vulnerabilities, is one of the largest direct causes of 
attacks and breaches. The devastating Equifax data breach of 
2017, which exposed the sensitive personal information of 143 mil-
lion Americans, occurred when hackers exploited a vulnerability 
in the Apache Struts framework that had a patch available two 
months before the breach.

Currently, city governments and third-party vendors are at a bit 
of a stalemate when it comes to security patches; both sides 
argue that it’s the other side’s responsibility. Due to both parties 
shirking responsibility, citizens and their data remain vulnerable 
and no one benefits (except the attackers, of course). Govern-
ments and vendors need to bridge the gap and work together to 
protect their convoluted smart city infrastructure.

FAILURE TO INSTALL PATCHES 
AND UPGRADES

LACK OF REGULATION 
AND COMPLIANCE1. 2.

Industries like healthcare and finance are already subject to 
strict regulations, such as HIPAA and Sarbanes-Oxley, which aim 
to prevent misconduct and misuse of data. However, like any 
new technology, laws and regulations about security and data 
privacy have yet to catch up with smart cities.

With very few exceptions (such as PCI DSS to protect credit card 
data in “smart” parking meters), compliance has not extend-
ed to the realm of smart city technologies. There are very few 
potential legal consequences as a motivating factor, and with 
no regulating body to oversee their actions, neither governments 
nor vendors feel the urge to spend much time addressing citi-
zens’ potential security and privacy concerns.

ARRA smart grid grants came with the requirement to create 
and submit to the Department of Energy a cybersecurity plan 
for the network. These plans had to be formally approved and 
require an annual cybersecurity audit for somewhere between 
two and five years depending on the grant allocation size. This 
requirement drove a level of cyber-awareness not seen in many 
smart cities implementations since.

Back in the early days of cloud computing, when it was still a buzzword rather than a ubiquitous business trend, every company seemed 
to be rolling out its own cloud-based solution. With no standardization or best practices in place, these individual clouds were highly 
susceptible to cyber-attacks.

The same pattern seems to be happening again with smart cities, as each city pursues its own route toward making its infrastructure 
more intelligent. Vendor risk is only one of the many cybersecurity issues that will continue to plague smart cities now and in the years to 
come. Below, we’ll discuss the five most important security considerations that smart cities are expected to face.

https://arstechnica.com/information-technology/2017/09/massive-equifax-breach-caused-by-failure-to-patch-two-month-old-bug/
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With few exceptions, cities’ IT departments are likely more 
qualified to build government websites than to defend them 
against cyber-attacks. This lack of in-depth knowledge 
about IT security becomes exponentially more problematic 
when expanded to the level of smart cities.

As grid systems and transportation networks become in-
creasingly digitized, many key decision-makers in the mayor’s 
office remain unaware of the risks of smart city technology. 
According to Mike Bell, CEO of the smart grid company Silver 
Spring Networks, “a lot of cities are buying what’s cheapest, 
not what’s most secure” when it comes to “smart” tech. 
“People who are making buying decisions don’t understand 
the technology.”

The repercussions of this absence of expertise are felt from 
the moment of purchase. City governments that know less 
about IT security are less likely to keep IoT devices updated, 
less likely to test them for security issues, and less likely to 
detect when an attack has occurred.

Big data is one of the engines of the modern world, and much of 
the technology industry depends on finding ways to use it more 
efficiently and effectively than competitors: collecting it, analyz-
ing it and applying its insights to real-world problems.

Smart cities, too, depend on obtaining and processing mass 
quantities of data about their residents and operations. Yet 
when it falls into the wrong hands, this information can put 
citizens at risk of data breaches, privacy violations and identity 
theft—all through no fault of their own.

The IoT “search engine” Shodan, first released in 2013, offers a 
frightening glimpse into the consequences if smart cities fail to 
protect their citizens’ sensitive information. Shodan enables us-
ers to find unsecured IoT devices and cameras to spy on remote 
locations ranging from office buildings to children’s nurseries. 
Using Shodan and other methods, security researcher James 
Lyne discovered a number of unsecured and hackable CCTV 
surveillance cameras, including in retail outlets that displayed 
customers entering their credit card numbers.

LACK OF SECURITY 
KNOWLEDGE

LACK OF 
PRIVACY

LACK OF DEDICATED 
RESPONSE TEAMS3.

5.

4.
Cities in areas prone to natural disasters, from tornadoes to 
earthquakes, should all have well-established protocols and 
emergency plans. Just as response teams are ready to rescue 
people and clean up after a natural disaster, cyber-attacks 
in smart cities also require a dedicated computer emergency 
response team (CERT) that can help contain, mitigate and 
stop the attack.

Although progress on preparedness for cyber disasters still 
lags behind their natural equivalents, there are some pilot 
programs that show promising results. For example,  
CyberCity is a “virtual urban environment” that simulates 
cyber-attacks on municipal infrastructure, from banks and 
hospitals to power plants and water towers. The city  
contains more than 15,000 virtual residents, each of whom 
has their own job and online accounts.

http://fortune.com/2017/07/20/smart-cities-will-have-to-get-smarter/
https://www.zdnet.com/article/shodan-the-iot-search-engine-which-shows-us-sleeping-kids-and-how-we-throw-away-our-privacy/
https://www.theguardian.com/cities/2014/may/21/smart-cities-future-stupid-hack-terrorism-watchdogs
https://www.theguardian.com/cities/2014/may/21/smart-cities-future-stupid-hack-terrorism-watchdogs
https://www.theguardian.com/cities/2014/may/21/smart-cities-future-stupid-hack-terrorism-watchdogs
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Guidelines for Keeping  
Smart Cities Secure
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It’s unrealistic to expect city government officials to become 
cybersecurity experts overnight. According to a 2016 survey, 38 
percent of local governments are using technology that’s at least 
one generation out of date.

As a result, much of the onus for strong cybersecurity policy 
will fall on the third-party vendors who provide cities with 
smart technology. With more cities adopting more and more 
technological solutions, demand for vendors will only increase 
in the future. Cities need to select their technology partners not 
solely based on cost, but also on IT security knowledge and 
experience. After all, a cheaper vendor may be less expensive in 
the short term, but may cost a city millions of dollars in the long 
run due to lax security standards that enable a cyberattack.

In the absence of vendors with strong security expertise, smart 
cities may also choose to partner with third-party security 
consultants who can help advise them on how to best protect 
their infrastructure.

DirectDefense has taken a leadership role in this space, 
Christopher Walcutt, Director of Security Solutions, was recently 
named the co-chair of the NERC CIP supply-chain working group. 
The energy sector has long been the front-runner in providing 
guidance related to cybersecurity controls for  
smart infrastructure.

ESTABLISH CLEAR  
VENDOR POLICIES

IMPLEMENT FAIL-SAFES  
AND OVERRIDES

ADVOCATE FOR  
MORE REGULATION

1. 2.

3.

Despite the increasing movement toward digitization, cities 
should never be entirely reliant on smart technologies or digital 
infrastructure. If a smart traffic light system is suddenly shut off 
from all vehicle sensors within the city, for example, they should 
go back to functioning “dumbly” without access to this data, 
instead of completely malfunctioning. There should always be 
backups of systems and data to continue smooth, normal oper-
ations in the event of failure or attack.

In addition, smart cities should always have fail-safes and 
manual overrides in place that can forcibly terminate any af-
fected system or network. Not only will these defenses help stop 
cyberattacks in their tracks, they’re also critically important in 
the event of a system malfunction or crash. Several organiza-
tions are investigating an IoT “kill switch,” which should be used 
only in last-chance, drastic situations for devices that are part of 
critical infrastructure.

Although it’s a bit unusual to have cities arguing for self-imposed 
regulations, the potential risks of smart cities are too great 
to allow for negligence and poor security. Initiatives such as 
Securing Smart Cities are a promising first step, but they’re also 
entirely voluntary and have no force in terms of imposing legal or 
financial penalties.

Much like PCI DSS standards for payment card information 
and HIPAA for medical data, IoT device manufacturers should 
be monitored by a regulatory body, ensuring that they take 
the necessary steps to secure their products. In addition, 
government activities should be overseen to ensure individuals’ 
private and sensitive data is anonymized and not used for the 
wrong purposes.

In spite of (and because of) the tremendous risks that smart cities face, cities must establish clear, comprehensive, and intelligent stan-
dards for IT security and data privacy. Would-be smart cities can learn much from the private sector, where businesses have been under 
constant threat of cyber intrusions for decades.

https://www.nytimes.com/2018/03/29/us/atlanta-cyberattack-ransom.html
https://www.nytimes.com/2018/03/29/us/atlanta-cyberattack-ransom.html
https://securingsmartcities.org/
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The promise of smart cities, in the form of higher quality of life 
and cost savings, is undeniably alluring. Yet far too often, cities 
and vendors have rushed in without a clear picture of what 
they’re really getting into. Would-be smart cities must take a 
holistic approach when it comes to security concerns, especially 
by partnering with a vendor who understands the technology 
better than they do.

If cities fail to take these steps, the potential consequences are 
dire. In a worst-case scenario, hacking into one IoT device or 
component gives the attackers access to the entire network from 
a single endpoint. Vulnerabilities can stem from many causes, 
including weak security and encryption, the use of legacy software 
and simple human error.

These factors, in turn, lead to another grave concern: the smart 
cities of the future may be linked to your home network via wireless 
access. Theoretically, this connectivity has several benefits, from 
placing orders via your smartphone to automatically controlling 
your home’s heating and lighting. Yet by linking the two networks, 
you may be drawing cyberattackers right into your home where 
they can perform all kinds of nasty tricks—from placing your air 
conditioning on full blast to deactivating your alarm system.

At DirectDefense, our primary goals are to educate new custom-
ers and to cut through the hype and technology evangelism that 
existing customers are facing. With more than 50 years of com-
bined IT security experience among our leadership team, Direct-
Defense has the in-house expertise to help any organization. We 
are prepared to advise everyone from city officials and product 
designers to technology integrators and network owners.

The fact that there’s yet very little regulatory compliance sur-
rounding smart city technology is not an excuse for cities to 
do nothing and await further instructions. Security done in the 
name of compliance is not real security. City officials, IT experts 
and third-party vendors must all collaborate and establish firm, 
achievable security standards to protect the cities of the future 
from devastating cyberattacks—and DirectDefense is ready to 
assist them.

The choice to implement smart infrastructure results in the 
network or system owner creating an ecosystem. The health of 
the system is directly related to the types of digital organisms 
that are permitted into the environment. One might be a virus, 
another a probiotic, and quite often the system owner has no 

insight into the health and wellness of that ecosystem. The depth 
and breadth of the DirectDefense IoT security practice provides 
insight into the welfare of the environment.

Business research and analysis firm Frost & Sullivan projects that 
smart cities represent a $1.5 trillion market potential in domains 
from energy and transportation to construction and healthcare, 
with $5 trillion in potential cost savings by 2022. What’s more, 
by 2025 there will be 26 cities that have truly earned the title of 
“smart city” by using technology to improve multiple aspects of 
urban life.

With trends clearly pointing toward “smarter” cities, we must 
ask how we can best secure smart tech infrastructure from data 
breaches and cyberattacks. Hundreds of years ago, cities relied 
on a variety of fortifications, from moats to city walls, to protect 
themselves from the threat of outside attack. Just as these cities 
erected physical barriers in the name of defense, the cities of 
the future must construct digital barriers to shut out would-be 
cyberattackers.

Smart cities offer plenty of opportunities to improve residents’ 
lives, but they must be balanced against the potential threats 
to security and privacy. DirectDefense believes cities must be 
proactive, creative, and vigilant against new and evolving 
threats by partnering with experienced, knowledgeable  
security consultants and solutions providers.
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https://www.forbes.com/sites/sarwantsingh/2014/06/19/smart-cities-a-1-5-trillion-market-opportunity/#4893379f6053
https://www.wirelessweek.com/data-focus/2017/12/research-global-cost-savings-smart-city-tech-could-hit-5t-annually-2022
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Designing Information  
Security Strategies for  
Today’s World

CONTACT US

Since coming together in 2011 to form DirectDefense, our team has been  
committed to offering managed security strategies that provide real and 
actionable results. Whether we are performing assessments of networks, 
platforms and applications or applying managed services to improve your 
organization’s security posture, we are focused on providing world-class 
services that don’t just work–they work for you.

Corporate Headquarters

385 Inverness Parkway 
Suite #360 
Englewood, CO 80112

888 720 4633

sales@directdefense.com

www.directdefense.com
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