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EVERYONE’S TALKING DIGITAL TRANSFORMATION – 
BUT WHAT ABOUT SECURITY?

What your organization should know about  
the security risks of digital transformations,  
and how to overcome them.

BE INFORMED. 
BE STRATEGIC. 
BE SECURE.
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The growth in the internet of things has naturally led to questions 
about whether the IoT is creating a massive new attack vector for 
cybercriminals to exploit and penetrate. IT research firm Gartner 
predicts that by 2020, there will be 20 billion “things” connected to 
the IoT, each of them a potential target and entry point.

Introducing new technologies into your organization can bring 
a lot of changes—not all of them necessarily positive. Whether 
you’re just starting out or your digital transformation is well under-
way, you should be planning for how you’ll handle the question of 
cybersecurity. In this white paper, we’ll discuss the fundamental 
changes to your organization’s IT security strategies that you 
should consider when undergoing a digital transformation.

A 
ccording to Harvard Business Review, it’s going  
to “change everything about cybersecurity.” And  
technology reporter Nick Ismail wonders if it’s  
“the security crisis of 2018.” What is it? Not the latest 

malware application or software vulnerability–something far 
more benign: the network of connected smart devices known  
as the internet of things (IoT).

IoT is becoming less of a buzzword and more of a vital part of dai-
ly operations for organizations of every size and industry. Accord-
ing to market research firm MarketsandMarkets, the global IoT 
market will nearly triple between 2016 and 2020, from $157 billion 
to $457 billion.

One reason why IoT is so hot right now is because it’s a key part of 
a broader business trend of “digital transformation”: using digital 
technologies to revolutionize the way you conduct business, serve 
customers better and gain the upper hand on your competitors.

With businesses going the way of big data, companies that have 
access to more information in the form of IoT devices and sensors 
are the ones that will be best-positioned for the data-driven world 
of tomorrow. Consulting firm McKinsey & Company finds that 
organizations using customer data analytics are 23 times more 
likely to outperform their rivals, and 19 times more likely to achieve 
above-average profitability.

At the same time, however, both the number and the severity of 
cyberattacks are much higher than in years past. The 2017 Pon-
emon Cost of Data Breach Study estimates that the average cost 
of a data breach is $3.62 million. With financial, legal and reputa-
tional consequences all on the line, it’s no wonder organizations 
spent an estimated $86 billion on information security last year.

Digital Transformation: 

using digital technologies to 
revolutionize the way you conduct 
business, serve customers better  
and gain the upper hand on  
your competitors.

https://www.gartner.com/newsroom/id/3598917
https://hbr.org/2017/12/the-internet-of-things-is-going-to-change-everything-about-cybersecurity
http://www.information-age.com/internet-things-security-crisis-123470475/
https://www.forbes.com/forbes/welcome/?toURL=https://www.forbes.com/sites/louiscolumbus/2017/12/10/2017-roundup-of-internet-of-things-forecasts/&refURL=&referrer=
https://www.mckinsey.com/business-functions/marketing-and-sales/our-insights/five-facts-how-customer-analytics-boosts-corporate-performance
https://www.mckinsey.com/business-functions/marketing-and-sales/our-insights/five-facts-how-customer-analytics-boosts-corporate-performance
https://www.ibm.com/security/data-breach
https://www.gartner.com/newsroom/id/3784965


What is the IoT
(and Should You be Wary)?
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The days in which computers were the only devices with  
internet access are well behind us. Smartphones and tablets, 
of course, are the most familiar internet-capable gadgets, 
but there are now hundreds of so-called “smart” devices that 
expand their feature set by going online.

Whether your minivan is downloading the latest traffic 
information, or your toaster is printing the morning weather 
forecast on your bread, device manufacturers are constantly 
inventing new ways to leverage internet connectivity.

Of course, the benefits of IoT devices aren’t experienced in 
isolation. Once they’re connected to the internet, these “things” 
can collect and exchange information with other units on the 
same network. This enables you, the user, to aggregate this data 
and extract insights that wouldn’t otherwise be possible.

SOME OF THE MOST EXCITING  
APPLICATIONS OF IOT DEVICES  
ARE IN DOMAINS SUCH AS:

HOME AUTOMATION

Virtual assistants such as Amazon’s Alexa and Google Home are 
just the tip of the iceberg when it comes to the “smart” home. 
Locks, thermostats, garage doors, lights and home appliances 
can all be connected and controlled via a single user interface.

SMART CITIES

IoT devices distributed across an urban area can communicate 
with each other and monitor day-to-day life in the city. From air 
pollution levels and waste management to traffic conditions 
and water quality, the IoT can make municipal operations more 
efficient and provide city officials with a coherent, all-in-one 
picture of urban conditions.

MANUFACTURING

The “industrial internet of things” (IoT) seeks to help companies 
improve their operational efficiency at locations from factories 
and power plants to refineries and oil rigs. IoT devices can 
gather mass quantities of technical data about variables such 
as pressure, temperature and vibration, alerting managers to 
potential problems before a breakdown occurs.
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However, to echo the sentiment behind a popular catch-phrase:  
With the power of IoT devices comes great responsibility. The 
data and communications exchanged by the “things” of the IoT 
must be secured from end to end. Each unmanaged device on 
your network represents a potential vulnerability that malicious 
actors may compromise—sometimes with results that are 
literally life-threatening.

In August 2017, for example, the U.S. Food and Drug 
Administration recalled nearly 500,000 pacemakers after 
discovering a security flaw in the device, prompting fears 
that a remote hacker could cause it to run out of battery or 
malfunction. This is a direct attack affecting human lives. 

What’s more, the largest distributed denial of service (DDoS) 
attack ever, the Dyn cyberattack of October 2016, was launched 
by hackers who took control of more than 600,000 IoT devices. 
Once the devices were compromised, the attackers used this 
“botnet” of networked machines to launch massive swarms of 
traffic at major websites, temporarily bringing down services 
such as Twitter, PayPal, the New York Times, the BBC and Netflix.

Although the Dyn attack was devastating (albeit quickly re-
solved), high-profile instances of IoT hacks remain rare. Indeed, 
despite the fears of the IoT creating a cybersecurity apocalypse, 
it seems that companies are continuing to bring it into the fold 
of their business processes. New, more connected technologies 
make better business processes possible–companies can’t afford 
not to adopt the IoT.

For most organizations, the perceived benefits of the IoT  
greatly surpass the security risks of potentially creating  
a conduit or backdoor into your entevrprise network. Whether 
this is the right decision depends on the rest of your IT security 
posture: how you understand and manage this risk by having 
the right infrastructure, policies and governance in place.

https://www.theguardian.com/technology/2017/aug/31/hacking-risk-recall-pacemakers-patient-death-fears-fda-firmware-update
https://blog.cloudflare.com/inside-mirai-the-infamous-iot-botnet-a-retrospective-analysis/
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Understanding Your  
IT Security Risks

If there’s one lesson to take away from this white paper,  
it’s this:  Cybersecurity is all about assessing and dealing with 
the daily risks you face as an organization. There are several 
different types of risks because of cyberattacks, each of which 
we’ll discuss below.

STRATEGIC RISKS

If you have a medium- or long-term vision for your company’s 
growth, then a major cyberattack can easily throw you off 
course. For example, if you’re planning to undergo a merger or 
acquisition in the near future, suffering an attack may put a seri-
ous dent in your stock price, causing your valuation to be lower 
or even scaring off your potential business partner. Even worse, 
your company’s trade secrets or competitive advantages may 
be leaked, causing you to lose relevance in the marketplace.

FINANCIAL RISKS

With an estimated average cost of $141 per record, data breach-
es can be quite expensive indeed. Like any other type of insur-
ance, spending on IT security can be seen as a “cyberinsurance 
policy” against a data breach. Businesses need to balance the 
perceived likelihood that they’ll fall victim to an attack against 
the expenses of retaining IT security professionals, purchasing 
security software, or using security services.

OPERATIONAL RISKS

Data breaches and cyberattacks can be highly disruptive to 
your operations (and they’re usually intended to be). One major 
reason why a cyberattack is so costly is due to the lost business 
and productivity as a result of the immediate response and 
recovery. Unfortunately, too many companies struggle with even 
the short-term effects of a hack. According to the National Cyber 
Security Alliance, a full 60 percent of small- and medium-sized 
businesses shut their doors in the six months following  
a cyberattack.

REPUTATIONAL RISKS

The real long-term damage of a cyberattack may not be the 
fines or dips in stock price that you face immediately after-
ward, but the hit to your company’s reputation. When your 
customers believe you’re unable to safeguard their sensitive 
information, they’ll lose confidence in you and will be more 
likely to take their business elsewhere. If the breach is large 
enough, negative attention from media outlets and politicians 
can persist for months or years, creating a miasma of doubt 
that repels customers and investors.

https://securityintelligence.com/media/2017-ponemon-institute-cost-of-a-data-breach-study/
https://www.inc.com/thomas-koulopoulos/the-biggest-risk-to-your-business-cant-be-eliminated-heres-how-you-can-survive-i.html
https://www.inc.com/thomas-koulopoulos/the-biggest-risk-to-your-business-cant-be-eliminated-heres-how-you-can-survive-i.html
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Imagine you’re an architect building a house for a client. Halfway 
through the process, you realize your blueprints are missing one 
key element: locks on the doors. You don’t want to interrupt the 
rapid pace of construction, so you decide to add them once 
everything else has been built. Just before you can do that, how-
ever, thieves break in and steal all the construction team’s tools 
and building materials.

This is exactly what happens when companies try to  
implement digital transformations in a vacuum, without adding 
security and quality into the process. Without acknowledging the 
threats you face and taking steps to protect your digital attack 
surface, you risk falling victim to malicious and cunning cyber-
intruders. What’s more, the costs of cleaning up and recovering 
from the attack are higher than they would have been to  
prevent it.

There are two common types of organizations when it comes to 
cybersecurity risk: those that proactively emphasize compliance 
and those that reactively emphasize complacency. The latter 
kind is what you don’t want to be: taking action only when it’s 
too late, after a disaster has already occurred. On the flip side, 
the philosophy of the former can be just as harmful to your 
bottom line. 

Far too many companies adopt a “checkbox mentality” when 
dealing with cybersecurity risk. As long as they’ve dotted their i’s 
and crossed their t’s, they feel satisfied that they’ve done enough 
to limit their potential damages and protect themselves against 
would-be cyberattackers.

THIS KIND OF APPROACH IS MISGUIDED FOR  

SEVERAL REASONS.

• The cybersecurity landscape changes so quickly that any 
such checklist you use is likely to be at least partially out  
of date. 

• The “checkbox mentality” can easily lull you into a false sense 
of security: the idea that an effective cybersecurity policy 
comes from just going through the motions of externally- 
imposed requirements.

Unless you plan on isolating your enterprise network from the 
outside world—which would be entirely counterproductive—
there’s no way to guarantee you’ll be completely safe from 
cyberattacks. Instead of this focus on by-the-book compliance, 
focus on the flip-side of security risk: security priorities.

Any non-trivial enterprise network will have countless assets 
on it —some more important than others. The essential task of 
cybersecurity is to decide which assets are most critical to you 
as a business, and then figure out the best way to protect them 
without spending more than they’re worth to you.

The Cyber-Philosophy of 
Digital Transformation

02
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Why You Should Focus  
on the Cyber-Fundamentals

The adoption of IoT, and other revolutionary new technologies, 
in the pursuit of digital transformation leads to a kind of “cy-
ber Groundhog Day.” Although the questions may be slightly 
different depending on the technology, the underlying IT security 
issues are the same that organizations have been dealing with 
for the past few decades.

With every SaaS (software as a service) platform that claims to 
make your employees twice as productive, another vulnerability, 
exploit or malware emerges to put you at risk. Playing with fire 
when it comes to new technologies is a great way to get burned, 
as these new opportunities also present new threats  
and challenges.

To a great degree, the ebb and flow of these individual security 
concerns is less important than the fundamental IT security 
infrastructure that you’ve established to protect your most valu-
able assets. While it’s of course important to keep up-to-date on 
the latest patches and software updates, for example, it’s even 
more important to have an IT security policy that mandates the 
automatic installation of these updates.

Such a policy would have prevented the devastating 2017 Equifax 
data breach that exposed the personal data of more than 143 
million people, which was caused by an unpatched vulnerability 
in the company’s installation of the Apache Struts framework.

Good IT security policies are like the brakes in a car; you only 
notice them when you need them. Even though you aren’t think-
ing about your car’s brakes all the time, the knowledge that you 
have them, and that they’re working correctly, is enough to give 
you the confidence to go fast.

Cybersecurity works the same way. Although you may be in un-
charted territory by adopting new technologies, you know that 
the foundations of your IT security policy are strong. As a result, 
you have the confidence to head out into the great unknown of 
digital transformation
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Leveraging Cybersecurity for  
Safe Digital Transformation

Fortunately, there are simple steps you can 
take to reduce the impact or likelihood of a 
malicious act affecting your organization’s 
digital transformation.

1. CREATE A SECURITY CULTURE

One of the biggest motivations for digital transformation is  
what managers and executives might call “breaking down silos.” 
Far too often, different departments within an organization 
keep data and insights to themselves, whether intentionally 
or unintentionally. These “silos” lead to tense relations and 
suboptimal performance.

Similarly, in a world of digital transformation, your organization 
needs to break down IT security silos. Each one of your staff 
should play a part (however small) in your cybersecurity 
strategy. Universal participation by all employees gets everyone 
on board and reduces the weakest link of social engineering. 

Organizational executives need to work to instill a “security 
culture” within the organization through training and education 
programs. According to a study by Towergate Insurance,  
95 percent of cybersecurity incidents involve human error. Even 
the most non-technical employees should understand good 
security practices, such as how to identify a phishing email or 
how to scan for vulnerabilities. Employees with more security 
knowledge should frequently evaluate the different threat 
vectors and attack surfaces on your network, and how you  
can minimize their area.

Beyond your own walls, you should also enforce strong 
cybersecurity standards among your third-party vendors and 
contractors. The catastrophic 2013 Target data breach, which 
cost $18 million in damages and affected 41 million people, 
occurred because attackers entered the network using stolen 
credentials from one of the company’s third-party vendors. 

https://www.theregister.co.uk/2017/09/14/missed_patch_caused_equifax_data_breach/
https://www.theregister.co.uk/2017/09/14/missed_patch_caused_equifax_data_breach/
https://www.towergateinsurance.co.uk/liability-insurance/smes-and-cyber-attacks
https://www.usatoday.com/story/money/2017/05/23/target-pay-185m-2013-data-breach-affected-consumers/102063932/
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2. KNOW YOUR NETWORK

The phrase “shadow IT” might bring to mind a team  
of lethal cyberninjas, but the reality is far less exciting  
(although potentially just as harmful).

Shadow IT refers to employees’ use of hardware or software 
in an organization without the official support, approval or 
knowledge of the company’s IT department. The term can 
describe everything from an unauthorized personal smartphone 
on the company network to an application for encrypted 
messaging to bypass industry compliance regulations.

When it comes to cybersecurity, the worst thing you can  
be is out of the loop. Doling out harsh punishments for 
shadow IT offenders will only serve to push them further into 
the shadows. Instead, encourage an “amnesty” program for 
shadow IT so you can better understand the reality of your 
security situation.

Above all, you need to understand how the devices and 
technologies on your network can be used (and misused). 
Create an inventory so you can do “risk triage” for your different 
assets, and understand the worst things that could happen, 
and the likelihood of those situations happening. Know who has 
access to each device, how someone can gain access and how 
security can be layered in. Always assume the threat is out there 
and waiting for the right moment to strike.

3. THINK ABOUT TECH

Knowing how to use technology is one thing; knowing  
how that technology works is an entirely different matter. Your 
company’s developers may be capable of harvesting gigabytes 
and terabytes of data from IoT sensors, for example, but they 
may not understand the technical details about how that data 
travels from each sensor to reach your enterprise network.

Many internet and communications technologies have become 
too complex for their own good. It’s practically impossible for 
a single person to have the expertise required to understand a 
system from bottom to top. IoT data travels between devices 
in disparate physical locations, making visibility and control 
exponentially more challenging.

This complexity intimidates people and dissuades them from 
posing the simple questions that could head off a security 
incident. Separate the device from the fluff surrounding it and 
ask yourself the important things:

• What kind of data does this object collect?

• How can I protect this data?

• How can I secure the device as part of my company network?

If you don’t have the answers, find the person who does and 
collaborate on finding the right security solutions to vfit your 
business’s risk appetite.
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5. INCLUDE SECURITY FROM  
THE BEGINNING

To continue the car analogy from earlier, think about what  
happens when a manufacturer or the government finds a 
safety-related defect in a particular make and model. The car’s 
manufacturer is forced to issue a recall and fix the problem by 
repairing or replacing the car.

The same kind of process needs to occur with software product 
vendors. When you purchase software from a vendor, both you 
and the vendor should be on the same page about the product’s 
built-in security, and how any flaws will be patched when  
they’re discovered.

Digital transformation technologies, 
such as the IoT, are creating an explo-
sion of devices and environments, mak-
ing it much more difficult to simply de-
fend your perimeter. The classic picture 
of the enterprise network is no longer 
relevant. Instead, applications and de-
vices must have embedded security as a 
first line of defense to prevent attackers 
from exploiting any weak links.

For example, IoT hardware and soft-
ware manufacturers should make use of 
best practices to secure their products 
from external attack. Designs should 
include extra parts and features, such 
as USB ports, only if necessary. Devic-
es should come with built-in security 
features such as cryptographic keys, 
and software developers should check 
application programming interfaces 
(APIs) for hidden security flaws.

4. DON’ T REINVENT THE WHEEL

When it comes to cybersecurity, trying to go it alone is a fool’s er-
rand. Thousands of organizations are in the exact same position 
that you are: possessing assets that are critical to their business, 
yet unsure of the best way to protect them from cyberintruders.

There’s no need to build your own cybersecurity roadmap from 
the ground up. Instead, use one of the many existing frameworks 
developed by IT security professionals, especially if there are any 
specific to your industry.

The OWASP Cyber Defense Matrix, for example, classifies your 
security technologies and practices along two dimensions. The 
first dimension includes five different functions: identify, protect, 
detect, respond and recover. The second dimension includes five 
different asset classes: devices, applications, networks, data and 
users. If you have backups of your system that you make at  
regular intervals (and you should), you’d place them in the  
matrix where the “recover” column meets the “data” row.

The NIST cybersecurity framework, which federal agencies 
are now mandated to follow by presidential executive order, 
includes the same five functions from the OWASP matrix.  
Other frameworks are specific to certain industries or types of  
businesses, such as the PCI DSS security controls for businesses 
that process payment card information.

https://www.owasp.org/index.php/OWASP_Cyber_Defense_Matrix
https://www.nist.gov/cyberframework
https://searchfinancialsecurity.techtarget.com/definition/PCI-DSS-Payment-Card-Industry-Data-Security-Standard
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No one understands your IT security situation better than you 
do—but that doesn’t mean you couldn’t and shouldn’t use a 
little help. With the potential damages so great and the path 
forward unclear, many companies need the assistance of expert 
cybersecurity advisors who can help them understand how to 
proceed in an increasingly risky world.

DirectDefense is an IT security and managed services provider 
with decades of cross-industry experience. We provide risk 
management by helping organizations of all sizes and fields 
create IT security strategies and improve their security posture.

Chief information officers (CIOs) and chief information 
security officers (CISOs) face two major challenges as part of 
their responsibilities: understanding the risks they face as an 
organization, and prioritizing those risks according to their 
importance and their likelihood of occurring.

It’s not enough to come to these conclusions on your own, 
however. You also need to communicate your findings to the 
rest of the business. Using data and threat analyses of your 
company’s IT infrastructure, DirectDefense helps CIOs, CISOs 
and IT security professionals make the case for smart decisions 
about cybersecurity to non-technical business team members.

Ultimately, you need to decide for yourself what security 
strategies you’ll pursue during your company’s digital 
transformation, and to what extent you’ll pursue them.  
Understand that choosing not to decide, and leaving yourself 
vulnerable, is just as much of a choice as taking proactive steps 
to better defend your IT assets. In the long run, you’ll be grateful 
that you had the foresight to start as early as possible.

The greatest enemy of security is ignorance. Today, however, 
there’s no excuse for remaining ignorant about best IT security 
practices. Although the tools and technologies may change 
over time, the fundamental philosophy about how to protect 
your network remains the same. DirectDefense helps you 
break through the barriers of mindlessness and complacency, 
educating people about their IT security situation and helping 
them make good decisions about their organizational risk.

How DirectDefense Helps  
Companies Prioritize Risk
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Designing Information  
Security Strategies for  
Today’s World

CONTACT US

Since coming together in 2011 to form DirectDefense, our team has been  
committed to offering managed security strategies that provide real and 
actionable results. Whether we are performing assessments of networks, 
platforms and applications or applying managed services to improve your 
organization’s security posture, we are focused on providing world-class 
services that don’t just work–they work for you.

Corporate Headquarters

385 Inverness Parkway 
Suite #360 
Englewood, CO 80112

888 720 4633

sales@directdefense.com

www.directdefense.com

© 2018 DirectDefense. All Rights Reserved.
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