
01: APPOINT A DATA  
PROTECTION OFFICER

The data protection officer would be responsible for  
monitoring internal compliance of the GDPR across various 
business functions. DirectDefense offers 3 great options to help 
you comply. 

• We will help you identify an individual within your  
organization who is the best fit for this role.

• Our talent acquisition services can/may procure  
external candidates to fill this position. 

• DirectDefense can function as a data protection  
officer to assist you either temporarily or on an ongoing basis. 

02: BUILD PRIVACY INTO YOUR SYSTEMS  
AND LIMIT EMPLOYEE ACCESS TO  
PERSONAL DATA

High-risk data processing activities can create gaps that leave 
consumer data more vulnerable. We can assess your security 
program to ensure there are proper privacy protections in place, 
and provide detailed reporting about all data use and any  
permission changes.

03: RECEIVE DATA SUBJECT CONSENT

It is imperative for consumers to know what types of data are 
being collected and how it will be used. We can assist you in 
implementing a data subject consent program with the correct 
disclosures presented in the correct format.

04: IMPLEMENT CROSS-BORDER  
DATA TRANSFERS

In the event of a data transfer across borders, we can assist  
you in implementing a process for handling the transfer in  
accordance with the GDPR. This process would include:

• Identifying and mapping all cross-border data transfers.

• Assessing the receiving country for each transfer to ensure it 
provides an adequate level of data protection, and that the 
appropriate data safeguards are in place.
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OVERWHELMED  
BY THE GENERAL  
DATA PROTECTION  
REGULATION?

We Can Help You Over the Hurdles  
to Get Across the Finish Line

The General Data Protection Regulation (GDPR) goes into effect 
in 2018, and if you’re not prepared, you’re not alone. You may 

run into obstacles as your company works to fulfill the 7 key 
requirements of the GDPR, but we can help you meet the 
deadline and achieve compliance, avoiding fines and penalties.
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05: ALLOW A PERSONAL DATA  
CORRECTION OR ERASURE REQUEST

If a data subject requests a correction or erasure of their  
personal data, you must be equipped to execute on that request. 
DirectDefense can help you implement data migration capabili-
ties for fast and complete data correction or removal.

06: ENABLE DATA PORTABILITY FROM  
ONE PROVIDER TO ANOTHER

Under the GDPR, data subjects have the right to request  
their data and transfer to another controller. We can help you 
implement a transfer procedure following the required format 
and process.

07: PROVIDE BREACH NOTIFICATION  
WITHIN 72 HOURS OF AWARENESS

Through implementation of an incident response plan, we  
can help your company become organized and informed to 
effectively detect and take the required immediate action in  
the event of a data breach. 

• Identification and remediation of any gaps or vulnerabilities 
in your current security program. 

• Development of an action plan for detection and handling  
of data breach incidents.

• Testing and validation of your security program on a  
consistent basis.

MORE THAN REQUIREMENTS

While you are tasked with complying with the requirements  
of the GDPR, preparing for this change goes beyond simply 
meeting each component of the law. It’s important to take  
steps now to prepare for the law’s implementation. 

• Communicate about the law with internal stakeholders  
to create awareness.

• Understand what data within your organization will  
be covered by the GDPR.

• Determine any new technologies and processes you will need 
to adopt to comply with the law, and establish a budget.

• Provide any necessary employee training.

THIRD PARTIES

If you are a data controller and not a data processor,  
outsourcing to a third party does not absolve you of compliance. 
(You can still be fined.)

Don’t find your business in non-compliance. By preparing  
early and effectively, you will avoid costly fines or hasty  
implementations down the road. 

We provide a “health check”, or gap assessment, to 
determine which components of each requirement you 
are missing, and we provide recommendations on how 
to implement these components following a  

3-pillar approach:

1. Policy and Procedures

2. Technical Architecture and Data  
Privacy and Portability Controls

3. Program Management and Messaging 

Ensure You’re Compliant with the GDPR
Visit directdefense.com/contact or call 1 888 720 4633.
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