
TRAINING 

Whether your organization has an 
incident response plan in place or needs 
to develop one, we can help. We provide 
training to respond in a real-world  
scenario, and work with senior leaders 
on decision-making in the wake of  
an incident.

FAST, 24/7 RESPONSE 

Under a retainer agreement,  
DirectDefense will have someone on-site 
to manage your incident within 24 hours  
on a business day.

ROLLOVER 

If you have hours left in your retainer  
by the fourth quarter, you’re able to 
apply those hours to enjoy other  
DirectDefense services.

I N C I D E N T  R E S P O N S E

FORENSICS +  
MALWARE ANALYSIS

Identifying, Containing and  
Eradicating Your Incident for  
Full Recovery

When your organization experiences a security incident, it sets in 
motion a response framework that is inclusive of more than sim-
ply fixing the problem. Our Incident Response team works with 
you from the moment the clock starts to achievement of  
full recovery.

INCIDENT RESPONSE  
RETAINER SERVICES

When you partner with DirectDefense for our incident response 
retainer services, you’re covered from top to bottom. Our  
services include:
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One Team.  
One Response.
Our incident response services are all in-house, so  
you know your team and can trust the experience and  
confidentiality we provide. You also benefit from our 
cross-industry work; we can provide regulatory and  
remediation advice based on actions taken by  
organizations like yours.

STEP 1: PREPARATION

We’ll work with your entire team to understand your business 
model, what it would take to properly respond to an incident, 
and ensure you have the right tools available. Preparations  
can include:

• Compliance with Cyber Risk Insurance:  
If you have this type of insurance, we make sure your organi-
zation is meeting or is prepared to meet any specific require-
ments you must follow in the event of an incident. 

• Legal Counsel:  
In the event of an incident, we recommend having your 
 internal and external legal counsel already prepared.  
Outside counsel is critical to keeping information confidential. 

• Team Training:  
If you have an incident response plan in place, we ensure your 
team is trained to follow it in a real-world scenario. We’ll work 
with senior leadership on decision- and statement-making, 
and provide first-responder training on the basics of keeping 
information safe.

STEP 2: DETECTION

Our team will head off the presence of an incident, which  
includes identifying the difference between manageable  
security anomalies and correlated incidents requiring  
immediate response.

STEP 3: ANALYSIS

Not all events are incidents. Our expertise allows us to identify 
correlations in events to determine the presence of an incident, 
at which time we would guide your organization through the 
process of declaring an incident and initiating the response.

STEP 4: CONTAINMENT

We will work to minimize the overall impact of the incident, limit 
its capability and ensure the problem doesn’t spread. Addition-
ally, we will coordinate with outside vendors or third parties as 
needed, as well as guide you through regulatory requirements.

STEP 5: ERADICATION

Through these steps, the end goal is to fully eradicate  
the incident.

STEP 6: RECOVERY

Once the incident is eradicated, we would work to get your  
organization back to where it was before the incident occurred. 

STEP 7: POST-INCIDENT

The most critical piece of incident response is conducting a  
root-cause analysis to figure out why the incident happened and 
how it can be fixed to prevent a similar incident. These lifecycle 
updates help protect your organization into the future. 
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Be Prepared. Start Your Retainer for  
Incident Response Services Today
Visit directdefense.com/contact or call 1 888 720 4633.


