
Windows Server 2003 End of Support: 
Your Opportunity for Transformation

After July 2014, 2015

No updates
will be developed or released 

after the end of support.

No compliance
Lack of compliance with 

standards and regulations 
can be devastating.

No safe haven
Virtualised and physical 

instances of Windows Server 
2003 will be vulnerable.

No savings
Maintenance costs will 

increase, and customers will 
face added costs.

In July 2010, Microsoft transitioned from providing mainstream support for 
Windows Server 2003 to releasing critical patches only. July 14, 2015 marks 
another transition, this time the end of Microsoft support for Windows Server 
2003/R2. While this date may seem distant, now is the time to understand that 
the end of support and the end of life of Windows Server 2003 means that your 
business needs to ensure that it has a plan to migrate the applications and 
workloads currently relying on Windows Server 2003 onto Windows Server 2012 
R2 or commence your investigation to the cloud.

We, at Meridian IT, urge you to start your planning to migrate off of Windows 
Server 2003 and onto a platform that will provide you the security and reliability 
that you’ve experienced over the last decade with Windows Server 2003, with the 
added value of the features now included in Windows Server 2012 R2, as well as 
the hybrid opportunities available to you with many cloud based offerings.

Delaying will only create additional expenses, and ‘rigging’ your environments to 
detect intrusion, inclusion of more advanced firewalls, network segmentation, 
and so on. To simply isolate Windows Server 2003 servers will only result in a 
datacenter that costs more, and is still out of compliance, and out of date. Not 
to mention the maintenance costs for aging hardware... You’re just delaying your 
opportunity to transform.

Now is the time to act.
We recommend that each organisation begin its four-part migration process. 
This can be done by exploring the available tools, or enlisting the assistance of 
Meridian IT as your partner.



Why now?
End of support for Windows Server 2003/R2 is coming. Transforming your datacenter presents an opportunity to stay in 
compliance with current standards and ensure the proper level of security is maintained. It is also a chance to innovate 
not just your datacenter, but the applications that are critical to your business success.

What end of support means

On July 14, 2015, Microsoft will completely end support for Windows Server 2003/R2. The table below explains what 
end of support means for you and your organisation.

Despite the risks, some customers may continue to run Windows Server 2003/R2 on their servers after end of support. 
The following table explains some of the reasons for this, what the reality is in each situation, and what happens if 
customers choose to ignore this reality.

No compliance

Lack of compliance with various standards and regulations can be devastating. This may include various 
regulatory and industry standards for which compliance can no longer be achieved. For example, lack 
of compliance with Payment Card Industry (PCI) Data Security Standards could mean that companies 
such as Visa and MasterCard will no longer do business with your organisation. Or, the new cost of doing 
business will include paying catastrophic penalties and astronomically high transaction fees.

No updates
37 critical updates were released in 2013 for Windows Server 2003/R2 under extended support. No updates 
will be developed or released after end of support. Imagine what impact zero updates will have on your 
infrastructure.

No safe haven

All servers running Windows Server 2003/R2 are affected. Both virtualised and physical instances of 
Windows Server 2003/R2 are vulnerable and would not pass a compliance audit. Many applications will 
also cease to be supported, once the operating system they are running on is unsupported. This includes 
all Microsoft applications.

No savings

Staying put will cost more in the end. For example, a Custom Support Agreement (CSA) requires an 
application and has a high minimum entry cost. The cost doubles each year. Maintenance costs for aging 
hardware will also increase, and customers will face added costs for intrusion detection systems, more 
advanced firewalls, network segmentation, and other security measures – all simply to isolate Windows 
Server 2003/R2 servers.

Reason Reality Impact of running after end of support

Perceived challenges of upgrading 
applications

Challenges can be mitigated The challenges will only increase after time

Presence of custom and legacy 
applications

All applications and workloads must be 
evaluated and prioritised

The technologies and code base will only 
continue to age, making migration even 
more costly and complex in the future

Budget and resource constraints
Not moving will cost more in the end, 
but moving increases value

Costs will continue to increase, and 
increasing costs will only be to maintain 
the static (existing) value

A trusted advisor has told them 
they can just virtualise and be okay

No third party can guarantee support as the 
OS will not be supported after end of life

Higher risks, and costs of maintaining the 
solution, and lack of compliance



Transform your datacenter
The end of support for Windows Server 2003/R2 could signal the beginning of a new stage in your organisation’s 
evolution, and taking advantage of the Microsoft datacenter transformation vision can help you reach that next stage. 
However, you may be thinking that cloud is not the option for your organisation, and you will want to stay with on 
premise hardware running Windows Server 2012, and we are okay with that too. Further in this article, we will explain 
how you can decide which option is best for your organisation based on a transformation plan. 

A datacenter without boundaries gives you the ability to go beyond the resources you have on-premises 
by more easily accessing cloud resources when you need to. You can take advantage of cloud resources 
to build new applications or websites that require global scale in a snap; scale infrastructure at a moment’s 
notice to meet the most demanding business requirements; and reduce storage, backup, and recovery costs. 

Once you see what’s possible with cloud capabilities, your organisation will want to take advantage of 
cloud innovation everywhere. The innovations built into Microsoft datacenter products – especially in 
storage, networking, and identity – are the result of the deep experience and expertise Microsoft has gained 
from working with massive scale enterprise cloud deployments.

Your organisation can take advantage of Microsoft’s world-class infrastructure with dynamic application 
delivery, so your IT professionals can respond to business needs with greater speed and agility. Enhanced 
automation enables them to provision, deploy, monitor, and manage applications and infrastructure from a 
consistent platform across clouds.

Transformation plans
Begin your migration planning by using the four-step process from Microsoft: Discover, Assess, Target, and Migrate.

1 Discover
Catalog your 
software and 
workloads

2 Assess
Categorize 
applications & 
workloads

4 Migrate
Make the 
move

3 Target
Identify your 
destination(s)

Upgrading your aging servers and operating systems helps 
mitigate compliance risks, reduce costs, and provide significant 
benefits that can outweigh the costs of upgrading.



1 Discover
The first step for you is to discover and catalogue all of the software and workloads they are running on 

Windows Server 2003/R2. Many customers will not know what they currently have running on Windows Server 
2003/R2. A thorough discovery process is essential because customers cannot address the problem if they do not 
know what the problem is. 

There are several self-service tools that can help with the discovery process. For example, the Microsoft Assessment 
and Planning (MAP) Toolkit (http://technet.microsoft.com/enus/library/bb977556.aspx) is a free downloadable tool 
that provides customers with a secure, agentless, and network-wide inventory. It can scale from small businesses 
to large enterprises. Customers can use the MAP Toolkit to collect and organise system-wide information from a 
single, networked computer. There are also other third-party software packages available that can be leveraged. 

2 Assess
Once you have a catalog, you will need to assess what you have by categorising and analysing your cataloged 

applications and workloads based on several factors such as type, criticality, complexity, and risk.

We suggest categorising the applications and workloads by:

1. Type: Microsoft server roles, Microsoft applications, custom applications, or third-party applications

2. Criticality: Retired, Marginal, Important, or Mission Critical

3. Complexity: Low, Medium, or High

4. Risk: Low, Medium, or High

5. Infrastructure Type: Physical or Virtualised server instance

With this categorisation complete, you can begin to understand the scope of the problem and can prioritise their 
workloads and applications for migration. The categorisation will also reveal some potential opportunities, as well as 
potential issues. 

The complexity and cost categories will indicate which migrations might be the easiest and quickest to accomplish. 
A cross-category analysis provides even more insight. For example, an important application with low complexity 
and only medium risk may be a good candidate for early migration.

3 Target
Choose a migration destination for each application and workload among the following migration targets: 

Windows Server 2012 R2 on physical hardware, virtualisation or Cloud offering, and Office 365.

Different workloads and applications will logically lead to certain targets. Others could offer the possibility of 
migration to one or more of these destinations. The choice will be driven by factors such as speed, ease of migration, 
cost, and desired functionality.

4 Migrate
With an understanding of what is still running on Windows Server 2003, what needs to migrate when, and 

where to migrate to, you can then make a plan and begin to migrate. But arriving at this state may require some 
additional analysis and assistance.

The migration itself can be facilitated by both third-party products and services, as well as leveraging services and 
consulting from service providers, such as Meridian IT.



Choose your journey Discover Assess Target (destination and journey)
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00001 Exchange Denise Smith X X 1 1 X X X X

00002 Web Server Qiong Wu X X 2 2 X X X X X

00003 Shipping Services Naoki Sato X X 2 1 X X X

00004 Quick Quarter Close Daniel Roth X X 2 2 X X X

00005 Lucerne Publishing 
Document Converter Andrea Dunker X X 3 2 X X X

00006 Trey Research Lookup Tool Eric Gruber X X 2 3 X X

00007 A. Datum Index Oliver Kiel X X 3 3

00008 Inventory Key Robin Counts X X 2 2 X X X

Next steps
• Create a destination map. Creating a destination and journey map similar to the one below will clear up the 

confusion about your server 2003 transformation and provide a clear migration path, risk analysis and complexity.

• Get started today. A smooth, successful server migration takes time to plan and execute, so start today to make 
sure you meet the deadline.

• How we can assist: Want to know how to take advantage of innovations in Windows Server, new hardware, or 
cloud services? Contact Meridian IT today.

Meridian IT Australia is part of Meridian Group International, a global organisation 
specialising in: IT infrastructure, security and compliance, cloud/hosting, mobility, unified 
communications, social business, and equipment leasing. The companies of Meridian Group 
have been helping businesses optimise the strategic value of IT investments since 1979.

Ground Floor, 11-17 Khartoum Road  /  North Ryde NSW 2113 Australia
Tel. +61 02 8870 9000
www.meridianit.com.au


