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CHAPTER 1:

Why Test DR?

Given that you’re reading this eBook, it’s safe to assume your 

organization believes in disaster recovery. You likely have gone 

through the effort of doing a risk assessment, defining workloads 

and their criticality, establishing recovery objectives, and even 

building out a backup and disaster recovery plan. It was a ton of 

work that took a number of IT staff away from their normal daily 

responsibilities and, now that it’s over, all of you have gone back to 

the everyday grind.

But, in light of recent news articles that showcase airlines, 

city governments, and more all unable to recover easily from 

cyberattacks and system outages, it makes sense that DR should be 

taken as seriously as the potential for DR failure.

So, there’s still the need for someone to test the plan periodically, 

make sure it works, and update it as needed with results from the 

tests. Even if you have someone assigned, it’s far more likely that 

testing DR becomes a nuisance and simply gets in the way of all 

the other, more pressing, initiatives put on the shoulders of IT. All 

while DR remains a critical part of your organization’s operational 

readiness strategy.

DR TESTING EXPERTS: 
OFFSITEDATASYNC AND VEEAM 

Getting the testing of DR plans is equally as 
important as the DR itself. OffsiteDataSync and
Veeam together provide organizations with 
expertise and automation to ensure DR testing
(and, therefore, DR) is successful with as little 
manual overhead as possible.

Look for insights from OffsiteDataSync and Veeam 
throughout this eBook!
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In this chapter, we’ll make the case that DR 
Testing is a necessary part of DR planning, 
outlining the basic principles around why every 
organization should test their DR plans. We’ll also 
provide some insight using industry data into how 
and when DR testing is utilized. But, before we 
get to details around the what, when, and how of 
testing, let’s first take a look at the reasons behind 
the need for testing your DR plan.



Why DR Needs Testing
In short, at your time of need when disaster has struck, you 
need to know the plan is going to work. It’s been said by more 
than one IT pro in charge of recovery that their plan isn’t worth 
the paper it’s on. Why? Because that plan was never tested. 
Without testing, a plan is merely a logical and calculated
concept of what should happen if executed.

Let’s break this down a bit and look at some specific reasons 
why disaster recovery needs to be tested.

Recovery Can Fail – Even in the simplest of recoveries,
the plan can fail. For example, you may have a single 
server that needs recovering. But if the backups were 
continually becoming corrupt because of an issue with 
the backup storage (something testing would have 
exposed well before you needed to recover), your 
recovery is doomed to fail. Any more complex a 
recovery scenario, and the potential failure magnifies as 
data, operating systems, applications, and virtual 
machines all need to function in perfect operational 
harmony. As the old adage goes, “the devil is in the 
details” – and, in the case of DR, the smallest detail 
can make the difference between a successful recovery 
and operational failure.

Environments Change More Quickly Than Plans 
Do - The undertaking of building out a DR plan is quite
extensive. So much so, that it’s far more likely your 
organization isn’t updating that plan every time you 
make environment changes. Changes in applications 
used, new systems put online, upgrades of OSS, shifts 

to cloud-based hosting, and more all need to
require a review of the DR plan immediately to ensure 
the current environment is disaster ready. In fact,
83% of organizations update their DR plans at a 
frequency of every six months or greater.  DR testing
helps expose the gaps in the plan, as well as acts as a 
catalyst to require the DR plan to be more
frequently updated.

Recovery Objectives Aren’t Always Realistic – It’s
necessary to have recovery time objectives (RTO) 
for specific workloads. But the reality might be that 
recovering a given server, application, or environment 
takes materially longer than planned. Bandwidth
constraints, recovery target location, incompatibilities, 
bad backups, and more can all impact the time it takes 
to recover. Putting your recovery objectives to the 
test helps to validate that the recoverability the plan 
maintains is defensible, allowing IT and executives 
to have a proper expectation of how fast and what is 
possible in a recovery scenario.

Recovery is More Than Just About Restoring - Once
any part or all of an environment is restored from 
backup, recovery isn’t finished. You still need to make 
sure the business is operational. Data and applications 
need to be available to employees, partners, supply 
chains, and even customers. Recovery may need to 
include employees installing a VPN client on their home 
endpoints, the use of site-to-site connections, virtual 
desktops hosting a corporate image, and more. Until 
the last user is connected, recovery isn’t finished.

C H A P T E R  1
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INSIGHTS: INVOKING THE DR PLAN
Many of you think keeping the DR plan up to date isn’t 

critical. But, the majority (75%) of organizations have 

invoked their DR plan within the last five years, with more 

than a third invoking the plan four times or more. DR 

plans need to remain aligned with each change to the 

environment, using testing as validation that the plan will 

address the recovery needs of the organization.

INSIGHTS: MEETING RECOVERY OBJECTIVES
Often, the issue behind not being able to meet recovery 

time and point objectives (RTOs & RPOs) is due to 

the backup methods. Veeam and OffsiteDataSync 

support file and image level backups, as well as image 

replication to ensure the fastest backup and recovery 

times, helping to achieve very tight recovery objectives.

DR EXPERTS: TESTING RESILIENCE
Every part of your environment needs to be a part of 

the DR testing, which includes critical endpoints and 

connectivity. OffsiteDataSync offers tailored DR planning, 

testing, and implementations that use Veeam to recover 

every part of the environment, allowing you to test your 

organization's ability to be operationally resilient in the 

face of any disaster scenario.

Building a Plan to Test DR
Assuming we’ve made the case that DR testing should be a mandatory part 
of your DR strategy, the question of where to go from here remains. In the 
following chapters, we’ll discuss three critical aspects of DR testing that will 
help guide you towards establishing and executing a DR Testing plan and 
schedule:

Defining What Needs Testing – Organizations have varying needs
when it comes to testing. We’ll discuss how to determine what 
scenarios to test at a high level.

Determining Test Specifics – With a general idea of what to test, 
we’ll drill down into the precise details around what and when you 
should test.

Performing a DR Test – Once all the details have been worked out, 
we’ll lastly look at the practical how you can go about your DR testing.

In the next chapter, we’ll help you determine what parts of your environment 
– from a single server to the entire network – need to be tested and why.

1

2

3

D O W N L O A D :  S H O U  L D  I  T E S T  D R

B L O G :  3  R E A S O N S  W H Y  D R  T E S T I N G  I S  A  M U S T
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CHAPTER 2:

What Needs Testing?

Because disaster recovery testing is only one part of a larger DR 
strategy, the question of what parts of the strategy need to be 
tested may seem like a moot question – with the answer being 
“test it all”. But the testing of disaster recovery plans isn’t simply 
about performing the tests, but – as stated in the last chapter 
– it’s about ensuring that the plan will actually work should a
disaster scenario occur.

In some cases, the “test” performed is limited to some partial 
aspect of recovery – restoring a server and booting it up, for 
instance. But, for certain workloads, that degree of testing may 
not be sufficient to ensure recoverability in your organization’s 
time of need.

As part of building a disaster recovery strategy, the plans 
around DR testing need to be well-thought out, aligning with 
the criticality of the workloads, the ability to maintain business 
continuity, and the impact a failure in executing the DR plan will 
have on operational availability.

INSIGHTS: WHY DEFINING 
YOUR “WHAT” MATTERS

Testing helps to expose what parts of the recovery 
plan will fail in execution. Testing also helps 
organizations to reevaluate the backup sets, 
frequencies, and methods necessary to achieve 
proper recovery. OffsiteDataSync helps custom 
define your recovery needs, utilizing Veeam 
backup and replication technologies to ensure 
recovery plans can be tested and successful in 
an actual scenario.

C H A P T E R  2

In this chapter, we’ll break down the overarching 
concept of DR testing into its more tangible factors, 
highlighting the parts of the plan and environment 
that need to be tested to ensure recoverability in 
an actual disaster scenario.
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INSIGHTS: VERIFYING THE FUNDAMENTALS - It’s one thing to know 
you have a backup of each of the fundamentals listed. But it’s another
entirely to know that the backup copy will function once restored.

OffsiteDataSync uses Veeam SureBackup and SureReplica to establish 
the recoverability of backups by testing backed up VMs using heartbeat, 
networking and application – specific testing.

Defining What Needs Testing
Some organizations want to spin up the entire environment in a 
DR test. It’s certainly easier for those with smaller networks to do 
so in one motion, and still feasible for larger organizations when 
done in phases. Other organizations focus on specific applications 
or workloads comprised of a number of systems and applications.

Neither testing focus is incorrect; but the answer of what you 
should include in your DR tests lies in first evaluating what you 
have to potentially recover, the criticality of each, and how they are 
interdependent of one another.

Tactically speaking, there are a number of parts of the 
environment that could (or perhaps better put, should) be a part 
of your testing. Let’s start with the fundamental components that 
make up your environment:

Systems - While rudimentary, at the core of a DR plan is the need
for a given set of servers, endpoints, etc. to boot up and function 
correctly. You already know this one, but it’s still important to at 
least mention it.

Directory Services - All your application servers, directory-
enabled applications, users, security, and identity services all
rely on the directory being up and current. Testing the parts of 
your directory that will need to be running in a disaster scenario 
is fundamental to the success of the rest of the recovery working. 
This includes servers acting as Domain Controllers (DCs), FMSO 
role DCs, DNS, and a Certificate Authority (if used).

Applications - This can be a simple application running on a 
single server or a complex one that leverages services on multiple 
systems and multiple services.

Data - At this point in our industry, it feels like the recovery of 
data is a given that it will work. But testing to ensure critical data is 
current and without corruption should be a part of the process.

Networking - You may not have duplicative hardware, etc. at your 
recovery site, but applications may require specific IP addressing, 
access to systems or other parts of the network, etc. and a simple
misconfigured firewall in the recovery site can cause a critical part 
of the environment to not work.

Security - Many newer compliance mandates and best practices 
discuss the need for security to be maintained, even in the face 
of a disaster. Changes to security can be made at any time and, 
should a recovery take place, there needs to be a way to make 
certain any recent security changes haven’t been lost because of 
the recovery process.

B L O G :  W H Y  Y O U R  D R  P L A N  I S  L A C K I N G
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Defining What Needs Testing (Continued)

In addition to the basic components of your recovery, there are 
several more complex operational-centric aspects that may need 
testing. These include:

Dependencies - There are two parts to this one. The first is simply 
having the application or service that is dependent upon by 
another available when needed. So, having Active Directory (AD) 
running as part of testing your on-premises Exchange services, for 
example. The second is ensuring anything  involved with either 
side of the dependency is current. For example, the simple issue of 
a recovered version of AD not having a recently updated computer 
password for a server would keep the server from joining the 
domain, which could impact an application running on that server 
from functioning.  So, in this example, the server and directory 
recovery must be in sync.

Specific Workloads - This takes the concept of nearly every one
of the fundamental components and logically combines them 
into one definition. Take the previous example of on-premises 
Exchange. The workload of Exchange requires multiple Exchange 
servers, multiple AD servers, potentially external security related 
inbound and outbound messaging platforms, and more. Thinking 
about workloads in this fashion will help to better define what 
needs to be recovered during a test.

Alternate Site - Some organizations plan to recover in the cloud.
Some have varying contingency sites. Whatever the recovery 
location, it’s important to not simply assume that site is going to 
play well with your recovery process. Putting the site’s ability to run 
the recovered elements of your network needs to be tested as well.

Failover - Recovery is about restoring operations, not systems 
and data. Practicing the actual failover of some or all of the 
environment – which may include firewall changes, VPN 
connections, IP address changes, and more – is necessary to 
ensure it will work when it needs to.

Employee Remote Connectivity - Recovery is useless if no one 
can remotely connect to it. Including a few remote employee 
scenarios (e.g., from home and Starbucks, using a virtual desktop 
or a personal one, etc.) are necessary to deem a recovery test 
successful. A vast majority of organizations (88%) include this in 
their DR plans.

Failback - This is less often included in DR testing, as it’s the last
thing on anyone’s mind (you just want to get through the disaster 
first)! But knowing you have an ability to fail everything back is 
equally as important. If the plan is to, say, recover in the cloud 
when your on-premises environment is down, many organizations 
either choose to plan the failback when the disaster happens or, in 
some cases, just leave the environment in the cloud.

Determining Your “What” - It’s obvious that a reasonably large
number of factors need to go into a successful DR test. It’s more 
than just, say, restoring a few servers; your tests need to imitate 
as much a production environment as is necessary to determine 
whether the DR plan will succeed.

DOWNLOAD: WHAT NEEDS DR 
TESTING WORKSHEET
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CHAPTER 3:

Determining 
Testing Specifics

In the previous chapter, we outlined what parts of an 
environment should be a part of DR testing. A somewhat long 
list when applied to a specific environment, it’s reasonable to 
feel left with an impossible task of testing it all, when that 
may not be what’s needed for your organization. Sure, you 
should have some kind of confidence that everything you 
back up is recoverable, but it can be both impractical and not 
always necessary.

To boil down the massive task of testing DR to something 
more palatable, you need to apply the basic components to 
be tested outlined in the last chapter to the specifics of your 
environment.

DR EXPERTS: TESTING OPERATIONS

Most internal IT staff that deal with backups and 
DR are not experts in doing so; they know their 
applications and systems, but lack experience in 
getting some or all of the environment up and 
running in another location. The ability to recover 
to a point that the business can actually operate 
should be the overarching focus of your DR testing.

OffsiteDataSync and Veeam have decades of 
experience making recovery certain across a range 
of possible disaster scenarios.

C H A P T E R  3

In this chapter, we’ll cover 4 steps to follow to 
help you formulate the specific testing needs of 
your organization, from both a high-level down 
to details necessary to ensure a DR test can be 
successful.
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Step 1: Start with the 
Needs of the Business
Like any solid disaster recovery plan, everything needs to start 
with the business. IT tends to attempt to start with what’s 
technically possible and somehow work backwards to what the 
business requirements are, but this ends up not addressing the 
gaps that will exist between what the business wants and what
IT can deliver. So, to make DR testing successful, its definitions 
need to stem from business needs.

This exercise parallels the process of determining what’s 
important to the business for DR purposes. It’s focus it to 
leverage discussions (that may/should have already taken 
place as part of building your DR plan) with the executive team, 
department heads, line of business owners, and even your more 
techsavvy users to understand which parts of your organization’s 
operations are needed most by the business in the event of 
some kind of outage.

Unlike DR planning, however, we’re not interested in establishing 
recovery objectives to define criticality; the goal here is to simply 
start with a current understanding of what’s important to keep the 
business running.

If you already have this detail built into your DR planning, we’d 
suggest at least determining if the anything has changed in the 
minds of those you referred to when building the plan to ensure 
the DR testing is as up-to-date as possible.

Step 2: Establish Which Workloads
Assuming you’ve gone through this exercise and done a risk 
analysis of the workloads that are critical to the business for DR 
planning purposes, you’ve already established a backup process 
and policy to make certain those parts of the environment are 
either highly available or can quickly be recovered. It’s those
same workloads that will need to be added to your DR testing 
plan.This should include:

Foundational Services - Think along the lines of those services 
that everything else is based on, such as directory services
and DNS, as well as integration points to cloud services that also 
leverage these on-premises services.

Critical Applications - The list of critical apps is based on your 
“business needs” intelligence gathering. This should include all 
systems, services, client applications, and connectivity necessary 
to restore a given application to full functionality.

Security - The last thing you’d want in an actual disaster is to 
recover from one disaster (let’s say a power surge that down’s 
an entire office) only to recover it and fall prey to a crippling 
ransomware attack that takes everything down again. This should 
include at a minimum protective solutions and services that are 
designed to keep cyberattacks at bay.

Once you have this list, it’s time to dig just a bit deeper into each, 
as recovery may be a bit more detailed than just restoring all of 
the related systems in a given workload from the same date/time 
of backup.

E-Book  |  202106
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Step 3: Detail Dependencies
If you performed a proper Business Impact Analysis (BIA) as 
part of developing your DR plan, you should have most of these 
already. But keeping them hidden away within the plan doesn’t 
help testing. Any testing documentation will need to have 
dependencies listed so those performing the tests will be aware of 
either prerequisite steps, or additional operational elements that 
need to be verified before the test is considered successful. These 
include:

System/Application - Most of these are probably obvious to the
IT folks in charge of a given system or application, such as the 
need for DNS services, etc. But some may be less obvious: firewall 
configurations, access to external data storage, or an Internet 
connection.

Inter-Dependencies with Business Partners - Many critical
applications function by working with external partners. 
Understanding what dependencies may exist (from connectivity, 
security, and process perspectives) in order to work with an 
application that is completely external to your organization is 
necessary to perform a DR test.

Lastly, it should be noted that the process of detailing 
dependencies may be partially done as part of the test planning, 
but also after testing as documentation of issues found during 
testing itself (the very reason for doing these tests – to ensure 
actual recovery goes smoothly).

Begin augmenting your workload list with the discovered 
dependency detailed to create what will become an 
encompassing basis for your DR testing.

Step 4: Determine Frequency
This is one of the most important questions to be addressed. 
Test a part  of operations too infrequently and the test can 
quickly become irrelevant. Over half of organizations (51%) never 
run a full-simulation DR test, with another 40% actually doing so, 
but only annually. The question should be answered: How often 
should we test our DR?

The answer isn’t “one size fits all” across all your workloads or 
entire environment; instead, like the need to define specific DR 
tests for certain parts of the environment, each tested workload 
needs to have its own frequency. In general, if an application 
or workload is relatively static, not changing except for it’s data, 
testing DR a minimum of once annually is adequate. If the focus 
is a mission critical workload (but, again, the data is primarily the 
only thing changing), once quarterly is appropriate.

But if the environment is changing via internal development, 
new applications, migrations, or upgrades, testing should ideally 
be built into the process of moving to any new platforms or 
applications. But, seeing as that’s probably not realistic, having 
some semi-annual testing of the then-current environment 
makes sense.

DR EXPERTS: HARDWARE SPECSS - There’s usually a lot of focus
on which applications and systems need to be included in the plan. But 
when it comes time to actually preform a test, it’s more than likely that 
you’re going to recover into a virtual environment. So, you’re going to 
need to also have documented the basic hardware requirements for 
each system, including Processor, Disk, Memory, and Network.

E-Book  |  202106
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As with dependencies, update your workload list with frequency 
details, which begins to shift your workload list toward the 
beginnings of an actual DR testing process document.

Getting Specific with DR Testing
To have confidence in your DR plans, it’s imperative to have those 
plans as specific as necessary to actually recover. Starting with the 
business needs helps DR testing focus in on those workloads,
applications, and systems that are critical, gathering any needed 
details that might impair recoverability. All this detail should be 
added to the DR plan so that it can be successfully tested.

In our next (and last) chapter, we’ll cover some of the ways 
organizations test their DR plans – from review to simulations. We’ll 
discuss some aspects of testing that shouldn’t be left out, and look 
at ways to maximize the effectiveness of your testing.

INSIGHTS: MTPOD - You’re likely already familiar with recovery 
time and point objectives used to define backup frequency and 
recovery speed. But we’d like to introduce another timeframe 
that will help provide context to define which workloads 

need to have their DR tested: MTPoD.

The Maximum Tolerable Period of Disruption (MTPoD) 
represents how long a business can survive before the lack of 
recovery will irreparably harm the business. In more practical 
terms, it represents    when, if south,  how much 
time you have to fix it before

recovery goes 

 the disaster event becomes what 
is sometimes referred to as a “Resume-Generating 
shorter the MTPoD, the greater the need for the 

Event." The 
workload to  be 

tested, and the more frequent the testing.

B L O G :  D R  T  E  S T I N G  S U C C E S S E S

INSIGHTS: BOOT ORDER - Just so it’s said, you can’t just boot
up every server involved in a test at the same time. Detailing 
dependencies also means documenting how much time is 
needed to allow system A to boot up completely so that when 
the dependent system B boots, it can communicate with and 
get all needed services from A.

E-Book  |  202106
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CHAPTER 4:

How to Test DR?

Up to this point in the eBook, we’ve focused on all the 
underlying details that define what should be tested and a 
bit of why they need to be tested. But there’s still the issue of 
exactly how DR testing should be done. In the end, the goal is 
to make certain what you have planned is going to work. How 
exactly organizations go about this differs in method and 
effectiveness.

DR EXPERTS: TESTING BACKUPS VS. 
REPLICATION

Depending on the type of backups you're creating, 
there are two ways to test the integrity and viability 
of backups. One involves the booting up of a VM 
backup and the other leverages replication of a 
production workload to a recovery site. 

OffsiteDataSync uses the Veeam Availability 
Suite to accomplish both. In the case of backups, 
OffsiteDataSync can create a test recovery 
environment, restore VMs, and have you validate 
the operational viability of the recovery. In the case 
where Veeam replication is used to create backup 
versions of your environment, the functionality is 
built-in, simply test the viability of the replicated 
environment.

C H A P T E R  4

In this chapter, we’ll take a look at some of the 
ways organizations address the need to test DR, 
what aspects of DR shouldn’t be overlooked as 
part of testing, and what resources are available 
to you to assist.
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Ways to Test DR
You might think this is an obvious one, but organizations tend to 
have one of three primary purposes when testing DR – test the 
plan, test the people, or test the technology. Each of the following 
covers at least one or more of these purposes:

Review the Plan - An important step, having your DR team walk 
through the plan looking for missteps, left out scenarios, missing 
details, etc. can be a simple, fast, and effective way to ensure 
the plan is as complete as possible. The overwhelming majority 
of organizations (75%) do this annually. We recommend if your 
organization takes this route, you should at least do periodic 
testing of backups.

Tabletop Run-through - Rather than perform an actual recovery
simulation offsite or in the cloud, some organizations do a
sit-down scenario-based walkthrough of the DR plan, discussing 
the recovery activities, bringing up potential issues, and generally 
preparing the DR team for a true recovery scenario. Over two-
thirds (69%) of organizations do this annually.

Scenario Simulation - Some environments are so complex,
performing a simulation of a complete failure is too 
timeconsuming. So many organizations choose to pick a scenario 
to test – this can be workload or application-based, location-
based, or devised by management – so that the internal DR team 
can work through the actual steps necessary to bring those parts 
of the environment in the scenario back online in a recovery 
environment. While 46% of organizations do this annually, a 
massive 39% don’t do this ever.

Full Simulation - In this case, the whole enchilada is at stake; 
evaluating the organization’s ability to recover an entire copy of 
operations. For smaller organizations, it’s about as complex as a 

DR EXPERTS: DON’T FORGET FAILOVER! - So often we see
organizations testing the ability to recover a system, an application, 
etc., but not do the work of testing the actual DR scenario – which would 
include failover. In all 4 testing methods, the intent is to work through 
the DR process; that needs to include failing over to an alternate site, 
connecting users, and having some resemblance of operations.

OffsiteDataSync can assist with DR Scenarios from simple to complex, 
creating the needed offsite recovery environment, helping to establish 
and test connectivity.

scenario simulation in a larger organization. But for enterprises 
with many critical workloads, complex directory and security 
requirements, and a diverse base of user devices and connection 
types, to say it’s a massive undertaking is an understatement. And 
yet, while 51% of organizations stay clear of this kind of testing, an 
impressive 49% do this at least annually, if not more frequently.

Rather than perform an actual recovery simulation offsite or in 
the cloud, some organizations do, with the exception of plan 
reviews, have one or more specific scenarios in mind when it comes to 
testing DR. In some cases, when multiple scenarios exist, they are merely 
tested at different times throughout the year.

D O W N L O A D :  S C E N A R I O  S I M U L AT I O N  W O R K S H E E T
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DR EXPERTS: WHAT ABOUT FAILBACK?

It’s the often-forgotten final step of a disaster 
recovery scenario. There are two schools of
thought: 1) use the recovery environment until
you figure out the failback, and 2) include the
failback process as part of the testing.

OffsiteDataSync uses Veeam Replication in 
many cases to automatically address failback. A 
copy of the recovery environment is replicated 
back down to your on-premises systems, 
limiting failback to little more than ensuring IP 
addressing, DNS, and client access are correctly
configured to use the production environment.

For those environments not using replication, 
OffsiteDataSync offers white glove assistance in
seeding on-premises systems and ensuring 
failback is successful, no matter the scenario.

C H A P T E R  4

Testing Client Connectivity
All of the test methods above focus primarily on getting the systems, 
applications, and data needed for operations back up and running. But 
certain scenarios – particularly those where there is a loss of location 
(whether by natural disaster, power outage, or inaccessibility) – require 
users to connect using alternate means. These include:

Personal Device & VPN - This method requires testing the installation 
of a VPN service (that may or may not be currently in production, as well 
as the user's ability to install the VPN client, connect to the recovery 
environment, and utilize corporate applications.

Virtual Desktop - The use of a virtual desktop offers the advantage of
having a fully and properly configured desktop ready to make the user 
productive. Testing of this method would include the implementation 
of the server hosting the virtual desktops (assuming it’s not used in 
production) and the means by which users connect to their virtual 
desktop (VPN, web client, etc.).

Alternate Location - Many organizations utilize a temporary office space
during a disaster, often complete with computers, phones, etc. Testing 
of this method includes establishing connectivity between the alternate 
location and the recovery environment and making certain users can log-
on and utilize corporate applications.

The challenge with testing client connectivity is that in the first two testing 
methods (reviewing the plan and a tabletop run-through) nearly all of the 
client connectivity aspects truly require testing the technology; an “in-
theory” run through isn’t sufficient. With scenario simulations, the limited 
scope may also keep an organizations from including client connectivity 
testing. In a full simulation, there’s no excuse; connectivity testing is a 
must to prove recovery of operations is possible.
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Getting Some Help with Testing
Disaster Recovery isn’t something that’s worked on daily in 
most organizations. To ensure success, it requires a level of 
experience and expertise that isn’t achieved by just knowing 
the systems that need to be recovered inside and out. Using a 
partner that specializes in disaster recovery can assist not only 
with testing your DR plan, but throughout the entire lifecycle of 
DR, including risk assessments, planning, providing the recovery 
environment, testing (of course), and the actual recovery. 

By leveraging a partner that has hundreds or thousands of DR 
tests and actual recoveries under their belt, you increase the 
likelihood of recovery success, improve the speed of recovery, 
and elevate the availability and productivity of your 
organization, all while lowering the overall cost of recovery.

DOING DR TESTING RIGHT

There are many ways to accomplish testing of your 
DR plan. How exactly you go about it is based on
availability of staff, budget, time, and resources. 
Regardless of which testing method you use, be 
sure you are working towards testing the plan, the 
people, and the technology to ensure in an actual 
disaster every part of the recovery process functions 
as expected. By doing so, you’ll have an effective 
and proven DR plan that you can count on when 
disaster strikes.
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