
With most regulations regarding PHAs, owners and operators 
of hazardous facilities are afforded a fair degree of freedom in 
deciding what methodology to apply to their PHAs, in order to best 
capture the overall risk profile of their operations, while efficiently 
and effectively using their resources. This freedom applies equally 
to the revalidation process.

Confusion often arises in industry when discussing PHA 
Revalidation. The term “revalidation” is often misinterpreted to 
mean “update what is already there.” As industrial processes 
become larger and more integrated, and as resources become 
more limited, it is tempting to take an existing PHA study and 
simply “update” it based on recent changes. However, in a large 
process, or following a significant regulatory change, the process 
of “updating” can become quite complex and confusing. Even 
in a smaller facility with a large amount of operating history and 
a relatively small number of changes, the process of updating 
PHAs can breed apathy and disinterest. At either extreme, an 
accurate representation of a facility’s current risk profile can be 
compromised, in some situations over-mitigating for risk reduction 
purposes, and others broadly exposing unacceptable risks.

Based on your specific situation, the revalidation of a PHA 
study will likely follow one of two routes:

• Updating an existing study to incorporate changes that have
occurred since that study was completed, or

• Conducting a brand new PHA study, from scratch.

Some regulations require that a PHA study be revalidated 
every five years. A lot can change in five years:

• Equipment has five more years of wear and tear

• Turnover in personnel

• Changes in production methods

• Changes in regulations, standards, and risk ranking criteria

• Changes in the overall environment

In addition, hazards may have been eliminated, new hazards 
may have emerged, and safeguard effectiveness may have 
changed since the last study was completed. Viewed individually, 
any of these changes may not be significant. Collectively, 
however, the impact on your operational risk profile can be 
surprisingly significant. Understanding how to optimize the 
revalidation process, and selecting the best approach by which 
to complete it, is essential in order to obtain the best balance 
between study accuracy/quality and resource efficiency.

So what are the main steps you need to undertake for PHA 
updates in order to set yourself up for success?

The Sphera team of process safety consultants regularly assists 
our clients with the facilitation and documentation of their PHA 
studies. The team has compiled the following pragmatic reference 
guide which includes a five-step overview of some of the more 
important considerations to keep in mind when determining the 
study revalidation approach that is best for you.

Most regulatory regimes require some form of “revalidation” of process hazards analysis studies 
on a frequent basis, or in preparation for any significant process modification. 

5 Steps for 
Updating Your PHA



Step 1: 
Assess the Quality of the Previous PHA

Before deciding which approach may be best for your PHA study 
revalidation, it is important to first take some time to review the 
quality of the current PHA. Even though this step will require a bit 
of extra time and analysis, this is a valuable step so that you can 
understand the scope your revalidation effort will require. 

Some things to pay attention to:

• Were all causes identified and consequences fully developed?

• Were all potential risks considered?

• Was the assessment of severity and likelihood consistent
across the study?

• Were recommendations appropriate (risk-justified)?

• Were all areas covered or are there any major areas that were
missed or overlooked?

• What was the composition of the team that conducted the
previous PHA, was it an appropriate cross-section of expertise
and experience?

• Was it an appropriate duration (not too much, not too little)?

Also keep in mind that while the quality of the existing study may 
be appropriate for the resources, experience, and information 
that were in place at the time, five years of additional operating 
experience and understanding of process safety management 
may change your expectations sufficiently so that even a 
study that was of acceptable quality at the time is no longer 
acceptable to support the current work you need to do!

Step 2: 
Determine the Number and Quality of MOCs

Managed changes have one of the biggest impacts on PHA 
revalidation efforts. 

Many organizations attempt, through their MOC activities, 
to keep PHA studies “evergreen” – incorporating changes 
into the PHA study as they are effected in the plant. Effective 
management of this activity is extremely important, so that 
studies can be updated accurately.

It is important to verify the existence and rigor of the MOC 
system and all changes carried out since the original PHA study.

Some things to pay attention to:

• The number and type of MOCs that have been filed
(temporary, permanent, emergency)?

• Are there any changes that have occurred that did not go
through the MOC process?

• Is there adequate documentation of MOCs?

• Are there any overlapping changes?

When a large number of changes have taken place, often 
concurrently, in the operation, “retrofitting” an old PHA to take 
these changes into account can be extremely confusing, and 
has a significant potential for mistakes to occur and for risks to 
be overlooked. We commonly see situations where temporary 
changes may show as having been removed from service 
in the field, but have instead become permanent. We also 
commonly encounter changes that have been implemented 
on an emergency basis, but for which the subsequent change 
management process has not been followed, leading to 
situations where equipment is now operational in a facility 
without the proper operating procedures and process monitoring 
being in place to manage them.

Step 3: 
Confirm That the Process Safety Information (PSI) 
is Up to Date
Process Safety Information (PSI) is the collection of documents 
that fully describes the process, including the equipment of 
which it is composed, and the methods by which it is to be 
operated in all operational stages. Therefore confirming the 
PSI is an important step since the quality of the study is highly 
dependent on the quality and completeness of the PSI that is 
used as the basis for the study.

Here are some of the important items that need to be 
checked for currency:

• Piping and Instrumentation Diagram (P&IDs)

• Process Flow Diagrams (PFDs)

• Process Description or Narrative

• List of Alarm, Control, and Trip Set Points

• Process chemistry

• Equipment Specification Sheets

• Safety Data Sheets (SDSs)

• Mass and energy balances

• Standard Operating Procedures (SOPs)

• Cause and Effects Diagrams

A simple example from the above list is the currency of Safety 
Data Sheets. With the wave of GHS implementations across the 
globe, most recently implemented in the US, SDSs have been 
updated on a significant scale. As a result hazard classifications 
may have changed for chemicals being used on site as well as 
handling and precautionary measures. A review of this new data 
will be an important element in determining risks. 

As well, in many facilities, there is often a lag between 
implementing a change in the process, and having the P&IDs 
updated by the drafting department. Significant lags can lead to 
personnel running a system for which the documentation is not 
complete or accurate, thus incorporating unnecessary confusion 
and risk.



Step 4: 
Review Regulatory Changes That Have Occurred 
and How They Might Impact Your PHA

There are many regulations that may impact your operations. 
With regulatory oversight by both governmental organizations 
and professional associations becoming tighter and more 
complex every year, revalidating a PHA study may become 
difficult not because the process has changed significantly, but 
because the rules under which the revalidation must occur are 
different.

These are some of typical regulations that our customers 
systematically monitor and review: 

United States:
• OSHA 1910.119 Process Safety Management of Highly

Hazardous Chemicals & Blasting Substances

• 40CFR Part 86 Accidental Release Prevention Requirements:
Risk Management Programs Under Clean Air Act Section
112(r)(7)

European Union:
• Seveso III (2015)

United Kingdom:
• COMAH (2015)

Singapore:
• SS506 Part 3: Occupational Safety and Health Management

System (Requirements for the Chemical Industry)

In addition to legal compliance, companies follow other 
industry best practices and standards (RAGAGEP):

• American Petroleum Institute (API)

• Responsible Care

• American National Standards Institute (ANSI)

• International Society of Automation (ISA)

• International Electrotechnical Commission (IEC)

• International Standards Organization (ISO)

For example, it is expected that significant changes to the OSHA 
Act in the American state of California will be implemented in 
the near future, with additional expectations placed on process 
safety management activities for oil refineries within the state. 
Damage mechanism reviews, hierarchy of controls analysis, and 
detailed safeguard analysis, are all expected to be required. In 
order to support these activities, previous approaches to PHA 
studies may not fully support these new activities, or information 
previously collected may not be sufficient to effectively support 
implementation of the new requirements. Simply reviewing and 
updating an old PHA study – rather than re-doing it using a 
modified approach – may create more problems than it solves 
for many risk managers.

Step 5:
Take Note of What has Changed Within Your 
Company That May Materially Impact Your 
Current Effort in Re-assessing Risks
This final step is a broader but internally focused one. Company 
policies, risk tolerance, experience level of staff, and staff 
turnover all taken together will set the scene and tone for the 
update analysis. The ultimate goal of any PHA exercise is to 
reduce risks to a level at which your organization is comfortable 
and that your resources are able to support and manage. This is 
commonly referred to as ALARP: As Low As Reasonably Practical. 
The level or risk that describes your “comfort zone” is referred to 
as “acceptable risk”

For every organization, the acceptable risk will be different, 
and may even be different within different units or divisions of 
the same organization. This plays an important factor in any 
assessment.

Here is a short but non-exhaustive list of potential areas 
that warrant some attention:

• Changes to the risk matrix or tolerable risk criteria (due to
policy or management changes, changes in legal guidance,
updated insurance provider demands, etc.)

• Upgrades and changes to PSM systems such as mechanical
integrity standards and permit standards

• Team composition, i.e., skill level, experience level, mix of
knowledge

• Resources, i.e., reduction in staff or specialized equipment

• Surrounding environment, i.e., building up of a community that
is now closer to operational hazards

Overall, knowing what level of risk your organization accepts  
is important, for many reasons:

• It can help to minimize the addition of risk reduction /
mitigation measures that are not necessary

• It can help to reduce the chances of taking credit for risk
reduction / mitigation measures that may be ineffective

• It can help to focus risk management efforts on those
measures that are truly essential to reducing overall levels of
your operational risk.

If, when going through the above five points, you find that 
there have been significant changes in your overall operational 
situation, then updating an old PHA study to simply “get it 
done” may provide short term efficiencies that ultimately cause 
significant long-term pain.



Concluding Remarks
It is important that revalidation efforts not be taken lightly. It 
simply cannot and should not be an automatic checking of boxes 
to simply get the job done. Many times initial PHAs provide good 
foundational information to use as a source. 

However factors such as the amount of time that has elapsed 
since the PHA was conducted and other major changes that may 
have occurred since then might mean the revalidation analysis 
might not be straight forward and may require significant time 
investment. Remember that at any of these steps you may 
conclude that an update of the existing study could prove too 
difficult and a redo of the study may be a better option.

In addition, performing process hazards analysis (PHA) studies 
alone is simply not enough to ensure facilities operate safely. 
Process safety management is a complex undertaking, involving 
many elements and resources, each serving specific purposes. 

PHAs are an important cornerstone that support and promote 
your overall PSM program, but that PSM program must 
ultimately be designed to ensure that you comply with all 
applicable rules, guidelines, and standards, making the best use 
of your available resources, and taking your specific operations, 
environment, and stakeholders into account.

About the Sphera Risk Assessment Solution
The Sphera Risk Assessment Solution, with its proven enterprise 
software, content and domain expertise, strengthens and 
improves your risk assessment processes including: Process 
Hazard Analysis (PHA), Hazard and Operability Study (HAZOP), 
Management of Change (MOC), Layer of Protection Analysis 
(LOPA), Job Safety Analysis (JSA), Security & Vulnerability 
Analysis (SVA), and Bowtie Analysis. It helps you Implement 
full traceability from assessments to mitigation strategies and 
monitoring of controls. Unifying essential risk lifecycle steps 
on a single, global platform with a closed-loop, continuous 
improvement process. It also helps to build a central risk 
knowledge base and gain better visibility across the organization 
to prioritize resources.  Contact us for more information on how 
we can help you with your risk assessment processes.

About Sphera 
Sphera is the largest global provider of software and information services in 
the operational risk, environmental performance and product stewardship 
markets. For more than 30 years, we have helped over 2,500 customers, and 
hundreds of thousands of individual users, across more than 70 countries to 
optimize work-flows and navigate the complex and dynamic global regulatory 
structure. Learn more at www.sphera.com.  
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