
Logicalis Optimal Security Suite 
The Logicalis Optimal Security Suite is a collection 
of tightly integrated managed security solutions 
that provides critical protection for you in a modular 
approach. Any security module can be leveraged 
individually, but when combined with other 
components of the suite, you get an even higher 
level of service. The Logicalis Optimal Security Suite 
is composed of four major offerings and several 
secondary solutions.

Optimal Threat Insight
Optimal Threat Insight (OTI) leverages highly trained 
security analysts with industry-leading Security 
Information and Event Management (SIEM) software 
to provide you with protection, insight and 24x7x365 
notification. SIEM tools, combined with expert 
security analysts leveraging multiple sources of Threat 
Intelligence, will ensure that we are always up to date 
on the latest tactics, techniques and procedures.

We monitor your environment for indicators of 
compromise and predictive behaviors. When 
suspicious activity is detected, we provide critical 
information and assistance to ensure that 
the problem is properly classified along with 
recommendations on prevention or remediation. 

Logicalis OTI is built around ITIL processes and is fully 
measured via SLAs. Priorities are assigned to each 
event or incident based on its severity and the 
potential business impact. This ensures a higher 

degree of business relevance than simply prioritizing 
on vulnerability and exploit rankings alone.
Logicalis OTI can be delivered via our cloud SIEM 
solution or we can leverage the investment you’ve 
already made in a SIEM platform.

Optimal Network Security Management
Optimal Network Security Management ensures 
you get the most value and protection from your 
firewall and network security investment. We 
provide monitoring and management of your 
firewalls, configuration management, overall device 
management, daily health checks and proactive 
alerting.

When changes are required, we work to ensure the 
changes reflect the set objectives and do not conflict 
with existing rules. This helps avoid the ruleset sprawl 
that plagues many firewall environments over time.
Optimal Network Security Management goes well 
beyond ruleset management, leveraging features 
such as Intrusion Detection/ Prevention, URL filtering, 
application specific policies, identity and anti-
malware. We can also monitor and evaluate your 
firewall for indicators of compromise or suspicious 
activity as it relates to the firewall.

In addition, we also offer secondary security offerings, 
such as Cisco Umbrella, Cisco ISE and Provisioned 
Firewalls.
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How does leveraging modular security 
services help address security service gaps?



Optimal Endpoint Management
Optimal Endpoint Management provides a complete 
endpoint protection solution for both EPP (EndPoint 
Protection) and newer EDR (Endpoint Detection 
and Response) technologies. It includes signature 
management, alerting and response guidance, 
management of cloud integration (for EDR solutions) 
as well as ancillary functions such as device control, 
encryption, host-based intrusion detection and prevention 
and more.

Optimal Vulnerability Management
While zero-day attacks are a prevalent concern, more than 
half of all exploits leverage vulnerabilities where a patch 
or update exists, but the defending organization has not 
deployed the update1. Optimal Vulnerability Management 
helps ensure you apply the right updates. It provides 
weekly evaluations of your environment, identifying and 
prioritizing vulnerabilities to provide actionable data. 
Historical data is also evaluated for critical issues that 
weren’t resolved or previously addressed vulnerabilities 
that have resurfaced, such as performing a system restore 
from an outdated image.

Our vulnerability team will meet with you once a month to 
discuss the overall health of your environment and share 
insights from our research and analysis of the current 
threat landscape.

Logicalis Security Points
We know standard security offerings can’t cover 
everything that could happen in today’s landscape. 
Our Security Points help address that gap by providing 
additional blocks of time that can be added to our security 
services. They can be used for nearly anything that’s 
beyond our core solution offerings, such as:

 x Forensic analysis
 x Custom reporting
 x Creation of business-specific rulesets
 x Architecture review
 x Security consulting

Security Points help ensure you receive the highest level 
of security assistance. All requests are handled via our 
standard service management tool, so there’s no need for 
change orders or additional invoices.

Why Logicalis?
With more than 11 years’ experience in providing managed 
security services to 400+ customers globally, we have a 
level of expertise and experience that few in the industry 
can match. We back our experience with critical industry 
and vendor certifications, such as (ISC)2 Certified 
Information Systems Security Professional (CISSP), ISACA 
Certified Information Security Manager (CISM) and EC-
Council Certified Ethical Hacker (CEH), and company-wide 
attestations such as PCI DSS, HIPAA/HITECH, Privacy 
Shield (completed prior to the existence of GDPR), FDIC-
FFIEC and more.

What we can do for your
organization?

Contact Logicalis to learn
how we can help.

Visit
www.us.logicalis.com

Call
866 456 4422


