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Reopen with Safety Top of Mind

As the pandemic persists, the country continues to 
respond by scaling for remote and shelter-in-place 
working and learning scenarios. At the same time, 
businesses and schools are considering full reopening 
strategies with HR, Legal, and organizational 
leadership, using guidance from the CDC, industry 
officials and others. There is much to contemplate in 
this new and fast-changing environment. 

Whether you’re all in on reopening or taking a “hybrid” 
approach, employees, citizens, students, and teachers 
want to do so knowing that there’s a well-considered 
plan, from precautionary measures to technology 
infrastructure that supports them. 

In the end, success will be measured by a 
thoughtful reopening plan that keeps safety top of 
mind and an agile technology infrastructure that 
enables businesses and schools to quickly adapt to 
change. 

Logicalis offers solutions and services to help you lay a 
solid  technology foundation and pave the way—not 
only for effective reopening now, but operational 
continuity in the future.

Resources

CDC GUIDELINES
Businesses & Workplaces

CDC GUIDELINES
Schools & Child Care

CDC GUIDELINES
Colleges & Universities G

OSHA
Guidance on Returning to Work

CIO
The CIO’s Return to the Workplace Playbook

GARTNER
The Executive’s Guide to Returning to the Workplace

https://www.cdc.gov/coronavirus/2019-ncov/community/organizations/businesses-employers.html
https://www.cdc.gov/coronavirus/2019-ncov/community/organizations/businesses-employers.html
https://www.cdc.gov/coronavirus/2019-ncov/community/schools-childcare/index.html
https://www.cdc.gov/coronavirus/2019-ncov/community/schools-childcare/index.html
https://www.cdc.gov/coronavirus/2019-ncov/community/colleges-universities/index.html
https://www.cdc.gov/coronavirus/2019-ncov/community/colleges-universities/index.html
https://www.osha.gov/Publications/OSHA4045.pdf
https://www.osha.gov/Publications/OSHA4045.pdf
https://www.cio.com/article/3564809/the-cios-return-to-the-workplace-playbook.html
https://www.cio.com/article/3564809/the-cios-return-to-the-workplace-playbook.html
https://www.gartner.com/en/insights/an-executive-guide-to-returning-to-the-workplace
https://www.gartner.com/en/insights/an-executive-guide-to-returning-to-the-workplace
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Quickly Respond with an Agile Technology Foundation

AS 2020 HAS DEMONSTRATED, CHANGE  
HAPPENS FAST—AND WHEN IT’S LEAST EXPECTED.

While change brings massive uncertainty, it also 
demonstrates the value of being prepared—for any 
event, at any time—so you can quickly respond  
with ease and continue operations unabated.

As Architects of Change™, Logicalis helps our 
clients manage change by working together 
to build a technology foundation that enables 
business and operational continuity and includes:

• Collaboration – Ensure that employees, students,
and teachers can effectively communicate and
collaborate, no matter where they are or what
devices they’re using.

• Data Center – Leverage your current
environment and integrate it with new
technologies so you can quickly deploy
business services and workloads wherever
they’re needed.

• Cloud – Strategically organize and accelerate
your cloud adoption initiatives while extracting
maximum value from your existing assets.

Key to this technology infrastructure is a stringent security layer that reduces business risk, protects 
the privacy of your constituents, and ensures that compliance initiatives are met.

While change brings great uncertainty, it also brings an opportunity to put your technology infrastructure 
under the microscope and reflect, refresh, and reinvent it. Organizations that embrace change will 
have a strong technology backbone that enables them to not just survive, but to thrive in the future. 

Consult the resources on the following pages as you develop your reopening plans and shore up your 
technology foundation. We’re here to help, too.

Collaboration Cloud

Security

Data Center



IT Resources for Reopening Workplaces

WEBINAR
Pitfalls & Practices for a Remote Workforce – Learn how to overcome pitfalls for remote work and 
key components for a successful remote work strategy.

WEBINAR
How to Deploy a Secure Remote Workforce – See how to help your remote workforce connect and 
collaborate effectively, while maintaining your security.

BLOG POST
Morphing Multiple Modalities into Enterprise Telehealth – Transform multiple products for multiple 
modalities into an integrated enterprise telehealth platform.

BLOG POST
How to Scale and Optimize Your Telehealth Strategy – Learn how to scale existing or adopt new 
telehealth programs to meet patient demand.

Cloud

DATASHEET  
Microsoft Azure Production Ready 
Cloud – Decide the best and fastest 
way to ensure a successful cloud 
migration, while reducing risk.

WEBINAR
Best Practices for Migrating to the 
Cloud – Join Logicalis cloud experts 
as they discuss the challenges of 
cloud migrations and strategies for 
overcoming them. 

BLOG POST
Cloud Migration Strategies – Do it 
yourself? Hire a consultant? Invest 
in “just right”? Decide how best to 
migrate to the cloud with these tips.

Security

DATASHEET
Security Solutions – Delve into the Logicalis 
security portfolio for right-sized solutions that 
leverage your existing investments. 

BLOG POST
Staying (Cyber) Safe During COVID-19 – Read 
how to protect your organization from a potential 
attack with these security considerations for 
remote workforces.

BLOG POST
Why Secure Remote Access Points are  
Essential Today – Learn about the differing 
remote work and learn challenges and how 
secure access points can help.

PODCAST
Simply Secure Podcast – Join VP of Security 
Solutions Ron Temske as he dissects security in 
a simplified way. 

Collaboration

DATASHEET
Collaboration Solutions – See how to 
improve productivity, customer  
relationships, and profitability with  
the right collaboration solution. 

BLOG POST
IT Considerations for Remote Work – 
Prepare for the challenges of a remote 
workforce with security considerations and 
collaboration use cases.
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https://www.us.logicalis.com/webinars/work-from-anywhere/
https://www.us.logicalis.com/webinars/work-from-anywhere/
https://www.us.logicalis.com/webinars/secure-remote-workforce
https://www.us.logicalis.com/webinars/secure-remote-workforce
https://logicalisinsights.com/2020/08/24/morphing-multiple-modalities-into-enterprise-telehealth/
https://logicalisinsights.com/2020/08/11/how-to-scale-and-optimize-your-telehealth-strategy/
http://go.pardot.com/l/220012/2020-02-20/ywtwt/220012/61732/Production_Ready_Cloud_Platform_Flyer_US.pdf
http://go.pardot.com/l/220012/2020-02-20/ywtwt/220012/61732/Production_Ready_Cloud_Platform_Flyer_US.pdf
https://www.us.logicalis.com/webinars/migrating-to-the-cloud
https://www.us.logicalis.com/webinars/migrating-to-the-cloud
https://www.us.logicalis.com/webinars/migrating-to-the-cloud
https://logicalisinsights.com/2020/06/29/cloud-migration-strategies/
https://logicalisinsights.com/2020/06/29/cloud-migration-strategies/
http://go.pardot.com/l/220012/2020-04-06/217jyn/220012/63349/Logicalis_Security_Solutions.pdf
https://logicalisinsights.com/2020/03/20/staying-cyber-safe-during-covid-19/
https://logicalisinsights.com/2020/03/20/staying-cyber-safe-during-covid-19/
https://logicalisinsights.com/2020/05/01/why-secure-remote-access-points-are-essential-today/
https://logicalisinsights.com/2020/05/01/why-secure-remote-access-points-are-essential-today/
https://logicalisinsights.com/2020/05/01/why-secure-remote-access-points-are-essential-today/
https://soundcloud.com/user-980002653/simply-secure-with-ron-temske-episode-1-introduction
https://soundcloud.com/user-980002653/simply-secure-with-ron-temske-episode-1-introduction
http://go.pardot.com/l/220012/2020-04-06/217jyz/220012/63353/Logicalis_Collaboration_Solutions.pdf
https://logicalisinsights.com/2020/03/17/preparing-for-uncertain-times-it-considerations-for-remote-work/
https://logicalisinsights.com/2020/03/17/preparing-for-uncertain-times-it-considerations-for-remote-work/


Ease the Burden on Your IT Team
Logicalis also offers secure remote workforce solutions, as well as cloud and 
consumption-based infrastructure, security, and collaboration solutions. 

It can be challenging to determine what solutions you need now and in the long 
term, and there are many options for deploying them. To help ease the burden on 
your IT team, Logicalis offers expert consulting services and workshops that can 
help you build a strategy that takes you from today into the future, along with a 
roadmap for implementation. 

Resources

Services

DATASHEET
Managed Services – See how Logicalis Managed Services 
enable your team to focus on your core business while we 
attend to your IT infrastructure.

DATASHEET
Service Desk – Find out how to deliver a stellar  
end-user experience—without hiring, training, and 
managing a team.

BLOG POST
Meet Business Demands with IT Staff Augmentation – 
Get the flexibility needed to scale your people  
resources—and meet fast-changing business demands.

DATASHEET
Rapid Deployment Services – Meet challenges head on 
and get the engineering support you need to maintain 
security and infrastructure readiness.

DATASHEET
ServiceNow Emergency Response – Better manage the 
fast-changing challenges presented by the pandemic with 
four complimentary applications that simplify complexity.
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https://www.us.logicalis.com/workshops/
https://go.pardot.com/l/220012/2020-06-08/22lqxc/220012/66288/DS_Managed_Services.pdf
https://www.us.logicalis.com/globalassets/united-states/Downloads/Playbook/Service-Desk-Logicalis.pdf?utm_source=playbook&utm_medium=datasheet&utm_campaign=service_desk
https://logicalisinsights.com/2020/05/27/meet-business-demands-with-it-staff-augmentation/
https://logicalisinsights.com/2020/05/27/meet-business-demands-with-it-staff-augmentation/
http://go.pardot.com/l/220012/2020-03-17/ztgdc/220012/62780/Rapid_Deployment_Services_from_Logicalis.pdf
http://go.pardot.com/l/220012/2020-04-07/217rzj/220012/63469/ServiceNow_Emergency_Response.pdf
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Secure Remote Workers 
Cisco wants to help your employees work remotely and securely. Right now, the abrupt shift towards 
massively supporting remote workers creates a series of security challenges — keeping your business 
running in a very different environment or at a greater scale than ever before. This is putting a sudden 
strain on both your security and IT teams who are being tasked with quickly providing support for an 
unprecedented number of offsite workers and their devices — without compromising security.

Taking into account this new reality, it’s important to implement a simple and easy way to secure 
remote workers at the speed and the scale of your business. The Cisco Secure Remote Worker solution 
unifies user and device protection at scale, making it easy to verify, enable secure access and defend 
remote workers at anytime from anywhere. This integrated solution helps accelerate your business 
success with security that works together, delivering the power of Cisco Duo, AnyConnect, Umbrella and 
AMP for Endpoints.

Get started 

Get started with the integrated Cisco Secure Remote Worker with a custom workshop.

Duo

Verifies the identity 
of all users before 
granting access to 
corporate applications.

AnyConnect

Enables secure access 
to the enterprise 
network for any user, 
from any device, 
at any time, in any 
location.

Umbrella

Provides the first line 
of defense against 
threats on the 
internet wherever 
users go.

AMP for Endpoints

Provides the last line 
of defense, enabling 
protection, detection 
and response on  
the endpoint  
against known and  
unknown threats.

Learn More Learn More Learn More Learn More

https://www.us.logicalis.com/rush-to-remote/
http://www.duo.com/
http://www.cisco.com/go/anyconnect
http://umbrella.cisco.com/
https://www.cisco.com/c/en/us/products/security/amp-for-endpoints/index.html
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Microsoft Teams
Empower remote work with your hub for team files, conversations, and meetings. 
All in one place, wherever you and your team are.

STAY CONNECTED IN CHATS AND MEETINGS
No watercooler? No problem. Stay connected while working remotely by easily contacting 
colleagues one-on-one or creating instant group conversations. Join meetings with audio 
and HD video so you can keep in touch in a virtual environment.

SHARE CONTENT, CONNECT VIRTUALLY
Share your screen to show presentations, videos, or any other content for easy collaboration. 
Leverage Whiteboard to brainstorm ideas together and draw or write on a shared digital 
canvas.

COLLABORATE WITH INTEGRATED OFFICE 365 APPS
Share your work for seamless collaboration with Teams. Office apps and services like Word, 
Excel, PowerPoint, OneNote, SharePoint, Stream, and Power BI are built-in, giving you access 
to files in one place, so you stay in your workflow.

Security and compliance

Keep your conversations and content 
safe. Teams is integrated into Office 365, 
which means it features the enterprise 
grade security and compliance you need.

Get creative and have fun

Keep morale up and help your team 
stay positive, engaged, and energized. 
Use Teams to encourage fun activities 
and challenges like a photo contest or 
creative ideas brainstorm.

To learn more about Microsoft Teams or to schedule a Microsoft Customer Immersion Experience (CIE) please 
contact your Logicalis Account Executive today.  866.456.4422 | info@us.logicalis.com

© 2020 Microsoft.  All rights reserved.

mailto:info%40us.logicalis.com?subject=I%27d%20like%20to%20start%20using%20Microsoft%20Teams.
https://www.us.logicalis.com/microsoft-and-logicalis/
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Cloud-like Storage on Your Premises, On Your Terms
In a world of uncertainty, businesses need technology infrastructure that:

• Supports their long-term mission, while providing the agility needed to respond to the changing
demands of a remote workforce.

• Minimizes disruption to productivity and maintains business continuity by simplifying updates,
maintaining security, and optimizing access to workloads and applications.

• Delivers flexible consumption, without the financial risk.

NetApp Keystone Flex Subscription provides a flexible pay-as-you-grow subscription with a predictable 
payment for a cloud-like experience on your premises.

Ideal for businesses that:  
• Prefer 100% OPEX, with no

assets on balance sheet

• Want to act as an internal
or external service
provider and better align
costs with usage

• Have variable
capacity growth

• Want to reduce time
spent on routine storage
tasks (migrations, tech
refresh, upgrades)

• Need a short-term
solution before migrating
workloads to the cloud

• Are moving workloads
from the cloud to on-prem

Logicalis expert Professional and Managed Services teams can work with you to recommend, 
implement, and manage a hybrid cloud infrastructure that enables your business to consume  
IT on-premises with a predictable monthly payment.

For more information, contact your Logicalis Account Executive or call 866.456.4422. 
Or visit NetApp Keystone. 

CAGR growth, CY18 - CY22

13.7% 
Flexible consumption models
0.9% CAPEX

Pay for Storage

Service tiers based 
on IOPS and latency

Pay for use

Predictable billing 
for committed 
capacity, plus pay-
per-use billing for 
burst capacity

Get a bundled price

Hardware, core OS 
and support for  
one $/TiB price

Choose a flexible term

As little as 12 months,  
100 TiB or more per site

Choose who operates

Operated by NetApp, 
partner or you

https://www.netapp.com/us/solutions/keystone/flex-subscription.aspx
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Overcome Remote Work Challenges with HPE Pointnext Services
The current health crisis has ushered in remote work on an unprecedented, untested scale, with no immediate end in sight. 
Maintain remote productivity while connecting and protecting your business with HPE Pointnext Services:

Get Started

With aging infrastructure as organizations return to work, HPE GreenLake delivers cloud economics on premises, a pay-
per-use model with no capital needed up front, and no overprovisioning of infrastructure.  

Contact your Logicalis Account Executive to learn more. 

Secure access to corporate resources 
at scale for work-from-home setups, 
telemedicine, pop-up sites, virtual call 
centers, distance learning, and temporary 
facilities.

Help with understanding, implementing, 
and expanding advanced endpoint 
protection, threat protection, secure 
remote access, and endpoint visibility, 
control, and compliance solutions.

Services, capabilities, and partnerships 
across Aruba, Microsoft, VMware®, Fortinet, 
Citrix, Check Point, and others to help you 
meet remote access demands, upgrade or 
increase capacity, or deploy new solutions.

Remote network assessment 
offerings—network readiness & security 
assessment for remote work solutions.

EMPOWER YOUR WORKFORCE WITH FAST, SECURE VIRTUAL DESKTOP INFRASTRUCTURE (VDI)

HPE provides an end-to-end, secure cloud desktop solution, 
fully supported and managed by HPE Pointnext Services

• HPE Remote Work Rapid Assessment service

• Partnerships with Microsoft and Citrix to provide
a fully managed, single-vendor solution

• HPE is a Citrix Cloud Service Provider (CSP), so
can provision, manage, and host new Citrix Cloud
environments quickly and easily

• HPE is a Microsoft partner with specialist skills in
Microsoft Teams and the full stack of Microsoft 365

• HPE is a Microsoft CSP, so can provision, manage,
and host new Microsoft Azure workloads

HPE GreenLake’s secure and efficient VDI solution keeps 
your workloads on-premises and enables you to scale simply 
with a consumption-based billing model

• Hardware and software installed in your own
environment

• Simplified design, migration, and management
leveraging deep VDI expertise and tools

• Services to meter, monitor, and manage capacity ahead
of demand

• Seamless scalability to respond quickly to the needs of
your business

© Copyright 2020 Hewlett Packard Enterprise Development LP. The information contained herein is subject to change without notice.

The only warranties for Hewlett Packard Enterprise products and services are set forth in the express warranty statements accompanying such  products and services. Nothing herein should be construed as constituting 
an additional warranty. Hewlett Packard Enterprise shall not be liable  for technical or editorial errors or omissions contained herein. Azure, Microsoft, SharePoint, and Skype are either registered trademarks or 
trademarks of Microsoft Corporation in the United States and/or other countries. VMware is a registered trademark or trademark of VMware, Inc. and its subsidiaries in the United States and
other jurisdictions. All third-party marks are property of their respective owners.

Generate cash from assets: Convert existing  
IT assets into an incremental cash source  
while retaining use of the systems; use  
excess technology to generate capital.

Match payment to use: Acquire compute 
and storage capacity now with the 
flexibility to configure, test, and stand up 
systems before paying.

Relieve capacity strain: Use certified, authentic 
previous-generation HPE technology configured 
to your specifications; rent certified preowned, 
factory-configured technology available with a 
warranty and eligible for support services.

Defer or reduce expenses: Take advantage  
of our 90-day delayed payment structure  
to help ease tight budget; make use of our  
2020 payment relief program.

FOUR WAYS TO 
GAIN FINANCIAL 
FLEXIBILITY IN A 

VOLATILE MARKET

https://www.us.logicalis.com/hpe-and-logicalis/
https://www.us.logicalis.com/hpe-and-logicalis/
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Remote Worker Protection
PROTECTING YOUR WORKERS’ DATA 

In today’s ever-changing, increasingly distributed workplace, we now 
see more employees working in remote environments. In fact, in the past 
12 years, there’s been a 159% growth in remote working with over 4.3 
million remote workers in the US alone.1 With advances in technology, a 
remote workforce can operate in a highly productive and efficient manner. 
However, workstations, laptops, desktops and tablets contain highly 
valuable information that needs to get backed up in case of data loss, 
corruption or disaster. Does your company have a backup strategy for those 
remote devices? Veeam® offers many tools to help protect and optimize 
your remote workforce while keeping you in control.

OVER 80% OF REMOTE WORKERS USE MICROSOFT WINDOWS

With Microsoft Windows being such a leader in the laptop and desktop 
operating system world, protecting those Windows machines is 
paramount. Veeam has a solution for protecting your workforce’s laptops, 
desktops and other endpoint devices that run Microsoft Windows. Veeam 
Backup & Replication™ includes capabilities that protect not only your 
virtualized environments but also physical devices and cloud workloads. 
Ensuring your company’s data and operation continue smoothly and safely, 
Veeam Backup & Replication has a perfect solution to back up and recover 
your fleet of Windows-based endpoint devices with ease. Best of all, 
businesses like yours can centrally manage endpoint protection directly. 
Unlock this capability with Veeam Agent for Microsoft Windows, which 
is a fully integrated part of Veeam Backup & Replication. Customers can 
purchase Veeam Backup & Replication with the Veeam Universal License 
(VUL), sold in bundles of 10 licenses. Each license can protect up to three 
endpoint devices.

SAFEGUARD REMOTE MICROSOFT 365 DATA

Microsoft 365 is enabling remote workers to remain productive and 
connected when working from home or other remote locations. With 
the remote worker trend increasing, businesses now more than ever are 
storing, sharing and accessing data within Microsoft Teams and OneDrive 
for Business, as well as Exchange and SharePoint Online. Companies also 
need to ensure this critical data is protected from permanent deletion or 
corruption. Veeam Backup for Microsoft 365 eliminates the risk of losing 
access and control over your remote user’s Microsoft 365 data so that it’s 
always protected and accessible.

1   Remote Work Statistics: Shifting Norms and Expectations. Beth Braccio Hering. February 13, 2020.

© 2020 Veeam Software. Confidential information. All rights reserved. All trademarks are 
the property of their respective owners.

4/22/2020

Contact us today to learn how Veeam can help your organization!
Company Name: Logicalis Phone: (866) 456-4422

Contact Person: TravisReboulet Email: travis.reboulet@us.logicalis.com© 2020 Veeam Software. Confidential information. All rights reserved. All trademarks are 
the property of their respective owners.
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Contact us today to learn how Veeam can help your organization!
Company Name: Logicalis Phone: (866) 456-4422

Contact Person: TravisReboulet Email: travis.reboulet@us.logicalis.com© 2020 Veeam Software. Confidential information. All rights reserved. All trademarks are 
the property of their respective owners.

4/22/2020

Contact us today to learn how Veeam can help your organization!
Company Name: Logicalis Phone: (866) 456-4422

Contact Person: TravisReboulet Email: travis.reboulet@us.logicalis.com

Veeam Backup & 
Replication

How to organize, 
automate and deploy 

Veeam Agent
for Microsoft Windows

Veeam Backup
for Microsoft 365

Get started

866.456.4422 | travis.reboulet@us.logicalis.com

© 2020 Veeam Software.  All rights reserved.  All trademarks are the property of their respective owners.

https://www.flexjobs.com/blog/post/remote-work-statistics/
mailto:travis.reboulet%40us.logicalis.com?subject=I%27d%20like%20to%20learn%20more%20about%20the%20Remote%20Desktop%20Protection%20Kit%20from%20Veeam.
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Nimbly respond to change with IBM Power Systems
Change came hard and fast, forcing IT teams to consider how best to agilely and cost efficiently meet the 
demands of a remote workforce in an uncertain world. One approach, hybrid multicloud, gives organizations 
the agility to nimbly respond in fast-changing environments, while ensuring business continuity.

Whether you want to streamline virtual machine deployments, operate a private cloud, leverage the 
flexibility of public cloud, modernize applications with microservices, containers and Kubernetes, 
innovate with AI or build a hybrid multicloud, IBM Power® Systems has a solution.

WHAT DO YOU WANT TO DO?

• Deliver streamlined deployment of enterprise resources – IBM Power Systems hybrid multicloud
technologies deliver secure and easy access to IT resources—including AIX®, IBM i and Linux virtual
machines (LPARs) and containerized apps—via a cloud experience.

• Increase operational and budgetary flexibility – IBM Power Systems enables you to spin up
additional capacity, along with QA, production or high availability (HA) and disaster recovery (DR)
environments.

• Modernize existing applications – Cloud-native software development principles—like containers,
Kubernetes and Red Hat® OpenShift®—transform how software is packaged, installed and operated.

• Integrate IBM Power Systems with a broader cloud strategy – Siloed infrastructures give way to
cloud interconnectedness to enable the next wave of innovation.

DEPLOY HYBRID MULTICLOUD ON IBM POWER SYSTEMS

• Ensure business continuity and lower IT acquisition costs with the IBM Private Cloud Solution with
Dynamic Capacity and IBM Power Virtualization Center.

• Reduce data center footprint and enable cloud agility by integrating AIX, IBM i and Linux capabilities
into the IBM Cloud with IBM Power Systems Virtual Server.

• Simplify hybrid cloud management with IBM Cloud Pak for Multicloud Management, which includes
centralized management and dashboarding, advanced multicloud orchestration capabilities, and
oversight of multiple cloud endpoints.

• Achieve consistent enterprise IT automation with Red Hat Ansible Automation Platform, enabled for
IBM Power Systems.

• Build modern cloud-native apps with IBM Cloud Paks and Red Hat OpenShift.

• Integrate with other cloud orchestrators, such as VMware vRealize Automation™ and
vRealize Operations for IBM Power Systems.

Get started

Learn more about how to seamlessly integrate IBM Power Systems into your overall hybrid 
multicloud strategy. Contact your Logicalis IBM team today!

IBM, the IBM logo, and ibm.com are trademarks or registered trademarks of International
Business Machines Corporation in the United States, other countries, or both. All other trademarks are the property of their respective owners.

https://www.us.logicalis.com/ibm-and-logicalis/
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Unmanaged Device Security risks to  

consider when the workforce returns 
The global COVID-19 pandemic is one of those black swan events that have upended our lives. CISOs and 
CIOs have been on the frontlines of keeping organizations secure while dealing with increased number 
of cyber attacks, and a rapid move towards remote work practices for the entire workforce.

BUT WHAT HAPPENS WHEN STAY-AT-HOME ORDERS EASE?

It’s safe to assume that cyber attacks will continue but attackers will shift tactics towards new targets. 
One area that CISOs and CIOs will need to consider is unmanaged device security risks that will arise 
from the rapid integration of remote workers returning to the office:

Non-compliant unmanaged devices deployed

During the pandemic, speed was the name of the game. Security shortcuts may have been taken 
as unmanaged and unmanaged devices were procured to quickly address IT needs. In healthcare 
organizations, medical devices may have been purchased or re-allocated to different locations or field 
hospitals to address the pandemic surge. CISOs and CIOs will need to discover where these devices are 
and bring them back into compliance.

Usage of personal devices

As employees return to the office, they may bring into the office with them personal devices that were 
part of their remote work environment.

These can include consumer unmanaged devices like Amazon Alexa and Echo voice assistants, cameras 
or speakers. Consumer unmanaged devices come with varying degrees of security, not all of it good. 
Even before the pandemic, the FBI warned against the threat of hackers compromising these devices. 
CISOs and CIOs need to secure these devices and properly isolate them. Once one device is compromised, 
every device sharing the same network is at risk. If that sounds far-fetched, consider that hackers 
managed to penetrate the network of a casino by first compromising a network-connected thermostat in 
an aquarium located in the casino’s lobby.

Reintroduction of offline devices and systems

Another concern is the reintroduction of devices and systems that were offline, disconnected and 
unattended during the work-from-home period.

During the work-from-home period, these devices may have been infected by malware. They may 
also be newly vulnerable because of missing patches, or need to be recalled because of new FDA and 
manufacturing alerts. CISOs and CIOs need to ensure that these devices will not introduce new security 
risks as they come back online.

Get Started

Want to see what devices are on your network and the risks they bring? ORDR is here to help.

https://ordr.net/request-a-demo/
https://ordr.net/request-a-demo/
https://ordr.net/request-a-demo/


As we get a firm grip on today’s challenges, it’s important to understand 
how to use technology to rapidly respond to changing conditions. Here are 
tips, tricks, and best practices to ready your organization for success.

ARTICLE
How Technology is Propelling Business Change – See 5 trends 
coming out of COVID-19 and tips on how you can use technology 
to better manage business disruption. 

BLOG POST
Cloud Readiness: Scale a Remote Workforce – Learn how to 
prepare for fast-evolving business change by scaling cloud 
resources.

BLOG POST
K-12 Online and Distance Learning – See how technology can help
bridge the gap with an “all in” or hybrid approach to learn-at-home
scenarios.

VIDEO
Integrated Collaboration for Today’s Team – Learn best practices 
for streamlining how we communicate across today’s new teams.

VIDEO
Securing Today’s Teams – Learn why security in a virtual work 
world is more critical now than ever.

VIDEO
Today’s Business Teaming – See how to  
transition from disjointed communication 
tools to a teaming environment with  
boundless collaboration and productivity.

Best Practices for Managing Business Change
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https://www.us.logicalis.com/globalassets/united-states/Downloads/COVID-19-Then-and-Now-Article-Logicalis.pdf?utm_source=webpage&utm_medium=button&utm_campaign=martin_article
https://www.us.logicalis.com/globalassets/united-states/Downloads/COVID-19-Then-and-Now-Article-Logicalis.pdf?utm_source=webpage&utm_medium=button&utm_campaign=martin_article
https://logicalisinsights.com/2020/04/17/cloud-readiness-covid-19-scale-a-remote-workforce/
https://logicalisinsights.com/2020/04/17/cloud-readiness-covid-19-scale-a-remote-workforce/
https://logicalisinsights.com/2020/05/12/k-12-online-and-distance-learning-in-a-time-of-pandemic/
https://logicalisinsights.com/2020/05/12/k-12-online-and-distance-learning-in-a-time-of-pandemic/
https://www.youtube.com/watch?v=VAN12D-b-1U
https://www.youtube.com/watch?v=VAN12D-b-1U
https://www.youtube.com/watch?v=vsQbipaLPgs
https://www.youtube.com/watch?v=vsQbipaLPgs
https://www.youtube.com/watch?v=vq292yXbSDE
https://www.youtube.com/watch?v=vq292yXbSDE


We are Architects of Change 
Award-winning Logicalis stands ready to assist with your reopening strategies and plans, no 
matter what phase you’re at, with expert engineering advice, extensive services experience, and 
industry-leading technology solutions. We’ll help you orchestrate the right solutions for today, 
tomorrow, and the future, whatever it brings.

Check out this Resource Page to guide you through the ever changing IT landscape. 
Or contact us – we’re here to help.

us.Logicalis.com

866.456.4422

https://www.us.logicalis.com/navigating-the-new-landscape/
https://us.Logicalis.com
https://ordr.net
https://www.veeam.com
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