
Overview
Most organizations have deployed 
next-generation firewalls (NGFWs) at 
their internet perimeters. These user- 
and application-aware devices with 
sophisticated anti-malware capabilities 
provide highly effective protection 
against threats from outside. However, 
this strategy relies on a dangerous 
assumption that everything on the 
inside is trustworthy. Typically, we find 
NGFWs only used to control internet 
traffic.  

For a firewall to enforce policy, traffic 
must pass through it. Frequently, 
the network path between a user’s 
device and on-premise servers 
goes uninspected by the internet 
firewall. This decision is usually due 
to performance and availability 
requirements. 

However, users are bringing many 
kinds of devices into the organization 
through the front door without any 
inspection. Mobile devices, removable 
storage, laptops that have been 
exposed to unsecure networks can all 
introduce malware to the network.  

Once on the network, the malware 
can gain a foothold due to vulnerable 
applications in the environment 
and then rapidly spread internally, 
magnifying business impact. As 
organizations extend their resources 
to the cloud, similar challenges exist. 
Current cloud native firewalling does 
not have the NGFW capabilities 
enterprises need today. 

How It Works
To reduce the risk to your internal 
network, it is important to implement 
proper network security within your 
corporate borders. Expanding your 
use of NGFW protection beyond the 
internet perimeter is a simple way 
you can quickly improve your security 
posture. 

The right NGFW strategy allows you to: 
• Leverage cost-effective data center 

class or cloud/virtualized firewalls 
that are substantially faster than 
internet perimeter firewalls or 
specifically designed for the cloud 

• Take advantage of network packet 
brokers to aggregate high-speed 
interfaces, substantially reducing 
costs and further enabling visibility 
and availability 

• Integrates with internet NGFWs  

Datasheet

Data Center and
Cloud Next-Generation
Firewall (NGFW) 

 x Brings strong enforcement 
capabilities frequently found 
at the internet to the rest of 
the enterprise 

 x Provides visibility, which 
reduces downtime due to 
faster troubleshooting 

 x Secures mobile and remote 
users 

 x Expands high-level 
protection to the cloud 

 x Positions you for a network 
segmentation strategy

Benefits



Why Logicalis?
Logicalis has a comprehensive approach to security. Our security policy 
begins with the idea that security must enable “yes,” not facilitate “no.” We 
leverage proven, industry-standard cybersecurity frameworks that allow you 
to look at security from both risk-centric and threat-centric perspectives. 
Leveraging your existing investments, we take a holistic architectural 
approach to security infrastructure to put you in the best position to protect 
your business. 

By only protecting internet traffic with NGFW, you miss many other 
vulnerabilities:

What we can do for your
organization?

Contact Logicalis to learn
how we can help.

Visit
www.us.logicalis.com

Call
866 456 4422
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