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Foreword

Growing political tensions between Iran 
and the U.S., in addition to escalating 
domestic tensions in Hong Kong, 
Baghdad, Santiago and Barcelona have 
framed this year’s increasingly complex 
risk environment. Protester action and 
volatility around the Bab el-Mandeb 
Strait and Persian Gulf have effectively 
disrupted global markets and contributed 
to growing uncertainty in the lead up to 
2020. Ongoing political and humanitarian 
crises in Yemen, Syria and Venezuela 
continue to define the threat landscapes 
in their respective regions and provide 
their own long-term challenges to 
business leaders operating there. The 
threats to a company’s assets, personnel 
and reputation are becoming more 
complicated as a result of shifting power 
relations and the diversification of criminal 
methods, such as cyber extortion and 
virtual kidnapping.

In this pervasive climate of uncertainty 
a clear understanding of emerging 
threats and challenges, as well as strong 
predictive analysis, is essential to operate 
safely and effectively. Geopolitical 
tensions are unlikely to subside in the 
medium to long-term, and criminal 
groups remain increasingly likely to 
diversify revenue streams, particularly as 
competition over drug-trafficking territory 
continues to escalate year on year. As 
a result, an effective crisis management 
structure and business continuity plan 
are foundational elements to a company’s 
duty of care.
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Five Global Hotspots
These five countries are considered 
the hotspots for special risks threats
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Implications to business operations during a sequence of 
xenophobic attacks throughout South Africa in 2019 
Underlying socio-economic grievances specifically 
triggered by high youth unemployment rates, persistent 
wealth inequality and acute poverty has fuelled 
strong xenophobic sentiments across South Africa’s 
impoverished neighbourhoods, townships and informal 
settlement areas. As a result, the month of September 
saw at least 12 people killed, over 630 people arrested 
and thousands more internally displaced following a 
sequence of xenophobic violence in major cities such 
as Durban, Pretoria, Johannesburg and its surrounding 
districts including Germinston, Thokoza, Alberton, 
Jeppestown, Hillbrow, Alexandria and Malvern. These 
attacks have reportedly caused over GBP1.6 million in 
property damage, including its associated costs. 

An observed modus operandi of xenophobes include 
group-level looting, vandalism and arson attacks against 
foreign-owned small and medium-sized enterprises 
(SMEs) particularly in the central business district areas. 
Foreign business owners particularly those from other 
African countries face a higher threat of xenophobic 
violence especially in periods of economic decline. 
Other foreign nationals – including those from South 
Asian nations – have also reportedly been targeted by 
disgruntled local nationals though comparatively less to 
African counterparts. 

Xenophobic populism, largely driven by polarising 
rhetoric from controversial figures has led to deteriorating 

Photographer: Michele Spatari/AFP via Getty Images

diplomatic, trade and cultural relations between South 
Africa and other African states. This has led to a series 
of reprisal protests throughout the continent; particularly 
in Nigeria, where incidents of reported reprisal 
protests forced the South African High Commission 
in Abuja to temporarily suspend its consular services. 
Furthermore, well-known South African retailers and 
telecommunication companies such as Shoprite and 
MTN Group have reportedly experienced protests and 
incidents of sporadic looting at several of their outlets 
in Nigeria, highly likely in retaliation to the sequence of 
xenophobic violence in South Africa.

Historically, South Africa has a track record of 
xenophobic violence. In 2008, xenophobic populism 
spread nationwide and subsequently led to an all-time 
high of 68 deaths and the displacement of thousands of 
individuals. Although the rate of xenophobic attacks in 

2019 remains significantly lower than the unprecedented 
rate set in 2008, the number of xenophobic-inspired 
threats, attacks and killings – approximately over 72 
incidents – is likely to eclipse the 2015 figures. 

Outlook 
As South Africa’s 2020 economic growth is forecasted to 
slow down until 2021 due to weak investor confidence 
exacerbated by policy uncertainty, incidents of 
xenophobic violence will likely manifest in line with the 
increasing unemployment rate which reached an all-time 
high in Q3 of 2019 at 29.1%. Foreign-owned SMEs in 
predominantly urban areas are highly likely to be targeted 
by groups of disgruntled local nationals in the medium 
term as witnessed in recent years. This type of threat 
therefore underlines the importance of foreign nationals 
and businesses to have a robust evacuation plan in place 
to mitigate against this threat.
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Increased likelihood of security evacuations in Somalia in the 
lead up to the 2020 federal elections
Longstanding tensions between the Federal Government 
of Somalia (FGS) and the six Federal Member States 
(FMS) continue to threaten an increasingly fractured 
political system in the lead up to the 2020-2021 
presidential election. These tensions have escalated 
in the midst of the Somali electoral cycle, with the 
political processes of South West State, Jubbaland and 
Galmudug contested by President Mohamed Abdullahi 
Mohamed ‘‘Farmaajo’’ since December 2018. In each 
of these cases, state leaders have alleged that regional 
forces aligned with the FGS have worked to install pro-
Farmaajo candidates aimed at propping up the country’s 
existing federalist system. 

Such grievances materialised in early November when 
Ethiopian forces – not deployed to the African Union 
Mission in Somalia (AMISOM) – allegedly abducted the 
deputy leader of the Jubbaland Electoral Commission 
in an attempt to reverse the state’s 22 August election 
result. This development, amongst others, prompted 
the Forum for National Parties (a coalition comprised 
of six opposition political parties) to publicly condemn 
Ethiopia’s “unfortunate renewal” of involvement in Somali 
domestic politics on 29 November.  

Competing Gulf states have further exacerbated tensions 
by supporting rival interests in Somalia and the wider 
Horn of Africa (HoA) as they seek increased control over 
key infrastructure and regional influence. As a result, 
ambiguous confrontations between Qatar/Turkey and the 
UAE/Saudi Arabia threaten to draw Somali stakeholders 
into a proxy conflict. This was highlighted on 10 May, 
when a local Islamic State affiliate detonated a vehicle-

borne improvised explosive device (VBIED) outside a 
courthouse in Bosaso – located in proximity to the UAE 
managed port – killing at least eight people. According to 
a cell phone recording published by The New York Times 
in July, Qatari officials acknowledged Doha’s involvement 
in the incident, claiming it was “intended to make Dubai 
people” vacate the area.        

The overall security environment surrounding the 
election, and serving as a backdrop to wider geopolitical 
manoeuvring, remains unstable. The al-Qaeda aligned 
Salafist jihadist group al-Shabaab (AS) continue to 
launch VBIED attacks, immediately followed by small-
arms assaults, targeting government assets and 
personnel across the country. In its attempt to establish 
an Islamic caliphate in the HoA, the group’s pace of 
operations is likely to increase in the preamble to both 
the Somaliland parliamentary election and the federal 
election. AS members are expected to conduct targeted 
assassinations against traditional clan elders and 
politicians, as well as large-scale mass operations, as a 
means of stoking internal political divisions. 

As a result of Somalia’s increasingly fluid security 
situation, there remains a substantial threat that political 
disunity could descend into clan based violence last 
observed during the 1991 Somali Civil War. Should this 
happen, emergency evacuation and repatriation services 
will be paramount to the safety of expatriates located in 
proximity to high risk areas. In addition to GardaWorld’s 
in-country resources, NYA can provide timely logistical 
support and advice to help foreign nationals navigate the 
crisis. 

FARDC offensive operations linked to increased incidents of 
kidnap in Kivus
The threat of kidnap in eastern Democratic Republic 
of the Congo (DRC) is assessed as severe due to the 
presence of over 120 armed groups, including the 
Democratic Forces for the Liberation of Rwanda (FDLR) 
and the Allied Democratic Forces (ADF), operating in the 
North and South Kivu provinces with the capabilities and 
motives to execute kidnap operations. On 29 October 
the DRC army (FARDC) launched an offensive aimed at 
eliminating armed groups in the Kivus. The operation has 
had some success, leading to the death of the leader 
of the FDLR Musabunaba Juvenal on 9 November and 
a senior leader of the ADF, Mouhamed Mukubwa Islam, 
on 29 November. However, at least 75 people have 
been reportedly kidnapped in the Kivus in November, 
signalling the limited efficacy of the FARDC operation to 
date. 

The number of reported kidnap incidents in the Kivus 
increased significantly over the past three years – a trend 
that is likely to continue in 2020. In 2017 there were 35 
recorded incidents in the Kivus, rising to 110 in 2018 and 
to 193 in 2019 until 30 November. Furthermore, the ADF 
has responded to the FARDC offensive by killing roughly 
100 citizens in November and displacing thousands. 
Therefore, the vast number of displaced citizens makes 
it difficult to determine the true number of kidnapped 
victims and suggests that the real value is likely higher 
than the reported figure. 

Kidnap incidents in the Kivus typically occur with the 
intention to gain ransom payment but are occasionally 

utilised for political leverage or fearmongering too, 
and often taking the form of ambushes or road blocks. 
Kidnap incidents targeting foreign nationals present a 
lower threat of death compared to the kidnap of local 
workers due to the presumed greater financial gains 
derived from ransoms for foreign nationals which can 
sustain significant military operations. To support this, 
on 17 November the FARDC regained territory in Beni 
from the ADF and cited the discovery of pharmaceutical 
products, solar panels and a mosque, highlighting 
the sophisticated nature of ADF camps. Workers of 
oil and mining companies are also targeted as shown 
by November 21 case in Kitumba Village where three 
Chinese nationals were kidnapped from the Congo 
Bluent Mineral Mining Company. A ransom demand of 
$150,000 USD was requested for each Chinese national. 
Extractive companies are likely to be targeted more as 
exploration activities increase in the east. 

The new FARDC offensive is unlikely to decrease the 
threat of kidnap in the Kivus in the short and medium 
term. On 2 December it was announced that more 
than 80 ADF fighters had been killed since 29 October, 
including four of its six leaders. Despite this, November 
has been one of the most violent on record with protests 
throughout the region, especially in Goma and Beni, 
over the insecurity felt by inhabitants. Therefore, it is 
highly likely that in the short and medium term, militia 
groups will continue to respond to losses of territory 
and firepower with an elevated number of attacks and 
kidnapping. 

Photographer: UN Photo/Ilyas Ahmed

Photographer: Mackenzie Knowles-Coursin for NPR

9



10 11

Conflict between rival militias lead to upward trend in 
politically-motivated kidnappings in Libya
Following a gradual decline of kidnap rates in 2018, 
Libya has seen a marked resurgence of kidnappings in 
2019. The military confrontation between the UN-backed 
Government of National Accord (GNA) and the Libyan 
National Army (LNA) in Tripolitania has exacerbated the 
existing strains on local security forces and generated 
a trend of politically motivated kidnappings, commonly 
carried out by local militia groups seeking to gain 
political leverage or target local government officials. 
Furthermore, as these groups have proliferated and 
increasingly competed over territory, the past year has 
also led to a growing trend of retaliatory kidnappings 
between such groups. This has been exemplified this 
year by a sequence of kidnappings carried out by rival 
militias in Misurata and Bani Walid, west of Tripoli.

Kidnappings have been largely localised around Tripoli, 
where conflict between the LNA and GNA has been the 
most prevalent. Abductions have largely been carried 
out by GNA and LNA-aligned forces targeting perceived 
opponents. On 2 October the brother of a member of the 
GNA’s High Council of State (HCS) was kidnapped by 
LNA-affiliated gunmen in Al-Zawiya, a crucial strategic 
location for the GNA west of Tripoli. On 8 August the 
body of a previously kidnapped GNA Justice Ministry 
official was found in central Tripoli. Political tensions 

between the two camps have also had an impact outside 
of Tripoli, as demonstrated by the kidnapping on 17 July 
of Tobruk MP, Siham Sergiwa, in Benghazi after having 
openly criticised the LNA’s Tripoli campaign. 

The clashes around Tripoli since April 2019 and resulting 
power vacuum has enabled a variety of perpetrators 
to increase their kidnapping operations. In addition to 
retaliatory and financially motivated kidnappings there 
have been multiple incidents with suspected links to 
Islamic State, mainly located in the Sabha region. Further 
cases were also recorded in the southern Sabha region, 
where local tribes are likely to be motivated by political 
gains, local rivalries and ransom money to finance 
future operations. On 7 October a Syrian national was 
released in Sabha after a $25,000 USD ransom was paid. 

Subsequently, local authorities issued a threat warning 
for the kidnapping of foreign nationals in Brak, 80km 
north of Sabha. Similarly, the kidnapping of six Libyan 
doctors in the area of Zintan, 136km south west of Tripoli 
also shows that kidnappings as a source of political 
leverage are widespread throughout the country. As the 
conflict continues without any indication of subsiding in 
the medium to long term, 2020 is highly likely to witness 
a perpetuation of kidnapping trends seen in 2019. 

Abu Sayyaf Group (ASG) continue to pose a threat to 
foreign nationals and fishermen in the Sulu Sea and Sulu 
Archipelago
Over the course of 2019, continued pressure from 
regional security forces has seen the Philippine terror 
group Abu Sayyaf Group (ASG) increasingly resort to 
kidnap for ransom as a primary means of securing 
revenue. ASG has long used kidnap for ransom as 
a means to raise finances for attacks against state 
infrastructure and security forces. However, a sequence 
of setbacks for ASG in 2019, including the loss of 
territory, assets and fighters, have spurred the group 
into continued offshore activity and widening the 
geographical scope of its maritime operations in a bid 
to secure a steady stream of revenue for operations on 
land. Although there has been a decline in incidents 
targeting foreign nationals in recent years, this has 
been primarily accredited to increased cooperation 
between littoral states, particularly through a trilateral 
patrol agreement between the Philippines, Malaysia 
and Indonesia in the Sulu Archipelago. Furthermore, in 
light of an IED attack targeting a cathedral in Jolo on 
27 January 2019 which killed 20 people, the Philippines 
Armed Force (AFP) vowed to eliminate ASG before 2020, 
escalating operations against the group countrywide. It is 
highly likely that this growing pressure will drive ASG to 
escalate kidnap operations in pursuit of funds.

On 28 September an intelligence alert disseminated 
by IMB warned of suspected ASG movements by 
speedboat in Semporna waters, east Sabah. Authorities 
assessed that the groups on board the speedboats 
were likely scouting for foreign nationals in kidnap for 
ransom operations, due to the perceived likelihood 
that kidnapped tourists would demand higher ransom 
payments. This warning was proven correct on 4 
October when a British-national and his Filipina wife 
were kidnapped from a resort they owned and operated 
in Tukuran, a small town on Mindanao island in the 
southern Philippines. 

The perpetrators used speedboats positioned on the 
shoreline to escape quickly before the intervention of 
naval security forces, a method consistent with ASG’s 
modus operandi. Philippine security forces successfully 
intercepted and rescued the two victims following an 
exchange of fire with their kidnappers in Parang, Sulu 
province on 25 November. However, the perpetrators 
escaped and will likely regroup to conduct further 
operations in the medium term. Furthermore, these gun 
battles can also prove highly dangerous for kidnapped 
victims, as highlighted by the death of Dutch national 
Ewold Horn, kidnapped in February 2012, who was shot 
by ASG during a confrontation with Philippine troops on 
31 May 2019 in Patikul, Sulu province. 

Over the course of 2019, the Philippines, Malaysia and 
Indonesia have demonstrated an increased capability 
to cooperate in maritime security operations and 
intelligence sharing to mitigate the threat posed by 
militancy and criminal kidnapping within their shared 
maritime borders. However, it is highly unlikely that ASG 
and its affiliated groups will be completely dismantled 
short term, and the group has continued to exhibit their 
ability to conduct operations in waters off East Salah and 
the wider Sulu Archipelago. Although the threat posed to 
international shipping operators has diminished in 2019 
due to an increased focus by security forces on ASG 
both inland and offshore, the threat posed to foreign 
nationals and local fishing vessels is likely to remain, 
particularly in and around remote resort islands without 
a permanent security infrastructure. Therefore, travellers 
to these locations and islands should remain vigilant and 
monitor security advice disseminated by international 
shipping monitors, foreign embassies and regional naval 
security forces over the short to medium term.

Source: Middle East Online

Source: Institute for Global Change
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Ongoing violent protests in Hong Kong signal threat to 
foreign nationals
In response to the Government of Hong Kong’s 
proposed ‘‘extradition’’ bill – an amendment to the 
Fugitive Offenders Ordinance that would have authorised 
the extradition of criminal suspects to mainland China – 
political action group Demosisto staged a sit-in protest 
inside the Admiralty Central Government Complex 
on 15 March. Since this date, hundreds of thousands 
of likeminded demonstrators have participated 
in increasingly violent protests across the special 
administrative region, marking the development of a 
wider pro-democracy movement. At the time of writing, 
over 6,000 arrests, 2,600 injuries and two deaths have 
been recorded in association with the protests. 

As a result of elevated levels of civil unrest, the threat 
to foreign nationals in Hong Kong is likely to remain 
substantial in the long term. However, this threat is 
elevated for Chinese nationals and businesses located 
in the vicinity of pro-democracy demonstration sites. 
This was highlighted on 4 October when a mandarin-
speaking employee of an international investment bank 
was assaulted by protesters outside his office in Central, 
Hong Kong. Should the Chinese People’s Liberation 
Army (PLA) intervene in future protests, extreme factions 
within the movement will likely respond with more lethal 
acts of violence. This was evidenced by a foiled remote-
trigger improvised explosive device plot – comprised of 
two devices packed with 5 kg of high-grade explosives 

– intended to target police on 10 December. Moreover, 
the widespread use of petrol bombs and slingshots have 
been reported. 

As an island nation, Hong Kong’s transport infrastructure 
is heavily reliant upon a series key bridges and tunnels. 
Protesters have sought to exploit this by damaging the 
special administrative region’s reputation as a stable 
hub for international investment, subsequently placing 
pressure on Chief Executive Carrie Lam to concede to 
their demands. Hong Kong’s sole airport, located on 
Lantau Island, is only accessible via Route 8 (Lantau 
Link) and the Tung Chung MTR rail line, making the 
routes susceptible to roadblocks. Additionally, the 
airport’s express train has also experienced significant 
disruptions due to makeshift impediments, while multiple 
flight cancellations have occurred as a result of protest 
action inside airport facilities. 

Large-scale transport disruptions have also been 
recorded across Central, Hong Kong Island and 
Kowloon, with the Cross-Harbour Tunnel blocked by 
protesters from 13-27 November. Persistent MTR station 
closures are expected in the medium term, as alleged 
links between rail operators and police prevail. According 
to MTR sources, 90% of all rail stations experienced 
protest related vandalism, including multiple arson 
attacks. 

The combined threat of violent clashes, targeted 
attacks on foreign nationals and a vulnerable transport 
system warrants the establishment of a carefully 
considered contingency plan. Real-time monitoring and 
prior planning are essential to ensuring a successful 
evacuation in case escalations in violence occur.  
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500 supermarkets across the country. Student activists, 
anti-government protesters and more radical groups 
have also set fire to and looted retail stores, banks and 
shopping centres. According to estimates published 
by the Santiago Chamber of Commerce, transport and 
supply chain disruptions have resulted in a commercial 
loss of approximately $1.3 billion USD. As a result, the 
threat of theft and vandalism to commercial properties 
remains an ongoing concern for businesses located 
in protest hotspots across Santiago, Valparaiso, 
Concepción and Coquimbo. 

In addition to property damages, widespread insecurity 
has also had a larger fiscal impact on major Chilean 
operators. On 6 November food retailer SMU SA 
reported a 21% decrease in its market value following 

the targeting of 148 of its stores – approximately 
30% of its properties. Additionally, Walmart Chile has 
experienced significant operational disruptions since 
protests began, reporting 1,300 separate incidents of 
looting and arson. According to company sources, 18 
of its supermarkets have been entirely destroyed and 97 
others temporarily closed, placing up to 4,000 jobs at 
risk of relocation or termination.  

As a result, the threat of civil unrest to international and 
local businesses in Chile remains substantial, demanding 
a robust security plan should levels of violence escalate. 
NYA’s dedicated team can provide timely security risk 
management and crisis management services to help 
ensure operational preparedness. 

Civil unrest in Chile causing disruption to businesses 
operating in hotspots
Sparked by high living costs and other social grievances, 
large-scale protests have been reported across Chile 
since 18 October. At its peak, this anti-government 
movement attracted approximately one million 
supporters in Santiago on 25 October. As a result of 
clashes between police and demonstrators, over 7,000 
arrests, 3,500 injuries and at least 26 deaths have been 
recorded to date. 

While the severity of protests has decreased since 
government concessions were passed in November – 
including the implementation of an increased national 
minimum wage – sporadic demonstrations are likely 
to continue until a planned constitutional referendum 
is held in April 2020. Protesters have persistently 
targeted private and public properties, vandalising at 
least 118 Santiago Metro stations and approximately 

Photographer: Marcelo Hernandez/GETTY IMAGES
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Notable increase in kidnap rates due to splintering of  
criminal groups in Mexico 
The splintering of criminal groups within Mexico, as 
well as their diversification of revenue streams, is likely 
to continue driving an increase in the frequency of 
kidnappings across Mexico over 2020. Over the past 
year, small criminal groups have increasingly relied on 
kidnapping and extortion in pursuit of other revenue 
streams, amid growing pressure by security forces 
on drug-trafficking operations. As a result, the rate of 
reported kidnappings has increased significantly over the 
past year and this upward trend is likely to continue in 
2020. Alto al Secuestro, a Mexican NGO researching the 
issue, has stated that between January-October 2019 
there were 1,690 reported kidnappings countrywide, 
marking a 37.7% increase compared with the 1,227 
abductions reported during the same period in 2018. 
Statistics indicate that the main hotspots countrywide are 
Veracruz, Estado de Mexico and Mexico City. 

Mexico City has seen a notable rise in kidnapping rates, 
recording 111 incidents between December 2018 and 
October 2019, a rise of 24% compared to 87 over the 
same reporting period in 2018 and 2017, according to 
Alto al Secuestro. Additionally, states such as Guerrero, 
Michoacán, Jalisco, Guanajuato, Tamaulipas and Puebla 
are also likely to have a high frequency of kidnappings 
due to the established presence of organised criminal 
groups, despite an absence of verifiable statistics. 

Despite a rise in overall kidnap rates, abductions 
of foreigners are likely to remain infrequent in 2020. 
However, there have been several high-profile incidents 
involving foreigners, including the abduction of two South 
Korean nationals on 1 July, the kidnapping of a Spanish 
doctor on 14 August and the abduction of a French 
national together with a Mexican actor on 24 November. 

Furthermore, over the course of 2019 criminal syndicates 
have repeatedly demonstrated intent to operate in areas 
frequented by travellers, such as Doctores and Polanco. 
Consequently, while the frequency of kidnap incidents 
affecting foreign nationals is likely to remain low, the 
overall threat of kidnap for ransom is likely to increase, 
with more established criminal groups acting as the likely 
perpetrators.

The most prevalent kidnap threat affecting foreign 
nationals over the medium term is likely to take the 
form of express kidnappings carried out by smaller 
criminal groups. Such groups typically prioritise express 
kidnappings over kidnap for ransom, as the former 
method typically requires less planning and resources, 
and indiscriminately target both travellers and residents 
based on perceptions of wealth. These groups typically 
consist of four to six individuals and often behave 
opportunistically, selecting a target and conducting the 
kidnap operation within a period of hours.

Efforts by the Mexican government to mitigate the 
threat posed by criminal groups are highly unlikely to 
succeed over the medium to long term. The countrywide 
deployment of the newly created National Guard, a 
military body of 70,000 personnel, is unlikely to have 
any significant impact on criminal activity. An estimated 
21,000 of its members  have been deployed to curb 
migration to the U.S. at the northern and southern 
borders, decreasing the resources available to anti-crime 
initiatives. In the absence of any substantial restructuring 
of Mexican security forces, this continued strain on 
resources is likely to perpetuate an environment of 
impunity for criminal syndicates to operate and expand 
their influence. The Mexican government has shown 
no indication of altering its strategy in the coming year, 
which renders it likely that gang-related violence will 
persist in 2020 and exacerbate syndicates’ competition 
over territory and revenue streams. As a result, the 
countrywide threat of kidnapping is highly unlikely to 
decrease over the long term. 
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Ryuk ransomware attacks become a leading tool for 
cybercriminals targeting high value entities 
Increasingly sophisticated ransomware attacks 
were perpetrated against large-scale multinational 
organisations in 2019. Repeated incidents of ‘‘big game 
hunting’’ – a tactic where perpetrators exploit the cyber-
defence vulnerabilities of a single, high value target – 
were recorded. Since August 2018, perpetrators have 
consistently used a strain of ransomware classified as 
‘‘Ryuk’’ to conduct such attacks. At the time of writing, 
the leading Ryuk operator has been identified as GRIM 
SPIDER, a Russian based eCrime group with no known 
links to Russian state entities. 
 
According to the UK’s National Cyber Security Centre, 
Ryuk is a targeted ransomware whose “demands are set 
according to the victim’s ability to pay.” Planted in trojan 
form, the virus infiltrates targeted network systems, 
remaining dormant until activated by the perpetrator. 
Once initiated, the ransomware locks the victim out of 
key files and networks through encryption, threatening to 
permanently delete data unless a cryptocurrency ransom 
is paid. This new form of ransomware has become one 
of the leading tools of cybercriminals within the past 
year, increasingly being adopted over other forms of 
malware such as Dharma and Sodinokibi. The financial 
impact of Ryuk attacks can be measured in direct and 
indirect costs. Direct costs cover immediate remediation, 
such as forensic review and server/network rebuild, 
including ransom payment. Indirect costs account for 
downtime costs such as lost revenue opportunities and 
reputational damage.      

Ryuk attacks have accounted for up to 24% of recorded 
ransomware incidents in 2019, with the average ransom 
demand amounting to $360,000 USD. According to 

statistics published by the HIPPA Journal, industries 
targeted by such attacks included professional services 
(18.3%), public sector (13.3%), healthcare (12.8%) and 
software services (11.7%). Organisations providing 
time-critical services, such as healthcare providers or 
local government operations, face an elevated threat 
in the event of being targeted due to the impact of 
operational disruption, and often are more likely to pay 
requested ransoms when affected. On 7 October U.S. 
hospital group DCH Health Systems paid an undisclosed 
ransom to cybercriminals after they targeted three of its 
healthcare facilities. In the U.S., hackers also secured a 
total of $500,000 USD from the municipality of Lake City, 
Florida on 26 June and $600,000 USD from Riviera City 
municipality on 19 June. 

Having gaining traction in 2019, Ryuk is expected to 
remain a significant threat to high-value commercial 
entities in 2020, particularly to companies without 
sophisticated cyber defence systems and who cannot 
afford to endure long business interruptions. Ryuk 
has been made available for sale on the Dark Web, 
raising the pool of potential perpetrators using the tool. 
Targets are highly likely to be European/North American 
commercial operations, and while specific figures 
on the cost of Ryuk attacks are limited, Ryuk strikes 
between August 2018 and January 2019 accumulated 
approximately $3.7 million USD, a figure likely to escalate 
in 2020. To mitigate the impact of Ryuk incidents and 
other malware programs, companies are advised to 
update cyber defence capabilities, scan all exterior 
emails for Trojan links and attachments acting, have up 
to date anti-virus protection and execute backups for all 
critical systems both online and offline. 

Online activity linked to American proliferation of active 
shooter incidents
Over the course of 2019, the U.S. has seen a marked 
increase in active shooter activity perpetrated by 
individuals belonging to domestic extremist movements, 
chiefly associated with far right and neo-Nazi ideologies. 
This was exemplified by a large-scale active shooter 
incident on 3 August 2019 in which a 21-year-old 
male, suspected to have been inspired by online white 
nationalist material, shot and killed 22 people at a Wal-
Mart in El Paso, Texas. Further active shooter incidents 
on 10 December in New Jersey and on 27 April in San 
Diego, in addition to a sequence of arrests targeting 
prospective attackers countrywide, serve to denote 
the nature of such cases as part of a wider trend. In all 
cases, the perpetrators have been linked to domestic 
extremist groups operating solely within the United 
States or have been lone-wolf actors maintaining links to 
loosely affiliated extremist movements operating largely 
online.

The proliferation of online sites and communities 
associated with domestic extremist groups serve as 
a core driver of such incidents, providing prospective 
attackers with a means to broadcast material and 
encourage further attacks. The anonymous message 
board “8chan” in particular served as a key proponent 
of both the 3 August attack in El Paso and the 27 April 
attack targeting a synagogue. In both cases, the attacks 
were carried out by individuals who had previously 
issued manifestos and statements on the website, 
each tied to far-right material and making reference 
to a previous active shooter incident carried out by a 
far-right attacker in New Zealand on 15 March. These 
announcements in turn served to motivate a sequence 
of attempted copycat incidents. For example, in the 
days following the 3 August incident in El Paso, security 
forces in Florida, Nevada and Ohio arrested three 
individuals alleged to have been planning similar attacks 
in completely separate operations.

Both U.S. security forces and commercial web service 
providers have taken steps to mitigate the rise in 
domestic extremist attacks and the dissemination of 
extremist material; however, these efforts are unlikely 
to yield any significant reduction in the rate of attacks 
over the medium to long term. The NYPD’s creation of 
the Racially and Ethnically Motivated Extremism (REME) 
task force in December 2019 marks the first attempt 
by a regional police force to specifically address this 
form of threat. However, similar measures are unlikely 
to be adopted countrywide over the medium term and 
initiatives will likely remain incapable of countering the 
lone-wolf, low-sophistication attacks which represent 
the majority of extremist active shooter incidents. 
Similarly, efforts by web service providers to shut down 
websites commonly used by white supremacist groups, 
including 8chan, have served to limit the accessibility to 
public users, but have also caused existing members 
of white nationalist groups to disperse into increasingly 
disparate, largely encrypted mediums. Consequently, 
this renders them more difficult to track, causing security 
forces to become increasingly reliant on limited Human 
Intelligence (HUMINT) resources.

The threat posed by such groups is highly unlikely to 
decrease over the course of 2020. It remains likely 
that assailants will utilise attacks such as El Paso 
as motivation to execute similar incidents. Although 
commercial entities represent relatively uncommon 
targets, organisations deemed by extremist groups 
to be in support of opposing initiatives also face the 
threat of being specifically targeted over the long term. 
Additionally, corporate sites proximate to locations with 
high footfall or religious/community centres also face 
an elevated threat of being affected. The decentralised 
nature of these movements, along with the lack of group 
affiliations on behalf of the majority of perpetrators, limits 
the capacity of security forces to intercept potential 
attacks. This renders the escalation in frequency of 
active shooter incidents across the U.S. highly likely 
throughout 2020.  
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Global Kidnap and Maritime Piracy
Threat Forecast 2020

A COMPANY

Kidnap Threat Rating

Critical Severe Substantial

Moderate Low

Maritime Piracy Threat Rating

Severe Substantial

The 2020 Threat Forecast has been informed by comprehensive kidnap data and threat forecasting provided by IHS Markit in collaboration 
with NYA methodology and threat terminology. The methodology used to determine each location’s threat rating takes into account incident 
frequency, level of violence, perpetrator capability and motivations and the effectiveness of security forces and the rule of law.

Copyright © GardaWorld 2020. All rights reserved. Reproduction in whole or in part prohibited without the prior consent of the Company.
The threat ratings are compiled from sources that GardaWorld considers to be reliable or are expressions of opinion. GardaWorld has made reasonable commercial efforts to ensure the accuracy 
of the information on which the Threat Ratings are based. However, the Threat Ratings are provided “as is” and include reasonable judgments in the circumstances prevailing at the time. The 
Threat Ratings provided should not be construed as de�nitive or binding advice. Boundaries and names shown on this map do not imply endorsement or acceptance by GardaWorld.
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Protecting people, assets 
and reputations worldwide.
GardaWorld is the world’s largest privately owned security 
services company, offering cash services, physical and 
specialized security solutions and, with the Crisis24 
portal, the dissemination of vetted information related to 
international security. Our operations take us from our head 
office in Montreal to oil fields in Iraq and to embassies in 
Africa, as well as through major U.S. financial institutions 
and Canadian airports. 

We work in a variety of sectors, such as financial services, infrastructure, 
natural resources and retail. We are a partner of choice for private companies, 
governments, humanitarian organizations, and multinationals with personnel 
all over the world. By mitigating the risks and allowing our clients to conduct 
business in complete security, we are strengthening the trust they place in us 
to protect their staff, their assets and their operations.


