
Beyond Testing

While security testing is an 
important necessary part of an 
application security program, it 
shouldn’t be the only tool in your 
arsenal. Fixing a security issue 
after an assessment  is expensive. 
Estimates for finding and fixing a 
security issue in production range 
from $400 for a trivial issue  to 
$11,000 for sophisticated archi-
tectural flaws. Moreover, relying 
on automated assessment tech-
niques alone means missing out 
on a significant number of poten-
tial security issues.

We estimate that at least 42% of 
security issues cannot be found 
with automated tools at all, 
unless they are customized. 
Further analysis shows that no 
single automated tool can effec-
tively capture more than a quar-
ter of security issues on a broad 
set of application technologies.

Security requirements, along with 
developer training, are two 
effective, scalable solutions to 
address finding and fixing applica-
tion security issues.

analysis technique:

Runtime testing: Also referred to 
as dynamic testing and black box 
testing, this kind of test involves 
assessing the system for security 
issues from the perspective of an 
end user. The main difference 
between this and code review 
(see below) is that the tester 
does not have access to source 
code or other detailed knowledge 
of system internals. This is an 
accurate reflection of the kind of 
knowledge an external attacker 
has. Not having access to source 
code limits the tester’s visibility 
into potential security issues. 
Because runtime tests are often 
time-limited in order to control 
costs, they may not accurately 
capture the kinds of attacks a 
dedicated adversary can find with 
more time.

Code review: Also referred to as 
white box testing, this kind of test 
involves assessing an application 
by reviewing its code. Many 
security testers prefer combined 
runtime testing and code review 
to maximize visibility into poten-
tial security issues. Performing a 
code review with a runtime test 
can allow security testers to be 
more efficient in their reviews, 
thereby mitigating the fundamen-
tal handicap of being time-limited 
versus a real attacker who faces 
fewer time constraints. In 
general, external code reviews 
tend to be less popular than 
runtime testing because many 
software teams are primarily 

interested in protecting their 
systems from external attackers 
with limited system knowledge. 
Not performing a code review 
leaves a system open to greater 
risk from malicious insider 
threats.

Some security professionals also 
refer to a third type, called grey 
box testing, which is usually a 
runtime test performed by 
somebody who has detailed 
insider information but no access 
to source code.

Automated Application
Assessment Techniques

Application security testers can 
be expensive to employ as they 
are often in short supply. Due to 
the cost of security testing, many 
organizations take a risk-based 
approach to performing assess-
ments. They tend to use special-
ized testers for their highest risk 
applications, such as consumer-
facing Internet applications as 
well as applications that they are 
mandated to test by regulation or 
legislation. For example, the  
Payment Card Industry Data 
Security Standard mandates that 
certain applications undergo 
security assessments. Organiza-
tions often use tools to scale 
security testing to a large portfo-
lio of applications or to empower 
developers to fix security vulner-
abilities in advance of an external 
assessment.

There are two popular classes of 

tools that correlate to the two main 
types of assessment techniques:

Dynamic analysis: Automated 
runtime testing. Generally focused 
specifically on web applications, 
dynamic analysis tools crawl 
through the application looking for 
specific issues by automatically 
executing attacks and analyzing 
responses for evidence that the 
attacks work. Popular dynamic 
testing tools include HP WebIn-
spect, IBM AppScan, Cenzic Hail-
storm, and Accunetix.

Static analysis: Automated code 
review. These tools often involve 
hooking into a compiler to under-
stand an application’s data flow. 
They are particularly effective at 
finding some of the highest risk 
input validation vulnerabilities, 
such as SQL Injection and Cross Site 
Scripting. Popular static testing 
tools include HP Fortify, IBM 
AppScan Source Edition, and 
Coverity Security Advisor.

In addition to the two classes of 
automated tools, many organiza-
tions make use of tools-based 
security testing services, such as 
Veracode and Whitehat.

Automated tools are often more 
accurate than manual testing alone 
for finding certain kinds of security 
issues. Many security testers use 
automated tools to help improve 
the effectiveness of their assess-
ments.

         ecurity testing is the activity 
of assessing a system for the 
presence of security weaknesses. 
In most cases, specialized testers 
assess the system with a set of 
specialized tools.

Network security testing, also 
known as infrastructure security 
testing, involves assessing 
network devices, servers, and 
other network infrastructure 
services such as Domain Name 
Service (DNS) for security vulner-
abilities. Many of the security 
issues found in network security 
tests are actually specific well-
known vulnerabilities in common 
software platforms, such as 
operating systems, which can be 
found in the Common Vulner-
abilities and Exposures (CVE).

Application security testing 
generally refers to testing custom 
or lesser-known commercial 
software applications for security 
vulnerabilities. Most of the 
security issues uncovered by 
application security testing can 
be found in the  Common Weak-
ness Enumeration (CWE). Most of 
the specific vulnerabilities 
detailed in the CVE are actually 
instances of the common weak-

nesses detailed in the CWE.

Web application security testing 
is specifically focused on testing 
web applications: applications 
that users access through web 
browsers.

Mobile application security 
testing is specifically focused on 
testing mobile applications: 
applications that users access 
through mobile devices such as 
smart phones and tablets.

There are a few common types of 
security testing:

Vulnerability assessments: A 
vulnerability assessment typically 
involves scanning for security 
issues using some combination of 
automated tools and manual 
assessment techniques. When 
performing a vulnerability assess-
ment, security testers generally 
try to confirm the presence of a 
vulnerability without actually 
exploiting it. This means they 
don't actually execute an attack, 
but do their best to confirm that 
an attack is possible. Vulnerability 
assessments are typically less 
time-intensive than penetration 
tests (see below), but they often 

do not definitively prove that 
attacks are possible and they do 
not as clearly demonstrate the 
potential impact of an attack.

Penetration tests: A penetration 
test is like a vulnerability assess-
ment, except that the testers do 
actually exploit vulnerabilities. The 
goal is to emulate a real attacker 
who can break into a system and 
steal data. Many security teams use 
them as a way to prove the real risk 
of not fixing security issues. Con-
trast to vulnerability assessments, 
penetration tests are generally 
more accurate since they have 
fewer false positives (i.e. reporting 
a vulnerability that doesn’t actually 
exist), but they take longer because 
exploits are more time intensive. 
Moreover, penetration tests are 
riskier than vulnerability assess-
ments since they are more likely to 
adversely affect system availability 
and data integrity.

Note that you may encounter 
differing opinions and views of 
what these two terms mean, and 
many security testers use these 
terms interchangeably.

You can break down application 
security assessments further by 
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general, external code reviews 
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runtime testing because many 
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systems from external attackers 
with limited system knowledge. 
Not performing a code review 
leaves a system open to greater 
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Some security professionals also 
refer to a third type, called grey 
box testing, which is usually a 
runtime test performed by 
somebody who has detailed 
insider information but no access 
to source code.

Automated Application
Assessment Techniques

Application security testers can 
be expensive to employ as they 
are often in short supply. Due to 
the cost of security testing, many 
organizations take a risk-based 
approach to performing assess-
ments. They tend to use special-
ized testers for their highest risk 
applications, such as consumer-
facing Internet applications as 
well as applications that they are 
mandated to test by regulation or 
legislation. For example, the  
Payment Card Industry Data 
Security Standard mandates that 
certain applications undergo 
security assessments. Organiza-
tions often use tools to scale 
security testing to a large portfo-
lio of applications or to empower 
developers to fix security vulner-
abilities in advance of an external 
assessment.

There are two popular classes of 

tools that correlate to the two main 
types of assessment techniques:

Dynamic analysis: Automated 
runtime testing. Generally focused 
specifically on web applications, 
dynamic analysis tools crawl 
through the application looking for 
specific issues by automatically 
executing attacks and analyzing 
responses for evidence that the 
attacks work. Popular dynamic 
testing tools include HP WebIn-
spect, IBM AppScan, Cenzic Hail-
storm, and Accunetix.

Static analysis: Automated code 
review. These tools often involve 
hooking into a compiler to under-
stand an application’s data flow. 
They are particularly effective at 
finding some of the highest risk 
input validation vulnerabilities, 
such as SQL Injection and Cross Site 
Scripting. Popular static testing 
tools include HP Fortify, IBM 
AppScan Source Edition, and 
Coverity Security Advisor.

In addition to the two classes of 
automated tools, many organiza-
tions make use of tools-based 
security testing services, such as 
Veracode and Whitehat.

Automated tools are often more 
accurate than manual testing alone 
for finding certain kinds of security 
issues. Many security testers use 
automated tools to help improve 
the effectiveness of their assess-
ments.
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