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SUMMARY

Catalyst

The security industry is largely focused on detecting security vulnerabilities but less so on preventing 

these vulnerabilities in the first place. Security Compass has addressed this gap by producing a 

task-based assistant that plugs into application lifecycle management (ALM) tools and feeds advice at 

relevant points of development activity.

Key messages

• Security Compass has addressed preventive security by building in security from the ground 

up. 

• The SD Elements guidance system database is continually updated by Security Compass with 

the latest security threat discoveries. 

• It provides development-language-specific guidance to programmers. 

• Application-context-aware security requirements provide organizations with a measureable goal

to work and measure progress against. 

• It imports results from popular security scanners. 

Ovum view

Security Compass has strong potential to grow the level of knowledge in preventive security within the 

developer community. The company is addressing a gap in the market in terms of knowledge of secure 

development practices for which there is an urgent need for reducing common and advanced security 

weaknesses. Ovum believes that Security Compass's SD Elements offering brings value to the 

development team by providing a context-aware list of security requirements that an application must 

meet and can be tested against. The product also facilitates in-context delivery of security-related 

guidance to developers at the point they need it in the development cycle. In Ovum's view, reactive 
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measures to application security are not able to combat the issue adequately. Organizations need a mix

of tools, developer skills, and process maturity to effectively address this challenge. So far, the market 

has seen tools attacking the problem in a reactive sense, and organizations have had little success with

secure development training, and sensitization of the development team toward security concerns. 

Security Compass's offering addresses these concerns by combining a proactive approach to 

application security and secure development training guides in one tool that has many touch points with

the development lifecycle.

RECOMMENDATIONS FOR ENTERPRISES

Why put Security Compass on your radar?

Security consulting typically involves source-code reviews, penetration testing, architectural analysis, 

threat modeling, and training for developers on application security. However, these are highly labor and

tool-intensive activities. The use of good practice guides is a far more scalable approach to increasing 

knowledge about security within the software development community. Security Compass created 

guides and found interest only from a few high-risk areas such as in finance. It therefore created SD 

Elements, a process-assistance tool that plugs into existing ALM tools and provides security advice on 

the screen console that is directly related to the developer's application activities. SD Elements can 

raise the level of security maturity within a development team and can have significant benefits in 

increasing the robustness of applications being developed. 

HIGHLIGHTS

Background

Security Compass, which has been in existence since 2004, specifically focuses on application security.

The company started off as an application security consultancy firm, helping client organizations 

globally secure enterprise assets. It has extensive expertise in application security and software 

engineering with a wide range of field experience guiding businesses through in-context security advice 

to help them implement security policies, processes, and procedures to thoroughly understand every 

aspect of their application's development, framework, and environment. Security Compass's portfolio is 

wide-ranging, covering all essential aspects of software application security including mobile, wireless, 

network, and web application security, application source code review, penetration testing, risk 

assessment, IT security analysis, risk and threat remediation guidance, and application risk profiling. 

The vendor has gained experience with almost a decade in the field as an application security advisor. 

This has helped it to create a product that appears to be well thought out, stable, and an asset for the 

development team. SD Elements is still in its early days but it is a step above best-practice guides 

because it provides something that can be measured, implemented, and verified through tests. SD 

Elements will be useful for enterprises that have faced or continue to face a shortage of skilled 

developers with respect to secure application development. SD Elements also includes programming 

language that is specific to secure coding guidance to help bring developers quickly up to speed with 

secure coding practices in the development language of their choice. 
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Current position

SD Elements works in a simple and unobtrusive way. Development teams have to answer a short 

questionnaire for their application, and based on the responses, the tool recommends a set of threats 

and countermeasures that the team can take to secure their code. The questionnaire covers various 

aspects of the application, including development language and platform, features and functionality, 

development tools, compliance requirements, user authentication, password management, 

authorization, session management, and others to create an overall picture of the application 

environment for the tool and suggest possible threats and countermeasures. The product integrates 

with several ALM tools and also publishes a RESTful API so that organizations can integrate SD 

Elements with tools in their development environment. This integration helps development teams build 

security into the application as reference information, best practices, and context-aware intelligence to 

development teams at the point where they need it and within the development tools of their choice. 

The tool also prioritizes the security requirements it generates for an application, so that developers can

focus on the top priority items first. Risk analysis of each threat also enables developers to deploy 

effective countermeasures.

SD Elements can further generate test cases from security requirements that can be imported into a 

testing tool for execution. This helps close the loop for security requirements, and the tool ensures that 

it not only provides application-specific security intelligence and helps the team create security 

requirements, but also enables the team to measure the degree of compliance with security 

requirements by generating test cases.

SD Elements integrates with tools from Atlassian (JIRA), HP (ALM), IBM Rational, Rally, Microsoft 

(Visual Studio Team Foundation Server), Pivotal (Tracker), github, Mingle, and others. It also imports 

results from popular scanners such as from HP Fortify, HP WebInspect, IBM Appscan, and Veracode.

DATA SHEET

Key facts

Table 1: Data sheet: Security Compass SD Elements

Product name SD Elements Product classification Security requirements 
management

Version number 2.25 Release date New release every three weeks

Industries covered FI, ISV, technology, Healthcare, 
e-commerce, public sector, 
other Fortune 1000

Geographies covered Global

Relevant company sizes Medium & Large Licensing options Subscription

Deployment options On-premise, on-premise 
managed, hosted service, SaaS

Route(s) to market Direct

URL sdelements.com Company headquarters Toronto, Canada

Number of employees 50 North America headquarters As company headquarters

Source: Ovum
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APPENDIX

"On the Radar"

"On the Radar" is part of Ovum's series of research notes that highlights up-and-coming vendors that 

bring innovative ideas, products, or business models to their markets. Although "On the Radar" vendors

are not always ready for prime time, they bear watching for their impact on markets and could be 

suitable for certain enterprise and public sector IT organizations.
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Disclaimer

All Rights Reserved.

No part of this publication may be reproduced, stored in a retrieval system, or transmitted in any form by

any means, electronic, mechanical, photocopying, recording, or otherwise, without the prior permission 

of the publisher, Ovum (an Informa business).

The facts of this report are believed to be correct at the time of publication but cannot be guaranteed. 

Please note that the findings, conclusions, and recommendations that Ovum delivers will be based on 

information gathered in good faith from both primary and secondary sources, whose accuracy we are 

not always in a position to guarantee. As such Ovum can accept no liability whatever for actions taken 

based on any information that may subsequently prove to be incorrect.
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