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Why this document? 

1 Introduction 

This document has been made to provide you with a view on how information security at 

Esko is done inspired by world-class information security practices and how the security at 

Esko works in a risk-based and business-focused approach. This document should be able to 

answer your questions on security at Esko.  Based on our policy to protect our intellectual 

property, Esko will not be able to send specific security policies, procedures, guidelines, 

templates or documentation to you.  However, Esko can show such information via digital 

channels to prove that this information exists, is reviewed and updated, and is actively used 

within Esko. 

 

1.1 What is information security? 

 

Information security at Esko means ensuring the confidentiality, integrity, 

availability, and compliance of all corporate information stored, processed, 

transported and represented by IT systems under the control and responsibility of 

Esko in order to ensure business continuity, minimize business risk and maximize 

return on investments and business opportunities.  

 

1.2 Why is Information Security important for Esko? 

At Esko, we believe that Information Security is one of the foundations of long term 

relationships with our associates, our partners and you as our customer for the following 7 

reasons: 

1. One of Esko’s most valuable assets is information. 

2. Esko handles confidential, sensitive and personal information.  

3. There is an increasing reliance on evolving IT systems to manage vast amounts of 

internal and external information, improve service and execute business processes 

more effective and efficiently. 

4. You as customer, but also our business partners, regulators and governments have 

high expectations and want to know how information security is organized at Esko.  

5. Laws, regulations and compliance standards require implementing proper security 

controls.  
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6. Esko notices an increase in security threats, such as hacking, espionage, phishing, 

malware, sabotage, vandalism, denial of service attacks and online fraud.   

7. There is an increased media attention for information security incidents impacting the 

global reputation of organizations and their brands.   

 

At Esko, we take our responsibility seriously to protect the information security of all our 

employees, our partners and your data, as well as provide a proper service to you. Our 

approach enables the creation and implementation of an environment at Esko that: 

1. enables delivering customer service through the use of technology, information and 

automation.  

2. protects and reinforces the commercial image and reputation of Esko as an 

organization deserving the trust of its stakeholders.   

3. protects information and information resources critical to Esko from accidental or 

intentional unauthorized access, use, modification, disclosure, transfer or destruction. 

4. protects the personal information and privacy of associates, customers, associated 

suppliers and vendors. 

5. protects information as response to the intent and the spirit of laws and regulations.  

6. ensures the continuous availability and integrity of the technological infrastructure that 

is critical to Esko’s ability to perform and realize its mission. 

7. assigns information security roles and responsibilities to relevant stakeholders of Esko. 
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Esko Information Security Approach 

 

Information security is essential for a company like Esko to promote digital innovation and 

engage further with its customer base.  Esko is noticing a lot more digitization, connected 

assets and abilities to enhance performance solutions for how customers like you manage 

and use Esko solutions and services.  

 

Esko is driven to ensure that the business remains in control around how data is used, 

whether the right level of consent has been granted, and whether the correct contractual 

agreements are in place, all to ensure customer trust and transparency. Security, compliance 

and regulation take time and effort to explain and demonstrate that having information 

security controls to protect customer data, employees’ data, meets data protection 

regulations wherever Esko is operating.   

Information Security helps to make sure a new or updated product is not recalled because 

security was taken into account as of the design stage. Information security is an enabler to 

the Esko business and to you and all our customers : Esko is serious about the data, the 

privacy, and takes control that is above the industry standard. Having these controls in place 

is an incentive for you as customer to consider Esko as a partner rather than going elsewhere.   

 

PROMOTING COLLABORATION 

As Esko continually evaluates emerging information security products and technologies which 

could drive greater value, it undertakes evaluations in advance of a product’s or service shelf 

life in order to remain resilient, and looks not only to existing global players in the 

information security market, but also to security startups that can bring something unique to 

the table.  Partnering with global players, as well as security startups, is something that helps 

to drive further growth across the business and strengthen its information security operations.  

 

IMPROVING SECURITY AWARENESS 

At Esko we place information security at the forefront of every employee’s mind. As part of 

the information security awareness program, Esko constantly reviews how employees learn 

and how they retain information. Esko uses email, articles on the intranet webpage, videos, 

face-to-face meetings and trainings, simulations, and a variety of approaches to reach and 

engage all employees on information security and data protection. Upskilling the workforce 
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not only benefits employees but also protects Esko, its partners and all its customers better, 

avoiding common security pitfalls across various geographies.  

The Esko Information Security approach consists of the following elements:  

Esko does  

1. ensure all users who come in contact with protected Esko information have completed 

written confidentiality, non-disclosure and compliance documents. 

2. protect all IT resources from theft, tampering, misuse, malicious software, destruction and 

loss. 

3. ensure IT systems are procured and/or designed with information security control 

characteristics including but not limited to: 

o Unique user identification and authentication 

o Data and software access authorisation 

o System integrity protection and auditability 

4. control access to Esko confidential or sensitive information on a “need to know” basis. 

5. control access to Esko information based on criteria defined by the owner(s). The level 

of default protection for all proprietary information, including software, must allow no 

access unless specifically authorised. 

6. ensure additional authentication processes and access controls for users entering Esko 

IT systems through internet or other communication channels. 

7. provide prompt notification to Esko IT administrators of changes in status (like 

transfers or terminations) of Esko associates, contractors, vendors, service providers, 

consultants and authorized agents, or other users of Esko IT systems that could/will affect 

access privileges. 

8. ensure individual and organisational accountability for the use and protection of 

information systems, through the assignment of unique identification codes and 

authentication procedures (like unique userid’s, logins and passphrases). 

9. apply appropriate authorisation, copy protection and non-disclosure controls for all 

sensitive information, especially information released to non-Esko entities. 

10. define and apply appropriate procedures for the use of cryptography 

(encryption/decryption) where it is deemed information may be confidential, sensitive or 

business critical.  

11. prohibit the sharing and other unauthorised disclosures of passphrases and other 

confidential system access controls. 

12. apply additional controls to ensure the proper protection and use of Information security 

software features to prevent unauthorised bypassing of implemented Information 

security controls. 
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13. produce, review, follow-up and retain audit trails of all information security relevant 

logs, data access and administration events for all systems that process protected Esko 

information. 

14. regularly perform self-assessments and audits to detect information security threats, 

vulnerabilities and non-compliance to the Esko information security policy. 

15. define and apply all information retention procedures needed to satisfy internal and 

external requirements. 

16. properly archive, erase or dispose of information that is no longer needed. 

17. test and update Esko business continuity plans and disaster recovery plans to ensure 

availability of Esko resources, particularly business critical Esko systems. 
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Esko Information Security Principles 

 

Esko has defined the following information security principles: 

1. Esko views information as an asset that is essential to Esko and consequently needs to 

be suitably protected, especially in an increasingly interconnected business 

environment, which exposes information to a growing variety of security threats and 

vulnerabilities.  

2. Esko appropriately protects its information whatever form it takes or means: printed 

or written on paper, stored electronically, transmitted by post or by any technological 

means, shown in films or spoken in conversation, etc.  

3. Esko approves, implements, communicates and maintains an Information security 

framework containing all measures necessary for ensuring the confidentiality, 

integrity, availability, and compliance of all corporate information stored, processed, 

transported and represented by IT systems under the control and responsibility of 

Esko. 

4. Esko complies with world-class information security standards and practices, 

including those from Danaher, and with all relevant laws, regulations and compliance 

standards.  

5. Esko views information security as a business risk and uses a risk-based cost-effective 

approach in order to handle all relevant Information security risks in a timely, 

consistent and efficient manner in line with the value of the information and with the 

business objectives of Esko. Information that is considered business critical and/or 

sensitive by the Esko executive management team requires more stringent security 

controls.  

6. Esko views information security as everyone’s responsibility, directed by policy but 

implemented by department owners.  

7. Esko translates information security into pragmatic procedures and guidelines, which 

are geared to the roles and responsibilities of the associates concerned depending on 

the specific situation at Esko.  In case of deviations or exceptions, formal written 

agreements are made and are formally approved by the relevant stakeholder(s).   

8. Esko implements ‘security by design’1 in the life cycle with adequate levels of 

information protection in order to develop trustworthy systems: from the creation up 

to the archiving or deletion of information and information systems. It is the 

 

1 "Security by design" means that from the beginning of the development of a new project or process/service the necessary measures for IT 

security are always taken into consideration. It is essential that all measures taken are simple and user friendly and at the same time use different 

protection layers.  
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responsibility of each owner to ensure the security of the information and the 

information systems. 

9. Esko approves, implements, communicates and maintains the necessary security 

controls when outsourcing processes to third parties, since Esko remains always 

accountable for its information.  

10. Esko demonstrates continuous support for and commitment to information security 

through a formal annual approval of the Information Security Principles & Policy and 

through regular information security awareness campaigns to all associates and 

stakeholders in order to reduce the impacts and costs of security incidents and to 

maintain the reputation of and the trust in Esko. 

11. Esko carries out annual and ad hoc assessments to ensure the suitability, 

completeness, appropriateness, adequacy, effectiveness and efficiency of Information 

security.   

12. Esko escalates information security incidents on a timely basis to the executive 

management team and relevant parties involved with appropriate actions/sanctions in 

line with the internal Esko procedures. Serious Information security incidents or data 

breaches involving personal or sensitive data are escalated in line with relevant laws 

and regulations to the relevant authorities2.  

13. Esko associates do escalate potential or real information security/privacy incidents 

to the Esko helpdesk for initial assessment.   

 

2 Escalation of IT security incidents must always go to the <OpCo> IT service desk. If personal data is involved, then immediate escalation is also 

required to the <OpCo> Data Protection Leader.   
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Esko Information Security Technical & Organisational Measures 

4 Information Security Program 

4.1 Information Security Governance 

a) Information Security Governance is in place at Esko and is directed by the Esko 

Security Leader who is responsible for the vision, mission, objectives, and services 

delivered to enable appropriate and reasonable protection of Company Data and 

Company IT Assets across Esko. 

b) The Esko Security Leader maintains the security risks in the overall Esko enterprise risk 

register to ensure alignment, prioritization, understanding and management of 

information security risks. 

c) All departments at Esko are involved to ensure implementation of information security 

through alignment with business priorities and following a risk-based approach. 

4.2 Information Security Coordination 

Information Security coordination is performed by the Esko Security Leader and 

implementation occurs in conjunction with all departments. Information Security 

Governance will be maintained and monitored through the following: 

a) Developing, reviewing and approving the Information Security Policy and overall 

responsibilities; 

b) Performing risk assessments and accompanying risk mitigation and management 

strategies; 

c) Communication and reporting via security dashboards; 

d) Maintaining Esko’s security strategy; 

e) Ensuring that information security is part of the enterprise strategic planning 

process; 

f) Reviewing and approving variances to policies and standards; 

g) Ensuring adherence to Information Security Policy; 

h) Ensuring adherence to legal, regulatory and compliance requirements 

pertaining to information security; 

i) Reviewing security incidents as necessary; and 

j) Monitoring changes in the exposure of information and information assets to 
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security threats. 

5 Acceptable Use Policy 

The Acceptable Use Policy (AUP) defines appropriate uses of Data and IT Assets by users. 

Users are required keep confidential the use of all internal information security mechanisms 

and controls unless otherwise authorized to disclose certain information. 

5.1 Acceptable Use 

a. Users shall maintain all proprietary data stored on any information storage or 

processing devices or systems in accordance with this policy. 

b. Users shall immediately report any actual or possible theft or unauthorized use of 

passwords, Data, or assigned IT Assets to the IT department. 

c. Users shall exercise caution when interacting with email message attachments and 

website links as they may contain phishing or malicious software. 

d. Users may access, use, or share company data only to the extent it is required, and 

are authorized to do so to fulfill assigned job duties as permitted by applicable local 

laws. 

e. Users shall take reasonable precautions to ensure passwords/passphrases are 

protected against loss, theft, compromise, or misuse. 

f. Users may only download or otherwise use appropriately licensed software 

authorized by Esko IT department on IT Assets. 

g. Users may use software purchased by Esko only for its intended business purpose 

consistent with the IT policy for software installation. 

h. All Esko computers and mobile devices must be password protected with an active 

automatic screen lock feature that activates after 15 minutes or less of inactivity. 

Users must lock devices when unattended and never leave a device unattended in a 

public place. 

i. Users are responsible for protecting against the loss, theft, or damage to all 

Company IT Assets assigned to their person including but not limited to computer 

systems, mobile devices and portable storage drives. 

j. Users must take measures to prevent the spread of viruses, worms, phishing email 

messages, and malicious software by not installing unauthorized software, being 

careful when clicking on any links contained in e-mails, and not opening links or 

attachments from unexpected senders. 
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k. Users may only use IT Assets to make statements on social media in accordance with 

the Code of Conduct and Social Media Guidelines3. 

l. Incidental personal use of company IT assets is permitted if it does not interfere with 

Esko's ability to perform its mission and meets the conditions outlined in Esko 

policies, procedures and guidelines. 

5.2 Inappropriate Use 

a. Using IT assets in a manner that jeopardizes the confidentiality, integrity, or availability 

of information resources. 

b. Using IT assets in violation of applicable laws, regulations or compliance requirements. 

c. Using IT Assets to access, display, send, receive, store, create, or transmit images or 

communications that mock, degrade, or disrespect a protected class or an 

individual’s legally protected characteristics. 

d. Using IT Assets to access, display, send, receive, store, create, or transmit 

pornography/ sexually explicit images or communications. 

6 Risk Management 

a. Esko identifies, assesses, and articulates security risks to facilitate decision making 

and prioritization of countermeasures. 

b. Risk assessment procedures are performed when there are, or are likely to be, 

significant changes to operational, financial, reputational, or organizational risk level 

arising from third-party suppliers, contractual changes, audit findings, incidents, and 

technical or business initiatives. 

c. Identified security risks are reviewed and approved by Esko leadership based on 

security risk rating. 

7 Security Education & Awareness 

a. Esko coordinates an information security awareness program for all users. 

b. Information security responsibilities, practices, and policies shall be communicated during 

new-hire orientation sessions by the HR department. 

c. Associates and contingent workers who use or access information systems must participate in 

security awareness training and education exercises at least annually. 

8 High-Risk Countries 

Esko will regularly evaluate public sources of information to maintain a list of “high-risk countries”. 
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Countries deemed to be “high risk” will be subject to additional information security policies and 

procedures.  

9 Data Protection and Recovery 

Data Protection Governance 

a. Data Protection Governance shall be established and incorporated at Esko for the appropriate 

classification, handling, processing and protection of Data. 

b. Data Protection Governance includes a Data Classification Policy to serve as a framework to 

classify Data according to the defined classification tiers for data protection enforcement. 

c. Data retention periods shall be formally documented and approved by the Esko executive 

management team to ensure they meet business, legal, regulatory and compliance 

requirements; data shall be retained according to the documented schedules set forth by 

Esko. This implies also according to periods set forth by the customer.   

d. Esko shall securely dispose of Data on IT Assets according to the Data Sanitization Standard.  

 

Data Backup & Disaster Recovery 

a. Esko will maintain and adhere to documented data backup standards to ensure the 

availability of Data. 

b. Data backup and disaster recovery procedures shall facilitate business recovery procedures 

and restoration of business processes as defined by Esko. 

c. Esko shall test data backup and disaster recovery procedures at least annually and document 

the results. 

10 Identity & Access Management 

Esko shall implement safeguards and monitor usage of accounts and user identities used to gain 

access to Company Assets and Data to prevent occurrences of unauthorized access. 

Access Management 

Granting Access 

a. All accounts shall be provisioned uniquely per application and per user to prevent the sharing of 

accounts. 

b. Account access requests shall be approved by a designated authority for the job role or system. 

c. Access requests shall be auditable, and evidence of account approvals shall be retained for a 

minimum of 12 months. 

d. Accounts shall be granted with the bare minimum level of access necessary to perform specified 

job responsibilities. 

Removing Access 
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a. All voluntary and involuntary terminations shall be entered into the HR system of record on or 

before the last day worked for the user, and the last day the account is required for non-user 

accounts. 

b. Accounts shall be automatically disabled after 90 days of inactivity.   

c. IT department shall remove access for terminated accounts within 2 business days upon 

receiving notification. 

d. Contingent worker and vendor accounts shall expire on the contract termination date or 

conclusion of work and expire by default after one year.  

Transferring Access 

a. All access requests due to job change transfer shall be approved in the HR system of record 

prior to modifying access rights. 

b. All access to IT Assets and Data shall be reviewed against the requirements of the new role 

for applicability. 

Shared, Generic and Service Accounts 

a. The use of shared and generic accounts across multiple users in place of individual user 

accounts is prohibited except for known and documented circumstances, and with prior 

review and approval by IT / Information Security. 

b. Any shared and generic account passwords shall be periodically changed in accordance with 

password standards. 

c. Any application service account shall have the least level of privileges possible to perform its 

function. 

d. Application service accounts shall be used by a single application or process function and shall 

not be shared. 

e. All application service accounts shall have an assigned owner and validated business 

justification that is stored in a central repository. 

Access Reviews 

a. All privileged accounts shall be reviewed on a quarterly basis and signed-off by an authorized 

approver. 

b. Third-party accounts for contractors, vendors, or contingent workers shall be reviewed on a 

quarterly basis and signed-off on by an authorized approver. 

c. Quarterly access reviews shall include identification of separation of duties conflicts across 

critical applications and/or systems. 

d. Quarterly access reviews shall be performed by authorized persons with authority to complete 

the review. 

e. Service and generic accounts shall be reviewed annually for applicability and have an identified 
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owner. 

 

Authentication Practices 

Minimum authentication requirements shall be met by all IT Assets and Data, unless not technically 

feasible. Where not technically feasible a policy variance shall be approved. This is applicable for all 

computing systems that have network connectivity including individual and departmental accounts, 

applications, systems and devices. 

Minimum Password Requirements 

a. Credentials shall be secured and are considered confidential data. All accounts shall be set to 

meet Esko minimum password requirements, or credentials of at least equivalent strength, 

unless functionally restricted. 

Minimum password requirements: 

• Minimum password length of 15 characters; 

• Must contain 3 of the following attributes: 

▪ Upper case alphabetic; 

▪ Lower case alphabetic;  

▪ Numeric; and 

▪ Special character; 

• Maximum age of 180 calendar days; 

• Not re-use the previous 10 passwords; 

• Complexity requirements shall be enforced; 

• Forced to change after initial authentication; 

• Incorrect credentials shall result in an account being locked out: 

▪ After no more than 6 incorrect attempts; and 

▪ Until an administrator unlocks the account (higher security) or a 

predetermined period of time greater than or equal to 30 minutes (lower 

security); and 

• Passwords shall not be found on a commercially available banned password list. 

b. Users shall choose difficult-to-guess credentials and must use different credentials for each 

application. 

c. First time passwords issued by IT shall have at least 15 characters, randomly generated and 

changed upon first log in. 

d. Password manager (digital password vault) use is encouraged, as users shall have multiple 

sets of credentials to perform their job functions.  

Password Resets 

e. User identity must be verified before a password may be reset. 

f. When a password is reset or issued to new users, it shall be a unique value not known by 

individual’s other than the administrator resetting the password and the user, and the password 

must be changed upon first login. 
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Authentication Requirements 

g. Access to critical systems shall be authenticated through a centralized identity and 

authentication repository. 

h. The use of Multi-Factor Authentication/Adaptive Authentication shall be required to gain 

access to certain systems which contain sensitive information as determined through the risk 

assessment process. 

i. All authentication processes must use encryption while in transit. Passwords must be stored in 

an encrypted means or similar obfuscation methods. 

Additional Cloud Considerations 

j. All cloud accounts shall be affiliated to a Esko issued account and tied to a centralized 

identity system of record. 

 

Administrator Account Management 

Administrator Privileged Access 

a. Administrative rights and access to a desktop, laptop, or other end-user device is a privilege 

only provided to designated personnel with validated business justification for the access. 

b. All users with administrator access shall be required to maintain separate accounts, one with 

standard user access and one with administrator access. The usernames and passwords for the 

two separate accounts are to be unique to each account and have no replication between 

them. 

c. Esko shall ensure a privileged account management system is implemented for secure storage 

of administrator level accounts. 

d. Procedures shall be established such that any shared passwords are reset when someone 

with knowledge of the password separates from Esko. 

e. Administrator passwords will follow password policy requirements; however, the minimum 

length required for administrator passwords is 15 characters. 

f. Administrator access to systems hosted in public clouds must require Multi-Factor 

Authentication, identity protection, and user account compromise notifications. 

Segregation of Duties 

a. All requests for new hires and access changes shall take consideration of the possible 

segregation of duties conflicts the access changes will reflect. It is the responsibility of both 

management and the administrators to ensure proper segregation and prevent excessive 

access to any systems. 

b. Appropriate due diligence shall be performed by the information or process owner, to ensure 

access granted to an individual does not create a segregation of duties conflict. 
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11 Third Party Management 

Due Diligence and Risk Assessment 

a. Due diligence, including but not limited to investigation into history/performance and risk 

assessment, shall be performed prior to sharing sensitive data with third party service 

providers. 

b. Esko business sponsors, IT and Information Security shall approve all third-party service 

provider risk assessments prior to contract signing. 

 

Responsibilities and Contractual Agreements 

a. Third party service providers shall accept responsibility for the security of maintained data, 

continued compliance with legal, regulatory or industry requirements, and adherence to 

established service level agreements (SLAs) in executed contracts. 

 

Monitoring Program 

a. Executive management team shall monitor the compliance of third parties with security 

requirements on an annual basis. 

12 Cloud Service Providers 

a. Cloud Service Providers shall adhere to all third party due diligence, risk assessment, 

compliance, contractual, and monitoring requirements. 

b. Services obtained by a Cloud Services Provider shall adhere to Esko procurement rules. Users 

shall not procure cloud services in a manner that circumvents financial approval and sign-off 

process (including but not limited to using a credit card for payment). 

c. Cloud Service Providers need to have a formalized security program and ideally have a third-

party accredited firm perform an annual attestation on their internal controls and generate a 

report to be shared. 

13 Physical and Environmental Security 

General Physical Access 

a. Physical access to facilities shall be controlled via electronic badge access systems, with 

everyone requiring access obtaining an individually assigned access badge. 

b. Facilities access shall be restricted to individuals based on organization requirements and job 

function. 

c. Entry and exits to restricted areas shall be monitored 24/7 by digital means and stored for a 

period of at least 90 days unless otherwise prohibited by local law. Esko shall comply with 

applicable local law requirements regarding notifying users and others of any such 
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monitoring. 

d. All visitors, contractors, and vendors are required to display badges, and shall sign in and out 

with recorded details of the visit (e.g., name, date, time in, time out, firm represented, 

associate escort). Visitors shall be escorted by an associate at all times. 

 

Data Center Access 

a. Physical access to a data center, data room, and supporting utilities shall always be locked 

and restricted to those individuals requiring access based on job duties. 

b. Esko shall be required to semi-annually validate the authorized entry list and ensure only 

authorized individuals access the data center. 

c. When access to workstations, servers or other consoles in the data center is not needed, they 

shall be locked out or the user must log out of the system. 

d. A visitor log for the data center shall be maintained and stored for a period of at least 90 

days. Visitors shall be escorted in the data center by an associate at all times. 

 

Environmental Protections 

a. Temperature, humidity, water and fire controls shall be implemented and maintained to 

ensure proper functioning of the equipment housed in the data center. 

b. Monitoring and alerting mechanisms shall be implemented to notify facilities and/or systems 

administration personnel when less than optimal environmental conditions are reached in the 

data center. 

14 Asset Management 

a. Esko shall maintain an accurate inventory of all Company IT Assets identifiable by their 

business owner, IT owner, and business criticality. 

b. The inventory of assets shall be stored in a central repository, electronically searchable, 

reviewed, and updated on a regular basis. 

15 Personal Devices 

a. On occasion and with Esko prior written approval, personal devices including but not limited 

to mobile phones, tablets, and laptops may be used to access IT Assets or view Data. 

b. Users of personal devices must agree to the Esko Personal Device Usage policy. 

c. Users are responsible for maintaining and protecting personal devices, including keeping 

devices updated with software and security patches 

d. Users shall configure personal devices with a secure password that complies with Esko 

requirements for mobile devices and laptops. 
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e. Users shall configure mobile devices to automatically wipe the contents of the device if 

invalid access is attempted 10 times. 

f. Users shall not connect personal devices directly to Esko networks unless otherwise permitted 

by the Personal Device Usage policy. 

g. Users shall ensure that personal devices authorized to connect to Esko networks meet 

minimum security baseline requirements. 

h. Users shall immediately remove personal devices from Esko networks upon notification and 

direction from IT or Information Security. 

i. Users shall not store Company Data on a personal device unless otherwise permitted by the 

Personal Device Usage Policy. 

16 Change and Configuration Management 

a. Esko has a documented change management process whereby changes are documented and 

approved. 

b. Management approval of all changes to the IT production environment shall be retained and 

auditable for 12 months. 

17 Application Security 

a. Esko shall maintain a documented Software Development Life Cycle (SDLC) that includes 

security gates/practices that ensure security by design. 

b. Access to application production environments is restricted to users who require access due to 

assigned job duties. 

c. Application source code shall be stored and tracked in code versioning repositories with 

access restricted to users who require access based on assigned job responsibilities. 

d. Code reviews, whether manual by a peer or using automated scanning tools, shall be 

performed on all internally developed applications prior to release into the application 

production environment. 

e. Developers and those responsible for code review shall participate in an annual secure coding 

training to understand and identify common code security risks. 

18 Network Security 

Firewalls & Segmentation 

a. All Esko private networks shall be separated from any non-Esko private network by the use of 

a firewall. 

b. All inbound and outbound communications from the internet to Esko private networks shall 

be restricted by a firewall. Traffic must be determined by specific firewall policies. 



  Esko Information Security Brochure v2022 

 

 Page 20 of 25 

 

c. The default firewall policy must deny all traffic except for explicitly permitted traffic with a valid 

business justification.  

i. All traffic between Esko must be restricted by a firewall 

ii. Traffic between different geographical sites or logical networks within Esko should pass 

through a firewall or otherwise be logically segmented. 

d. All firewalls shall be configured to log permitted and denied traffic to a centralized log 

repository. 

e. All firewalls shall support stateful packet inspection capabilities. 

f. All firewall and router policy rulesets shall be reviewed and updated on a semi-annual basis. 

g. The Esko network shall be segmented to prevent the spread of worms, viruses, malicious 

software, and unauthorized access between locations. 

h. When critical business operations are performed using web applications, they shall be 

protected by a web application firewall or equivalent application-layer protective controls. 

 

Wireless Networking Security 

a. Wireless networks and access points shall be architected, installed, and maintained by the IT 

department. 

b. Wireless networks shall require authentication of the user and/or device to establish 

connectivity. 

c. Wireless networks shall use the strongest available cryptography and security protocols. 

d. Wireless network activity shall be logged to a centralized log repository. 

e. Wireless guest networks shall be segmented via a firewall from private Esko networks. 

f. Scans for rogue wireless access points shall be performed regularly to identify authorized and 

unauthorized access points. Unauthorized access points must be removed immediately, and 

Information Security notified. 

 

Guest Network Security 

a. Guest networks shall be established and implemented to permit visitors access to the internet 

but not permit access to any IT Asset or Data via a firewall. 

b. All inbound and outbound communications to guest networks shall be restricted and logged 

by a firewall to a central logging repository. 

 

Network Services 

a. Network devices shall be configured to permit the fewest ports, protocols, and services to be 

enabled based on business functionality requirements. 
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b. The use of each port, protocol, and service must be able to be linked to an associated 

business/application justification. 

 

Proxies and Web Content Filtering 

a. Proxies and web content filters shall be implemented to disallow access to malicious web 

sites based on categorization. Website traffic shall be analyzed for malicious activity where 

permitted by law.  

Minimum Security Baseline and Hardening 

a. Minimum security configuration baseline requirements shall be documented for every network 

device type. 

b. IT Assets connecting to the network shall be hardened to and comply with the minimum 

security configuration baseline requirements. 

 

Device Time Synchronization 

a. Time must be synchronized with a central time source using Network Time Protocol (NTP) to 

ensure all systems used at Esko maintain an accurate system clock. 

 

Remote Access 

a. Secure remote access capabilities shall be provisioned when external access to Esko private 

networks is necessary. 

b. Remote access over a public network such as the internet or a public wireless network shall 

use encryption technology such as a virtual private network (VPN).   

c. VPN devices shall allow only one concurrent connection per user.   

d. All VPN connections shall require multi-factor authentication and terminate sessions after 24 

hours. 

 

Network Diagrams 

a. Network diagrams shall be documented, stored in a central repository and kept up to date. 

b. Diagrams shall at a minimum contain: internet ingress/egress, network devices, system 

components and all connections between the designed network and other networks, including 

any wireless, third party, physical, or logical networks. 

c. Diagrams shall depict network connections and system components. 

d. Diagrams shall be updated when significant changes are made to the environment, or at least 

yearly. 

19 Systems 

a. IT Assets minimum security configuration baseline standards shall be documented, 
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established, and maintained for each system type, whether hosted on premises or with a 

cloud service provider. 

b. IT Assets shall be required to meet the established, documented minimum security 

requirements before accessing production resources. 

c. Full disk encryption shall be configured on all portable IT Assets. 

d. Access to removal media should be restricted based on business justification 

e. Company issued mobile devices shall have the ability to be remotely wiped (e.g., smart phones, 

tablets) 

f. IT Assets shall be configured to permit the fewest ports, protocols, and services to be enabled 

based on business functionality requirements. The use of each port, protocol, and service shall 

be able to be linked to an associated business/application justification. 

g. Anti-virus/Anti-malware software must be implemented on all                                                                                                      

IT Assets. 

i. Detective scans shall occur on at least a weekly basis. 

ii. Anti-malware software with heuristic capabilities must be used. 

iii. Corporate IT Assets not connected to the Esko network shall be configured for 

automatic updates from the vendor. 

iv. Anti-virus software shall be deployed such as to prevent disabling or removal. 

20 Security Monitoring & Logging 

a. Information systems shall be configured to log all significant successful and unsuccessful 

computer security events to aid in security investigations and to meet compliance 

requirements. 

b. Information Security will identify relevant systems for log collection. 

c. Relevant logs shall be stored in a centralized logging repository and made available for security 

analysis.  

d. Relevant logs shall be analyzed for cyber threat activity daily. 

21 Vulnerability Identification 

Vulnerability Management 

a. Esko shall comply with the Vulnerability Management Policy to ensure the timely 

identification, remediation, and reporting of security vulnerabilities. 

b. Operating systems, software, and services shall be kept current with available security patches. 

 

Penetration Testing 
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a. Information Security will ensure adequate penetration testing of relevant IT systems is 

performed on an annual basis. 

b. Only personnel authorized by Information Security will conduct penetration testing. 

c. Resulting findings shall be prioritized and remediated within a pre-established timeframe in 

proportion to the associated risk level for the finding. 

22 Security Event / Incident Management and Reporting 

a. Information Security provides and maintains an organization wide Incident Response Plan to 

set forth the procedures, process, and governance structure for responding to and handling 

an information security event. 

b. All users play a role in reporting actual or suspected security events to Esko executive 

management team and Information Security in an expeditious and confidential manner.  

c. Esko shall escalate timely the occurrence of a suspected or actual event to Information 

Security for further analysis and evaluation. If evaluation reveals the data contains Personal 

Data, then the Data Protection Leader shall be notified to determine next steps. 

d. Only executive management, based on information from Information Security, may formally 

declare the occurrence of an incident as established in the Incident Response Plan. 

e. Esko is responsible for maintaining information system logs and audit trails that may be used 

for forensic investigation purposes. Audit trails shall be readable, exportable, and able to be 

presented to Information Security if requested during incident response. 

f. Esko will support and fully comply with investigative procedures during a security incident. 
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Definitions 

To ensure consistency in terminology and concepts throughout all the information security documents, 

all definitions related to information security here. 

Associate Any employee of Esko. 

Company Data All non-public, proprietary, trade secret, confidential and personal data belonging to Esko; or 

entrusted to Esko by its associates, customers, business partners, and other third-party 

service providers. The confidentiality provisions in this policy applicable to Company data do 

not restrict associates from making any disclosures of Company data protected by 

applicable local law; associates should contact Human Resources with questions. 

Company IT Assets Any Information System, Technology Device, or System owned, leased, or rented by Esko for 

the purpose of its business, whether or not such asset is used at or away from a Esko facility, 

and includes Systems owned, leased, or rented by Esko for the purpose of its business that 

are accessed through a Personal Device. 

Contingent Worker Any external person working temporarily for Esko 

Corporate Device An information system that is owned and provisioned by Esko and provided to an Associate 

or Contingent Worker for facilitating the company’s mission. 

Information Security 

(IS) 

Any staff reporting directly to the Esko Chief Information Security Officer 

Firewall A device or service that performs policy-based network traffic restriction based on stateful 

packet inspection at the network layer or higher. Must be capable of logging all policy 

outcomes to a central log repository. 
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Information System/ 

Technology Device 

All information assets, such as electronic devices, which are used to create, use, store, share, 

archive, or (with authorization) destroy Company data including, but not limited to 

workstations, laptops, tablets, servers, and smartphones/mobile devices. 

Personal Data Any information that identifies an Individual (any natural person) or for which there is a 

reasonable basis to believe the information can be used to identify an Individual. 

Personal Device An information system that is not owned or provisioned by Esko but is individually owned by 

an Associate or Contingent Worker. 

Security Event Any observable occurrence in a network or system. 

Security Incident A violation or imminent threat of violation of information security policies, acceptable use 

policies, or standard security practices. 

Service Providers Third party vendors which are retained by Esko to provide Information and/or processing 

services and who may, by the nature of such services, require or request access to Company IT 

assets or process Company data. 

Systems All computing systems which may or may not have network connectivity 

Revisions 

This document will be regularly reviewed (at least annually).  

Errors and omissions 

When errors or omissions are found during the reading of this document, then you as a reader are 

requested to send a short description of the error or omission and the location in the document.   

 

This document and all information contained herein is the sole property of Esko. No intellectual property rights are 

granted by the delivery of this document or the disclosure of its content. This document and its content shall not 

be used for any purpose other than that for which it is supplied. The statements made herein are expressed in 

good faith. Where the supporting grounds for these statements are not shown, Esko will be pleased to explain the 

basis thereof. 
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