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ACCEPTABLE USE POLICY 
 

By using the Esko Services, You agree to abide by the terms and 
restrictions of this Acceptable Use Policy (the “AUP”). The AUP is 
incorporated into any agreement between You and Esko that references 
this AUP (Your “Agreement”). Capitalized terms used, but not defined, 
herein have the meaning attributed them in Your Agreement. Esko may 
modify or change this AUP at any time and provide You notice of such 
changes by posting the modified AUP to its site. Such modified AUP will 
become effective as to Your use of the Esko Services on the latter of (i) its 
posting to the Esko site or (ii) as otherwise set forth in Your Agreement 
with Esko. Esko reserves the right, but does not undertake the obligation, 
to investigate any violation of its AUP and to report any activity that it 
reasonably believes violates applicable law. If You violate this AUP, or 
assist or encourage others to violate this AUP, Esko may suspend or 
terminate Your access to the Services. 

 
You are independently responsible for Your own compliance with all laws 
applicable to Your conduct and Your use of the Esko Services. In addition, 
You agree not to engage in any of the following prohibited activities: 

 

A.For hosted services performed by Esko through Combell N.V., the 
following Acceptable Use Policy applies: 

 
No Violation of the Security or Integrity of the Services or System; No 
Unauthorized Access. 

 
You will not use the Services to violate the security or integrity of those 
Services or of any System used to provide those Services. You will not 
monitor any traffic or data on Systems used to provide the Services 
without Esko’s permission. You will not forge any packet header, email 
header, or any other portion of a message describing its origin or route. 

 
You will not use the Services, nor access any System used to provide the 
Services, without authorization from Esko. You will not access any 
Service or restricted area within a Service to which you are not permitted 
access under Your Agreement with Esko. You will not attempt to probe, 
scan, or test the security measures of any System used to provide the 
Services. You will not access or use the Services in a manner designed or 
intended to exceed usage quotas or limits placed upon Your account, nor 
in any manner designed to avoid the incurrence of additional fees based 
on such use. 

 
You will not attempt to modify, alter, or otherwise create derivative works 
from any software to which You are provided access as part of Your 
receipt of the Services, nor will You attempt to disassemble, decompile, or 
reverse engineer such software except where expressly permitted to do so 
by applicable law. 

 

No Interference with the Normal Function of the Services. 
 

You will not use the Services or access any System used to deliver 
the Services in any manner that interferes with or disrupts the Services 
or such Systems, including initiation of a Denial of Service attack or 
other  high- volume, automated attempt to access the Systems or 
Services. You will neither insert nor permit the insertion of any Malicious 
Code and You will take all commercially reasonable actions and 
precautions to prevent the introduction or proliferation of any Malicious 
Code into any System used to provide the Services. “Malicious Code” 
means (i) any code, program, or sub- program the knowing and intended 
purpose or effect of which is to damage or maliciously interfere with the 
operation of a computer system containing the code, program, or sub-
program itself or (ii) any device, method, or token that permits any 
person to circumvent, without authorization, the security of any 
software or System containing the code. 

 
No Illegal, Harmful or Offensive Conduct. 

 
You will not use the Services in any manner that violates any applicable 
law, including, without limitation, the uploading of content that violates 
the intellectual property or other proprietary rights of third parties. You 
will not use the Services, including by uploading any content, in a 
manner that is illegal, harmful, obscene, abusive, deceptive, defamatory, 
or offensive. We may report any activity that we suspect violates any law 
or regulation to appropriate law enforcement officials, regulators, or other 
appropriate third parties. Our reporting may include disclosing appropriate 
customer information. We also may cooperate with appropriate law 

enforcement agencies, regulators, or other appropriate third parties to help with 
the investigation and prosecution of illegal conduct by providing network and 
systems information related to alleged violations of this AUP. 
 

B.For hosted services performed by Esko through Sentia NV, the following 
Acceptable Use Policy applies: 
 
You may only use the Network and the infrastructure for lawful purposes. The 
use of the Network or infrastructure in violation of any applicable legislation or 
regulation is strictly prohibited. This includes, but is not limited to, transmission 
of copyrighted material without consent of the copyright owner, material that 
would constitute a violation of the privacy of third parties or that are abusive, 
harmful, obscene, or could constitute counterfeit and material protected by 
trade secret, irrespective of whether You were aware of the content of the 
transmitted material or the applicable law. 
 
Sentia and/or Esko reserve the right to immediately remove any improper 
material or data and to block the use of the relevant portion(s) of the Network 
by You when its use or purpose does not meet this Acceptable Use Policy. 
 
Sentia and/or Esko will not communicate Your e-mail addresses or other 
personal identification to any third party without prior written approval. 
Exceptions are made within the scope of judicial investigations to which Sentia 
and/or Esko will fully cooperate. 
 
The Network 
 
The Network may be used by You to link into other networks worldwide and 
You agree to conform to the acceptable use policies of these networks. In case 
You violate system or network security, You may incur criminal or civil liability. 
Sentia and/or Esko will fully cooperate with law enforcement authorities in their 
investigations of suspected criminal violations, violation of systems or network 
security. 
 
You shall not: 
 
- deviate from the Internet Protocols and standards applicable to the 
use and functioning of computer networks and networking technologies such 
as, but not limited to, IEEE, IETF and relevant ISO standards; 
 
- circumvent user authentication or security of any host, network, or 
account (referred to as “hacking”), including any attempt to probe, scan or test 
the vulnerability of a system or network or account, nor interfere with service to 
any user, host, or network (referred to as “denial of service attacks”); 
 
- monitor data or traffic on any network or system without express 
authorisation of the owner of the system or network; 
 
- use IP multicast other than by means provided and coordinated by 
Sentia and/or Esko. 
 
Without prejudice to the above, Sentia and/or Esko consider that any 
application that overloads the Network by whatever means will be considered 
as making profligate use of the network and is as such strictly prohibited. 
 
Electronic Communication 
 
You shall not send any e-mail or other electronic communication to any person 
who did not agree to receive such communication. It is explicitly prohibited to 
send unsolicited bulk mail messages (“junk mail” or “spam”) of any kind 
(commercial advertising, political tracts, announcements) or to post the same 
or similar messages to large numbers of newsgroups (excessive cross-posting 
or multi-posting, also known as “Usenet spam”). 
 
You shall not forward or propagate chain letters, nor malicious e-mail. 
 
You shall not add, remove or modify identifying network header information in 
an effort to deceive or mislead. You shall not attempt to impersonate any 
person by using forged headers or other identifying information. 

 
  



 
C. For hosted services performed by Esko through AWS™, the 
following Acceptable Use Policy applies: 

 
 

Please consult the most recent version of Acceptable Use Policy available 

at https://aws.amazon.com/legal/, incorporated herein by reference. 
 
 
The AWS Marks are trademarks of Amazon.com, Inc. or its affiliates in the United States and/or other 
countries. 
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