
Cyber threat briefing: 
Essential guidance for 
shipowners and operators.



In recent years, this hands-off approach  
to cyber security and assurance has 
become riskier and ultimately, costlier.  
In the modern cyber threat landscape,  
less capable adversaries such as hacktivists  
and teenage virus writers take a back  
seat to organised criminals and even 
nation state-sponsored threat actors.  
The cyber-crime economy is now mature, 
well-established and well-developed. 

The geographic dispersal and global
footprint of the shipping sector is no  
longer a barrier against cyber threats; 
instead, a global footprint now works to 
increase the vulnerability of the sector. 
 
A shipping industrial organisation is very 
likely to be physically or economically 
committed to areas of the world which  
are cyber ‘trouble spots’, even if they  
are headquartered out of economically-
secure regions. 
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The shipping sector has traditionally stood apart from the developments in cyber 
security over the past decade. With the majority of critical functions and assets 
physically isolated by miles of ocean, the need to secure these resources against 
cyber threats has seemed similarly remote. 
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NotPetya- shipping’s  
‘Y2K Moment’.
A landmark example of the threat posed to the 
shipping sector was seen in the impact caused 
by the ‘NotPetya’ ransomware that hit the global 
news and caused a significant outage to shipping 
giant Maersk in 2017. An untargeted infection of 
ransomware impacted the majority of their key 
systems, disrupting every function critical to the 
organisation’s survival.

Maersk ransomware   
key facts
•  Estimated financial impact: USD200 

million
•  Infected systems: 45,000 PCs  

and 4,000 servers
•  Affected facilities: 76 global  

port terminals shut down

How ransomware   
infects an organisation
•  Employee opens a malicious  

email on a company PC
•  Ransomware attachment infects 

and locks down PC,  extorting 
payment to restore access

•  Ransomware aggressively spreads 
itself to all  connected PCs
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We were basically average 
when it came to cyber 
security, like many 
companies. This was a 
wake-up call not just to 
become good, but to have  
cyber security as a 
competitive advantage.

Jim Hagemann 
Chairman, A.P. Møller-Maersk

It was frankly a shocking 
experience. Your email 
goes down, all your 
address systems. We 
ended up having to use 
WhatsApp on our private 
phones. Most business 
problems, you will have 
an intuitive idea on what 
to do. But with this and 
my skills, I had no idea on 
how to move forward.

Soren Skou 
CEO, A.P. Møller-Maersk

Ransomware is a form of ‘malware’, 
maliciously created computer software 
designed to stealthily infiltrate PCs, mobile 
devices, and even industrial control 
systems. The variant known as NotPetya 
represented a particularly aggressive and 
damaging strain of ransomware, utilising 
highly advanced infiltration and lateral 
movement techniques to infect systems 
and gain persistence in a target’s network 
once that access is established.

Once the malicious programme has control 
of the device, it locks-down access to the 
device and its functionality before 
demanding payment in the form of 
cryptocurrency, untraceable digital 
currency upon which the black-market 
economy now runs.

It takes little imagination to foresee the 
impact such an infection can have on  
the shipping sector, reliant as it is upon 
interconnectivity and reliable, accurate 
information exchange. Maersk’s response 
to this crisis was admirable, rapidly 
switching from an IT-enabled process 
model to a manual, paper-driven model  
to bypass disabled systems. 

This approach enabled the organisation  
to restore an estimated 80% of critical 
functionality and throughout, while 
systems were intensively cleared and 
restored to their working state.

This process of disinfection and restoration 
took over a week of intensive global effort, 
during which Maersk’s internal technical 
staff and resources were tested to the limit.

The source of Maersk’s troubles has been 
attributed to cyber-warfare in the region  
of the Ukraine, likely backscatter from the 
ongoing conflict there between Russia, 
Ukraine, and NATO interests. The infection 
of NotPetya was traced back to a local 
accounting software package, which  
rapidly spread through Maersk’s 
interconnected infrastructure.

What we can learn from Maersk’s ordeal  
is that shipping interests are caught in the 
crossfire between nation states, organised 
criminals and their economic targets.  
Even if not directly targeted themselves, 
shipping company assets can rapidly fall 
victim to enhanced cyber-weaponry that is 
being developed at an accelerating pace.

It is a fair assessment that incidents like 
that suffered by Maersk can be vastly 
mitigated in their ultimate cost and level  
of disruption, with proper forward-thinking 
and forward-planning. Cyber response 
planning, assurance testing and accurate 
threat intelligence are the cornerstones of 
an effective risk mitigation strategy, and as 
the rate of global cyber incidents continues 
to rise, we will begin to see a stark 
separation between those businesses 
prepared for cyber incidents and those 
which are not.
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Cyber threat impacts  
in the shipping sector.

Cyber-attacks have taken place within the shipping sector with significant  
impacts. Likely threat actors include nation-states, organised criminals, pirates  
and un-targeted attackers. Key publicly known events are shown below from 
the last few years.

In a cyber security study conducted by 
Fairplay and Baltic and International 
Maritime Council (BIMCO), respondents 
were asked to detail the types of the cyber  
threat of which they had been victims. 
The results offer us an insight into the 
threats the shipping industry will face,  
as well as a useful vertical-slice of the  
cyber-crime industry. 

The results point to malware, phishing,  
and credential theft as the highest-risk 
categories facing respondents. 

While initially an encouraging figure, the 
reality so often encountered by security 
professionals is that for every breach 
of which we are aware, several more 
have passed by unremarked and their 
perpetrators have escaped unnoticed. 

2010
Oil platform 
shutdown  
by industrial 
control  
malware

2011
Hackers  
target IRISL, 
damaging 
cargo numbers 
& destinations

2012
Malicious GPS 
signals affect 
100+ 
oceangoing 
vessels

2014
US shipping  
port shut down 
by GPS 
jamming

2017
‘NotPetya’ 
ransomware 
strikes the 
maritime  
industry

2018
Cyber-attack  
on COSCO  
causes  
‘network 
breakdown’
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Cyber events within the shipping sector are 
not often reported as there has historically 
been little regulation or legal enforcement 
of this. The landscape is changing as 

governments and regulators take a more 
prescriptive approach to enforcing cyber 
expectations within critical industries,  
and as regulations around personal data 

and sector specific standards become 
better defined. The graphic above shows 
the notable shipping regulations in place 
and under review.

•  IET and UK Government  – Code of 
Practice: cyber security for ships

•  EU Directive 2016/1148  
– focused on ports

 •  EU GDPR  – covers personal data 
for EU citizens

•  Singapore cyber security bill  
– passed 5 Feb 2018 includes 
maritime  as a critical sector

Global industry   
and government

•  Tanker Management Self-
Assessment (TMSA) – TMSA No. 
3, published in April 2017,  met 
by 1st Jan 2018

•  BIMCO standards and 
regulations

•  US coastguard regulations

•  International maritime 
organisation (IMO)  international 
safety management (ISM) 
Code- MSC-FAL.1/Circ.3 
guidelines on maritime   
cyber risk management (in place 
for after  1 Jan 2021) – ISM Code 
2018, (MSC.428(98))

Shipping 
sector specific

•  NIST Cyber Security  
Framework (CSF)

•  NIST 800-53 Controls

•  ISO/IEC 27001

•  ISO/IEC 9001

•  ISO/IEC 20000

Security  
based  standards  
(non-sector specific)

CYBER- ATTACK METHODOLOGY (%)
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Cyber attack methodology (IHS Markit 2016)
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Balancing the benefits and 
risks in modern shipping.

The shipping industry  
has faced a number  
of economic and 
demand issues over 
the last decade which 
are well known. 

As we can see, the global shipping 
demand continues to increase 
year-on-year. If you are a shipowner, 
manager or charterer, how do 
you determine if an older, proven 
established ship is more or less 
secure than a modern, connected and 
potentially more automated vessel? 
The answer is not as obvious as it 
may seem.

90% of world trade is 
transported by sea, with 
ships and ports acting as 
the arteries of the global 

economy

Average ship price is at a low 
base due to overall weak 
ordering levels over the 

past couple of years, but are 
slowly rising as demand and 

steel prices increase  

The fleet has grown over 
50% since 2008 and is 

currently 1.3bn GT, with 
continued forecasted 

growth, albeit more slowly

Autonomous vessels are 
at the cutting edge but do 
now exist with the world’s 

first remotely operated 
commercial vessel being 

demonstrated in June 2017
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Modern ships
In comparison to older ships, modern 
ships are more connected with a diverse 
set of components, a varied and complex 
supply chain along with an increased 
complexity around system integration 
and interfaces. This requires more 
knowledge and expertise in assurance  
and verification. More modern ships 
often require less people to manage 
and oversee as automation plays a 
higher role.

Older ships
From a cyber security perspective, older 
hulls are far more likely to contain security 
vulnerabilities than those constructed in a 
post-cyber security technical environment. 
A shipping vessel presents a very 
tempting attack surface to a potential 
threat actor, and critical functions like 
industrial control systems, automated 
navigation onboard inventory and bay 
management software are frequently 
overlooked as potential attack vectors. 

So, an older ship may have more 
vulnerabilities and weaknesses, but the 
likelihood of a cyber-attack would be 
potentially less as the opportunity and 
ability to exploit these vulnerabilities  
is more limited. Newer ships present a 
much greater attack surface but may be 
better designed, patched and configured  
from a security perspective.

0 50 100 150 200 250 300 350
2009 2017

The largest ship registers by deadweight tonnage
(vessels over 100GT, million DWT): end 2017

1. Panama

2. Marshall Islands

3. Libera

4. Hong Kong

5. Singapore

6. Malta

7. Greece

8. China

9. Bahamas

10. Japan

11. Cyprus

12. Crown Dependencies

13. Portugal

14. Indonesia

15. Denmark

16. Norway

17. India

18. United Kingdom
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Supply chains
The importance of developing appropriate 
Type Approvals and then incorporating 
these into developing IoT devices, 
sensors and automation technology, is 
an increasing challenge faced by shipping 
supply chains. A survey conducted by BPI 
with more than 200 industry executives 
from the global ocean supply chain, 
showed that 82% considered the visibility 
and connectedness between suppliers in 
the chain needed to be improved, and 99% 
feel that real-time access and sharing of 
information is important.

Big data 
Ships are a wealth of data points that are 
increasingly being used to manage the 
functions, navigation, positioning, logistics, 
cargo and safety of vessels. Ports and 
shore-based operations increasingly rely on 
communication systems to keep processes 
running smoothly, and any IT glitches 
can create major disruptions for complex 
logistic supply chains. 

Technology is transforming 
the marine world.
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Everyone has different 
systems, different 
vulnerabilities, and 
different protections  
built in. It’s really a 
process of getting 
appropriately trained 
people in place to 
analyse the 
vulnerabilities of the 
systems and take 
measures to button  
them up.

John Butler 
President, World Shipping Council

Threat modelling 
Real-world threat scenarios include:
•  Nation states jamming GPS signals to 

avoid detection of banned trade
•  Pirates performing reconnaissance to 

determine if the cargo on a ship is what 
they want to go after

•  Drug cartels moving products through 
ports undetected, untargeted malware 
designed for ransomware causing 
significant outages as well as terrorist 
activity

Gaining access to technology benefits 
To transform the industry and gain the 
significant benefits for costs savings from 
unlocking the benefits of new technology 
is a big task. But the ease of using big 
data analytics, automation, industrial IoT 

technology, next-generation 
management systems and cloud 
services, must be balanced with the 
increasing need to secure fleets in both 
build and design as well as from an 
operational fleet management 
perspective. 

Call to action 
The future needs us all to have clear 
visibility into the cyber threat surface 
presented by ships, builders, supply 
chains and operational managed 
services. A role for owners, managers, 
charterers, class societies, regulators 
and flag Administrations in 
understanding and defining how we 
operate has never been so important. 

82%
Considered the visibility  
and connectedness between 
suppliers in the chain needed 
to be improved 

99%
Feel that real-time  access  
and sharing of information  
is important
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Older hulls were frequently designed on 
the assumption that their industrial 
control systems would communicate
via small, dedicated networks: isolated 
from the public Internet, and protected 
by the same physical security as the 
plant itself. 

Even newly-built hulls may incorporate 
software or hardware that was originally 
written when these assumptions were valid. 

Ubiquitous internet connectivity and 
a large rise in malicious activity have 
changed the threat landscape radically. 

Industrial control systems may still run 
on separate networks, but true physical 
isolation is becoming the exception 
rather than the norm. Even with no direct 
connection, some malware can bridge 
air-gapped networks by exploiting 
human activity and operator error. 

Attack surface for shipping.
Shipping vessels generally have a design lifespan of several decades. 

PH YS I C A L SECURITY PRODUCTION NETWORK INDUSTRIAL 
CONTROL SYSTEMS

COM MU NICATIONS STABILITY  AND  
LOAD MANAGEMENT

NAVIGATION

•  Bridge restriction
•  Machinery spaces
•  Access control barriers
•  Hardened network infrastructure

•  Timekeeping and scheduling
•  Customs and immigration handling
•  Automated manifest
•  Consumable stores inventory
•  Property management system

•  Programmable logic 
controllers

•  SCADA controllers
•  Human-machine 

interfaces
•  Electrical management

•  Email messaging
• Ship-to-shore
• Ship-to-ship
•  Voice-over-IP
•  Satellite internet
•  Personal mobile radio

•  BAPLIE/EDIF ACT messaging
•  Hull stress monitoring
• Ballast control
• Bay and stowage planning

•  Automated weather  
monitoring

•  GPS / GNSS
•  Radar
•  ECDIS
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Shipping attack surface
It is not only shipping assets which are 
at risk; the entire shipping sector is 
fundamentally dependent upon the same 
systems which interact with vessels either 
for scheduling, loading of cargo, or 
personnel assignment. Oil extraction 
platforms, cargo and loading docks, 
harbourmasters and port authorities all 
rely upon the same ageing technical 
infrastructure to ensure vessels reach 
their destinations safely and promptly. 

An effective cyber security strategy and 
a realistic awareness of cyber threats 
enable organisations to embrace 
automation, connectivity, the Internet of 
Things (IoT), cloud services and ‘Industry 
4.0’ technology areas. By adopting this 
approach, your organisation will increase 
its security and level of protection. It will 
also help build your brand, creating 
business opportunities and unlock the 
cost savings that new ways of delivering a 
service bring. 

Rigs

• Dynamic Positioning Systems (DP) 
• Industrial Control Systems (ICS)
• Malware infection via USB

Navigation

• Global Navigation Satellite System
  (GNSS) data 
• Electronic Chart Display
   Information System (ECDIS)

Ships

• AIS transceivers, Long Range 
  Identification Tracking (LRIT) 
• Satellite broadband
• Digital Selective Calling (DSC) 
• Data sharing between systems
• Lack of segregation

Harbours

• Automatic  Identification  
  Systems (AIS)
• Vessel Traffic Services (VTS)
• Industrial Control Systems (ICS)

We have already faced 
several attempts to 
hack our systems, but 
so far we have been 
able to successfully 
fight them.

Nilse Haupt 
Hapag-Lloyd
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The cyber security risks posed to the shipping sector are real and 
pressing, but they are also quantifiable and manageable. We present 
three cornerstones of a proactive and effective cyber security strategy, 
safeguarding critical assets and ensuring profitability in the years to come.

Strategic steps towards cyber 
security assurance: Where do 
we go from here?

Cyber security is not 
so simple, it goes 
back to ship design 
and integrating the 
systems at the time of 
the ship’s design... we 
need to see how we can 
benefit from a system 
integrator’s view.
Dave Iwamato 
ASEF Council Member
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STEP 2

STEP 3

With knowledge of your attack surface  
and adversaries in hand, a simulated  
cyber-attack known as a ‘red team’ exercise 
is the most effective and efficient means to 
determine your organisation’s level  
of exposure. Security professionals will 
work in concert with your technical 
defenders to conduct an in-depth cyber-
attack simulation. 

•   Define and simulate real-world attack 
scenarios against your critical assets, 
using the same tactics, techniques, and 
procedures as a genuine threat actor 

•   Determine your level of assurance and 
ability to effectively detect and respond 
to a genuine cyber-attack 

•   Educate and engage your technical 
defenders in real-world attack 
methodologies, in a controlled and 
forgiving environment

An effective cyber security strategy 
completes the foundation of a secure 
technological and organisational 
infrastructure. Designing a cyber security 
strategy is a complex task for most firms  
as it must address a dynamic environment. 
Security professionals will work to create  
a cyber security strategy to create 
operational efficiencies, maximum return 
on technology investments, and assured 
data and asset protection into the future.

•   Define an appropriate strategic 
approach to the risks cyber threats 
present to your organisation and its 
economic future 

•   Ensure the business risks presented  
by cyber threats are understood  
and mitigated 

•   Implement the right level of technical 
controls, governance, reporting,  
and visibility needed to manage the 
threats faced 

•   Ensure the benefits of adopting 
automation, connectivity and cloud 
services are met safely and securely  
with risks fully managed 

Conduct a crisis management cyber simulation

Define a cyber security strategy

The prevailing truth of the cyber security 
landscape is change; the insights gained as 
little as five years ago are of less and less 
value as threat actors adjust their 
approaches in response to advances by 
security professionals and technical 
defenders. Regular threat intelligence and 
assessment activities allow you to view 
your organisation through the eyes of a 

potential attacker, to perceive your attack 
surface in detail, and to assess the 
real-world threats to your critical economic 
functions.

•   Gain situational awareness of the 
cyber-attack surface your organisation 
presents to threat actors

•   Understand and gain visibility of what 
vulnerabilities and process weaknesses 
you have

•   Define the potential cyber threats to 
your organisation in detail

Conduct a threat intelligence and assessment

STEP 1
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Start now to stop at nothing 
Nettitude is an award-winning, global leader  
in cyber security services. Helping organisations  
realise their threats and secure their technology, 
people and processes.    

Lloyd’s Register 
71 Fenchurch Street
London, EC3M 4BS, UK

UK +44(0)345 52 000 85
USA +1(0)212 335 2238 
solutions@nettitude.com

With thanks to the report editor Paul Hood,  
Senior Threat Intelligence Analyst from Nettitude. 
Sources available on request.

info.lr.org/cyber-security
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