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About Digimarc Digital Watermarks

Digimarc digital watermarks contain the same data as traditional visible codes, such as EAN/UPC codes. Unlike visible
codes that are typically applied to one or two locations on a package, Digimarc watermarks can be applied via an artwork
enhancement process throughout the entire package design.

If a commercial printer uses 1D barcode verification scanners to grade and verify traditional 1D codes (EAN/UPC), the device
will not be able to detect Digimarc watermarks. Due to the low visibility of Digimarc watermarks and the repetition within
the graphic elements of packaging artwork, the production process requires a specific set of quality check (QC) tools and
knowledge. This ensures that the accuracy and integrity of Digimarc watermarks is maintained throughout the premedia
and printing process.

Applying Digimarc Watermarks

The process of applying Digimarc watermarks into a graphics file is called “enhancement.” Enhancement involves altering
a file at the pixel level. This alteration is minor and may not be easily noticed on the file or plates. The process uses

the specifications and color space for the specific press used to print each job, and it is important that tolerances are
maintained. Once printed, Digimarc watermarks can be scanned by enabled scanners as well as mobile devices with a
Digimarc-enabled app.

Digimarc watermarks typically use multiple color separations, each containing data. These are noted by icons on the
coinciding Digimarc Enhancement Report and the Digimarc QC Details Legend supplied by the organization that enhanced
the graphics file.

within it are linked to a globally unique product code, known as a Global Trade Item Number (GTIN) and

o NOTE: Once a packaging file has been enhanced with Digimarc watermarks, the file and all the elements
cannot be used in other files.

Upon Receiving a Digimarc-Enhanced File
1 Review the Digimarc Enhancement Report

This report provides information about the details of the job, indicates which inks/separations have been enhanced,
displays a coverage map of the elements that include Digimarc watermarks, and provides you with an overview of the
QC procedures done prior to and following enhancement. (See “Digimarc Enhancement Report” on page 6).

2 Inspect for file integrity

Part of the premedia QC process for releasing an enhanced job is to inspect the file with Digimarc Verify — Desktop to
ensure the GTIN data is accurate and that no elements have been added, removed, or changed before imaging plates
and printing the job.

DO NOT change the file, the design, or any element within the job in any way. Any change to the digital file
requires consultation with the file provider. Specifically:

- DO NOT color correct the file. Color correcting the file could compromise the scanning performance of
o Digimarc watermarks or make Digimarc watermarks visible at unacceptable color levels.

- DO NOT introduce any new elements to the file. Adding or modifying elements to the job may also
compromise the scanning performance of Digimarc watermarks.

NOTE: We recommend that printers only use locked files and do not modify color separations. It is important
that you proof the job for color integrity.
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Proofing

When proofing a job that has been enhanced with Digimarc watermarks, modern professional inkjet proofing solutions can
help visually predict the appearance of Digimarc watermarks within the packaging file and should be used as a reference to
the final print. Similar to traditional 1D codes (EAN/UPC), the performance of Digimarc watermarks should be confirmed on
the final print.

Each job is proofed before and after the enhancement is applied. This process references the International Color
Consortium (ICC) or proprietary color Look-Up Table (LUT) source profile. These color profiles should be used to generate a
color-accurate proof and visually approve the completed job.

Quality Control Best Practices

Like other print parameters monitored throughout a press run, Digimarc watermarks should be validated at regular
intervals. For example, variables like color, ink density, dot gain, registration, and image quality can potentially impact
Digimarc watermark performance. Digimarc provides tools to the printer and best practices for validating and verifying
Digimarc watermarks in print production.

NOT mix with similar files or plates, even on comparable jobs with common elements, as this may create a

o NOTE: Digimarc watermarks apply product codes to individual design elements and color separations. DO
data accuracy problem in which multiple GTINs could be present, causing the package to scan improperly.

Proofing and Prepress

- The final 1-up plating file is run through Digimarc Verify — Desktop (Mac and Windows) and a generated enhancement
report is then made available for prepress and print production QC analysis and approval.

- The Digimarc watermark signal pattern can become visible in flat design areas and in spot color applications, impacting
the visual appearance of certain colors. Digimarc watermarks do not impact the AE measurement taken from the color
control strip, so these colors should be held in tolerance. Digital or physical proofs representing the intended ICC
profile, Reference Print Condition, and/or CXF Spot Color spectral data of the target print environment are required to
gauge the potential design impacts.

- When using common printing plates, it is important to include the Digimarc Control Icon (DCI) into the print control
targets of the job for visual confirmation after platemaking and mounting to ensure that no elements are inconsistent
between plates. See “Digimarc Control Icon (DCI)” on page 5.

- Digimarc watermark artwork information and specifications are added to the legend of the contract proof provided to
the print production. Digimarc has defined a Digimarc QC Details Legend, which is intended to be used for contract
proofs. The Digimarc QC Details Legend defines separations and basic details important to successful printing of
Digimarc watermarks. See “Digimarc QC Details Legend” on page 5.

- The Digimarc Verify — Mobile app (iOS and Android) can be used with the Enhancement Report to QC printer proofs
to confirm/verify data accuracy between the traditional 1D code (EAN/UPC) and Digimarc watermark. See “How to use
Digimarc Verify — Mobile to QC/Verify Digimarc Watermarks on a Contract Proof” on page 7.
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Digimarc QC Details Legend

The Digimarc QC Details Legend is a key to indicate which channels or inks have been enhanced with Digimarc
watermarks. This legend also illustrates the proper appearance of the DCI for the project. It must be printed in registration
color.

Using the existing color legends placed in the digital file, Digimarc and enhancement providers add @ over a color swatch
to indicate which ink set/separations have been enhanced. The Digimarc QC Details Legend also offers a brief overview of
the Digimarc Control Icon (DCI) as well as the Digimarc Verify mobile app, both detailed below.

The Digimarc QC Details Legend is located in the margins outside the crop marks, and the information is also found in
the Digimarc Enhancement Report that should be supplied with the job files. The DCl is set to registration and is typically
placed on a fold or flap that are not visible to consumers on the final assembled package. It is often located with other
standard print control patches.

DIGIMARC QC DETAILS

ENHANCED COLOR SEPARATIONS

This key @ indicates the following color separations contain Digimarc Barcode:

QReo@

Cyan Magenta  Yellow Black PMS000  PMS000  PMS000  PMS000
WARNING: THESE SEPARATIONS CANNOT BE COMMON PRINT PLATES

Not intended for ink order

CORRECT PLATE INDICATOR

This Digimarc Control Icon is placed into production control marks
on the job in REGISTRATION color to prevent common plate use
which can result in barcode inaccuracy. If the final print features
mismatching numbers, there is an incorrect plate being used.

BARCODE ACCURACY

The free Digimarc Verify mobile app (iOS / Android) is used to
confirm the UPC / EAN barcode matches Digimarc Barcode.
Download from www.digimarc.com/verify, Google Play or App Store.

CONTACT INFORMATION

For questions and concerns, please contact either the file or plate provider.
For more information, contact support@digimarc.com or 1-800-DIGIMARC.

Digimarc Control Icon (DCI)

Digimarc watermarks are unique to individual color separations within a job. Some package printing workflows may use
common color separations and print plates for multiple product SKU designs. Color separations and corresponding printing
plates that feature Digimarc watermarks CANNOT be common plates or design elements across multiple jobs.

The DCl is a visual registration mark used as a QC tool in print production to verify that common plates are not creating
multiple GTIN product codes on a single package. The DCl is a small icon that looks like a clock face or sundial (below).
The icon displays numbers between 0 and 9, which correspond to the check digit in the product’s EAN/UPC code—the final
number at the far right of the code.

The DCl is present on each printing plate and, like a registration mark, the icon should align when correct plates are used.
A “common plate” mistake will result in misalignment of the DCI and will produce multiple product codes on a package. If a
mismatch occurs, immediately stop printing and replace the incorrect plate. Contact your Digimarc enhancement provider
with questions or concerns with common plate workflows or existing common plate inventory.

DWW
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Quality Control Tools

Digimarc Enhancement Report

Following the enhancement of each art file, a Digimarc Enhancement Report is produced by analyzing the digital file with
Digimarc Verify — Desktop (Mac and Windows). For printers, you may receive this document from the premedia agency.
The important sections in this document for printers include ‘Data (Symbology)’ and ‘Separations with Digimarc watermarks.

This report communicates the file details, verification, colors and additional information about the file. As with the Digimarc
QC Details Legend, both references will communicate the inks/separations that now carry Digimarc watermarks. The report
also offers a visual indication to the elements that have been enhanced. Lastly, the report provides a summary of the quality
checks done during enhancement and print quality considerations.

Enhancement Report
Digital File Summary

PROJECT INFORMATION ARTWORK PREVIEW
Job Number

Project ID

Account
Account Name
Package Name
Project Name
File Source

crocer 1@ [l

Digital Artwork

File Name

Rice_150_DM.ai : =
Caor Pt W ) ...
GRAC0L2006_Coated1v2 SUE

DATA (SYMBOLOGY)

850010574523 UPC-A ===

850010574523 Digimarc Barcode

BARCODE SCANNER COVERAGE MAP

APPLICATION RATINGS

Retail Point of Sale: 1 8. 8.8 & 4 !
Mobile Scanning: 1 £ 8.8 8 4

Shelf Analysis: 1 2 4 8 & 4

Manufacturing: 1 4 8 8 & 4

Recycling: N/A

SEPARATIONS WITH DIGIMARC BARCODE

@ . T

Cyan Magent Yellow
a

BARCODE COUNT
Regions Digimarc 1D Substrate Form = WPI
1: Front 37 (] Opaque Flat 150 MOBILE COVERAGE MAP
2: Left 10 1 Opaque Flat 150
3: Back 27 0 Opaque Flat 150
4: Right 19 [] Opaque Flat 150
5: Top 14 (] Opaque Flat 150
Total: 107 1
L
DIGIMARC | ) S ege s o n o g i e vory DTSR 15202 108 st St e

(17134.rs4_release. 180410-1804))
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Best Practices for Proofing Digimarc Watermarks:
- Printed Contract proof is the most reliable visual check
- Digimarc Enhancement Reports are the most accurate pre-print analysis. This report is based on:
- Validating data consistency and information about Digimarc Watermark Coverage
- Simulating print environment based on color profile (ICC, MXN, etc)
- Simulating scanning device conditions to create coverage map
- Digimarc Verify — Mobile allows for data consistency checks and offers SignalSight visual overlay.
- Digimarc Verify — Desktop generates Enhancement Reports and is used by enhancement providers.
- Reviewing on screen exaggerates final appearance of Digimarc watermarks. If needed, view at 100% size to check the
scanning experience with a mobile device.
How to use Digimarc Verify — Mobile to QC/Verify Digimarc Watermarks on a Contract Proof

1 Install Digimarc Verify — Mobile from the app store or visit www.digimarc.com/verify.

2 Open the app and hold your device 4-7
inches (10-18 centimeters) from the proof.

3 Scan the Digimarc watermark and then the
traditional code for data validation. It does
not matter in which order you scan.

Step 2
Scan a 1D Barcode.

Digimarc
00856107006854

Version 3.1 220331
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4 Upon successful match, tap the Eye icon to
activate Signal Sight. This feature enables
you to scan other areas of the package or
label for additional data validation. Signal
Sight lights up areas enhanced with Digimarc
watermarks. Green animation displays for
all enhanced areas of the package. Tap the
Eye icon to disable and display the data card
again. Tap the data card to see additional
details about the scans and email a PDF

Match
report of the results. Tap here to see details.

Digimarc
856107006854

UPC-A
856107006854

5 If Signal Sight discovers inaccurate data, a red animation appears with a NO MATCH
message. DO NOT PRINT. Contact the file provider immediately.

See “Quality Control Best Practices” on page 4 to learn more about how data

inaccuracies can take place and how to prevent them.

No Match
Data inaccuracy found. Do not print. Tap here to
see details.

UPC-A
077890570265
Digimarc

077890570265
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6 Send a PDF scan report to relevant recipients for process and/or compliance.

iOS — select the share icon from any scan’s Match details screen, then select Send to Digimarc, enter the email
addresses and send.

Android — select the share icon and the email app of your choice, enter the email addresses and send.

2:51 = -
< History @
Match

(I Digimarc
(‘ GTIN: 00856107006854

UPC-A
GTIN: 00856107006854

GTIN -

Share
- Digimarc_Verify_Report-2020.08.0514.... X
P9 | pDF Document

OMOG

Send to Gmail Copy to Books Copy to
iTunes U

Digimarc_Verify..756720409.pdf

o @ Direct share not available
Markup ®
Print @ @ e @ 9
Save to Files =) Gmail Nearby ..  AirDroid Blueto...
Edit Actions...

iOS Android

In addition to Digimarc Verify QC software, Digimarc has advanced QC tools available. Contact Digimarc at
www.digimarc.com/help for more information.

Printing Files with Digimarc Watermarks
NOTE: This section contains information and guidance for on-press QC and should be provided to the press operator.

Digimarc watermarks are advanced codes that are implemented by applying a patterned graphic treatment to individual
color separations in the artwork. This contrasting pattern carries product data, which can be scanned by enabled scanners
and smartphones. Digimarc watermarks are applied to print-ready, color-separated art files and optimized for performance

based on the printer specifications provided by the printer to the Digimarc enhancement partner. If you are unsure of the
provided print specifications contact your enhancing partner.

NOTE: Digimarc watermarks apply product codes to individual design elements and color separations. DO
o NOT mix with similar files or plates, even on comparable jobs with common elements, as this may create a
data accuracy problem in which multiple GTINs could be present, causing the package to scan improperly.

Version 31 220331
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Critical Attention for Print Operations
Any of these items that are not followed may cause scanning issues and may require reprinting.

- Color Corrections
Do not perform any color corrections or image scaling on enhanced files, and do not reuse any enhanced design
elements across multiple SKUs.

- Printer Specifications
Digimarc watermarks rely on the printer’s provided specifications for the intended press environment. Production
printing that falls outside of the provided specifications risks performance errors in end-user scanning.

- Solid Ink Colors
Digimarc watermark performance will be impacted if solid ink color and/or density deviate more than 4AE or 2.8
AE2000 change from the press color profile provided.

- Tone Value Increase
Tone Value Increase (TVI) or “Dot Gain” must be kept within +/-4 percent for the printed 50 percent tone target (i.e.,
ISO 12647-2 Curve B 68 percent). Digimarc counts on the 90 percent tone value of process colors to stay open and 80
percent tone value of spot colors. For other print processes beyond offset printing, contact the premedia provider for
more information.

- Visual Appearance
When viewing separations at magnification, you may notice what appears to be pixelation in smooth areas — this is the
Digimarc watermark and must not be altered. Printing outside of specifications can significantly increase the visibility of
Digimarc watermarks and cause failure on print-to-proof color reproduction.

NOTE: Printed areas of spot color that include Digimarc watermarks will appear to have a color change; defer
to the proof for visual appearance and refer to the control strip for measurement.

Additional Considerations

Packages with large areas of white ink, transparency, or exposed substrate may require special treatments. Digimarc
watermarks can be applied with a spot varnish to encode these unique scenarios. Contact your file provider or Digimarc at
www.digimarc.com/help for more information.

Quality Checks for Digimarc Watermarks

- Color consistency: Final print that is outside 4AE or 2.8 AE____ to the provided ICC profile or CXF spot color standards

2000
may cause retail scan failures. Digimarc references the GRACoL 2006 ICC profile and Pantone Coated color targets

when no ICC profile or custom color standards are provided.

- Data accuracy: The Digimarc Verify — Mobile app (iOS and Android) is used to QC print samples for GTIN alignment
between UPC code and Digimarc watermark and to check multiple print areas.

- If any press environment changes are required, contact the file provider to determine if the modification will adversely
affect Digimarc watermarks.

Digimarc Watermark FAQs
Q: How are Digimarc watermarks applied?

A: For packaging, a trained production artist applies Digimarc watermarks to the digital file using Digimarc-enabled design
software. To enhance a file with Digimarc watermarks, two assets are required: the color-corrected, print-ready file and a
completed print specifications form for the press environment. Digimarc uses GRACoL 2006 Coated as a default CMYK
color profile if one is not provided by the print vendor.

Version 3.1 220331
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Q: How do Digimarc watermarks influence my ink or ink sets?

A: Most color separations and inks can be used with Digimarc watermarks. Spot colors generally have more noticeable
changes than process colors and composite artwork. Packages with large areas of white ink, transparency, or exposed
substrate may require special considerations.

Q: How does the substrate and printed material configuration affect Digimarc watermarks?

A: Information about the target substrate is key to successful enhancement. In general, it is easier for digital devices to read
conventional codes and Digimarc watermarks on opaque packages with significant flat areas; transparent and/or non-flat
packages are inherently more challenging (e.g., cylinders, bags, pouches). The enhancement provider will account for the
specifics of the substrate and form factor.

Q: What happens if | print different than the provided ICC profile or print specifications?

A: Digimarc watermark performance or visibility may be impacted when solid colors exceed 4AE or 2.8 AE___ variance, and

2000
must be kept within +/-4 percent, for the mid-tone in the provided ICC profile or print specification.

Q: How can | ensure the data integrity of Digimarc watermarks?

A: Digimarc offers tools to check artwork to verify correct product data. Digimarc Verify is available as a free mobile app for
both Android and iOS. To improve your QC procedures, contact Digimarc to learn more about available tools.

Q: How can | ensure the quality of Digimarc watermarks through the printing process?

A: For jobs that contain Digimarc watermarks, do not make any adjustments to the press or file once enhanced. In addition,
avoid common plates between jobs. If the specifications are followed in a color-managed press environment, Digimarc
watermarks should scan and perform as intended.

Q: How does the printer know which separations carry Digimarc watermarks to image new plates?

A: The enhancement provider will communicate which separations have been used to carry Digimarc watermarks. Typically,
enhancement legends and/or reports are issued along with the enhanced job. Any questions should be directed to the
provider of the enhanced file.

Q: What devices and apps can scan Digimarc watermarks?

A: Digimarc watermarks can be scanned by barcode scanners, machine vision equipment, and smartphones that have
integrated Digimarc technology. In addition to Digimarc Verify, the Digimarc Discover® app is a free mobile app that can be
used to scan Digimarc watermarks. The app is available at www.digimarc.com/app.

+1 800 DIGIMARC
www.digimarc.com/help
support@digimarc.com

SUPPORT
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