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Cybersecurity has high stakes for commercial organisations, as highlighted by recent 
high-profile incidents such as the cyberattack in June 2017, which affected global shipping 
companies Maersk and FedEx. There is a fast evolving regulatory framework addressing 
cybersecurity issues in the EU and elsewhere, which businesses must be aware of to 
address the risks of non-compliance. Heavy fines are being considered for breaches of 
the new EU cybersecurity law, such as the proposed UK fines of up to £17m, or 4 percent 
of global turnover. 

This practical guide provides an understanding of the current EU-level strategies, laws and organisations 
for cybersecurity, as well as insight into future developments. This guide also includes an in focus section 
on the impact of these developments on the banking, payments and financial services sector. 

Part One contains a summary of the current EU landscape, including the 2013 EU cybersecurity strategy, 
and other related intersecting strategies.

Part Two contains a detailed outline of the key cybersecurity laws in the EU, in particular, the Directive 
on Security of Network and Information Systems (NISD). An in focus section on the banking, payments 
and financial services sectors is included, with a summary of security obligations for payments service 
providers under revised Payment Services Directive (PSD2). Other EU level regulations, including sector-
specific, data protection and criminal law regulations, are also outlined.

Part Three contains an overview of upcoming EU initiatives, including the new policies and proposed laws 
released as part of the September review package.

Part Four contains a directory of the key organisations responsible for cybersecurity regulation and 
enforcement in the EU.

 | EU Summary
In February 2013, the EU adopted its cybersecurity strategy, “An Open, Safe and Secure Cyberspace”. The 
primary aim of the 2013 cybersecurity strategy is to increase cooperation and harmonise laws between EU 
states. 

Further strategies prioritising cybersecurity have been developed since 2013.

In April 2015, the European Agenda on Security was adopted, with fighting cybercrime one of the three key 
pillars of the agenda. 

In May 2015, the Digital Single Market strategy was launched, with a key objective to build trust and 
security online to foster a strong and successful digital single market. 

Meanwhile, in July 2016, the EU implemented the “Communication on Strengthening Europe’s Cyber 
Resilience System and Fostering a Competitive and Innovative Cybersecurity Industry”. 



3

Practical Guide: EU Cybersecurity Regulation and Focus on Security Obligations under the NISD and PSD2

 | Key EU legislation
In 2005, a law establishing minimal standards for criminal offences and penalties for large-scale 
cyberattacks was adopted, and this was later updated in 2013, through Directive 2013/40/EU. This 
directive was required to be transposed by member states by September 4, 2015, and the European 
Commission submitted a report to assess the implementation of the law by member states on September 
13, 2017.

The focus has now shifted to increasing the burden on companies to adopt preventative measures, to 
generate awareness and a culture of cybersecurity. Currently, companies are mainly subject to sector-
specific regulations, data protection laws, regulations on national security, civil and penal laws, corporate 
government, e-business and risk management/risk assessment standards, as well as international IT 
standards. 

There has yet to be an overarching EU-level law that has imposed a burden on companies to adopt 
systems and procedures to prevent and mitigate cyberattacks on their own systems. This was addressed 
by the Directive on Security of Network and Information Systems (NISD) for companies classified as 
operators of essential services of digital service providers.

DIRECTIVE ON SECURITY OF NETWORK AND INFORMATION SYSTEMS 
(NISD)

The NISD aims to establish a minimum common level of cybersecurity for essential services and digital 
services of member states, and increase cooperation between member states to address cybersecurity. 
States must transpose this piece of legislation into national law by May 9, 2018.

The three key objectives of NISD are:

1. Improved cybersecurity capabilities at national level

2. Increased EU-level cooperation

3. Risk management and incident reporting obligations for operators of essential services and digital 
service providers

Who will be affected?

Public and private entities classified as either operators of essential services or digital service providers will 
be subject to NISD. 

Operators of essential services (OESs):

Article 4 defines an OES as “a public or private entity of a type referred to in Annex II, which meets the 
criteria laid down in Article 5(2)”.  

The entity must satisfy the criteria set out in Article 5(2):

• “an entity provides a service which is essential for the maintenance of critical societal and/or economic 
activities;

http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2013:218:0008:0014:EN:PDF
http://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=CELEX:32016L1148&from=EN
http://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=CELEX:32016L1148&from=EN
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• the provision of that service depends on network and information systems; and

• an incident would have significant disruptive effects on the provision of that service.”

The entity must fall within one of the following types of sectors, according to Annex II of the NISD:  

• Energy, including electricity, oil and gas

• Transport, including air, rail, water and road

• Banking, including credit institutions 

• Financial market infrastructures*, including trading venues, and central counterparties

• Health, including healthcare settings

• Drinking water supply and distribution

• Digital infrastructure: internet exchange points, domain name system service providers, top level 
domain name registries

Member states must identify OESs by November 2018. This can be through a list of all entities which are 
OESs, or objective quantifiable criteria allowing entities to identify themselves precisely. The European 
Commission will review the consistency of this identification in May 2019. The NISD also states that 
member states must regularly review and update their list of identified OESs to reflect market changes. 

Entities which provide both essential and non-essential services will only be subject to the obligations 
under the NISD for the provision of essential services. Member states must publish a list of which services 
are considered essential by November 9, 2018. Furthermore, the annex to the communication released 
on September 13, 2017, “Making the most of NIS – towards the effective implementation of Directive (EU) 
2016/1148 concerning measures for a high common level of security of network and information systems 
across the Union” states that member states are free to include additional sectors as potential OESs, 
including the public administration, postal, food, chemical and nuclear, environmental and civil protection 
sectors.

*The above annex also provides guidance as to what constitutes a “significant disruptive effect”, for the 
purposes of Article 5(2).

Digital service providers (DSPs)

Article 4 defines DSPs as “any legal person that provides a digital service”. 

The following are types of digital services sectors, according to Annex III:

• Online marketplaces 

Defined as a “digital service which allow consumers and/or traders ... to conclude online sales and service 
contracts with traders either on the online marketplace’s website or on a trader’s website that uses 
computing services provided by the online marketplace”.

Examples: eBay, Amazon.

This does not include price comparison websites that direct the buyer to a third website where the contract 
is concluded; for example, Skyscanner.

http://eur-lex.europa.eu/legal-content/EN/TXT/?qid=1505297631636&uri=COM:2017:476:FIN
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• Cloud computing

Defined as “a digital service that enables access to a scalable and elastic pool of shareable computing 
resources”. 

Examples: IBM, Amazon.

• Search engines

Defined as “a digital service that allows users to perform searches of in principle all websites or websites 
in a particular language on the basis of a query on any subject in the form of a keyword, phrase or other 
input; and returns links in which information related to the requested content can be found”.

Examples: Google, Bing.

According to the recitals, the requirements will not apply to DSPs, which are micro- and small enterprises 
(MSEs). MSEs are companies which employ fewer than 50 persons and whose annual turnover and/or 
annual balance sheet total does not exceed €10m, according to EU recommendations. 

Member states are not given the flexibility to identify DSPs, and the NIS Directive will “apply to all digital 
service providers within its scope”. This more harmonised approach is taken for DSPs due to their cross-
border nature.

The jurisdiction of the entity is decided according to where their main establishment (i.e. head office) is 
based. Non-EU DSPs who offer their services in the EU must establish a representative office in the EU 
where they will be subject to the state’s laws relating to the NISD. 

Hardware manufacturers and software developers are not considered to be OESs or DSPs under the NISD, 
as they are already regulated by product liability law. 

What are the obligations?

According to the recitals, it is the responsibility of OESs and DSPs to ensure that “a culture of risk 
management, involving risk assessment and the implementation of security measures appropriate to 
the risks faced, should be promoted and developed through appropriate regulatory requirements and 
voluntary industry practices”. Risk management refers to “measures to identify any risks of incidents, to 
prevent, detect and handle incidents and to mitigate their impact ...”  in relation to “the security of stored, 
transmitted and processed data”.

A proportionate approach is to be taken based on the risk involved to “avoid imposing a disproportionate 
financial and administrative burden” on OESs and DSPs.

OESs and DSPs are treated differently; however, similar security and notification obligations apply. DSPs 
should be subject to a “light-touch and reactive” approach, and regulation for DSPs should be even more 
harmonised due to their “cross-border nature”. 

According to the annex to the communication released on September 13, 2017, “Making the most of NIS”, 
the Cooperation Group will publish non-binding guidelines concerning the security measures by the fourth 
quarter of 2017. In the process of developing these guidelines, “lists of international standards, good 
practices and risk assessment/management methodologies for all sectors covered by the NIS Directive” 

http://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex:32003H0361
http://eur-lex.europa.eu/legal-content/EN/TXT/?qid=1505297631636&uri=COM:2017:476:FIN
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were consulted. A similar guideline will be published for the notification requirements for OESs, and will 
include guidelines on the “circumstances in which operators of essential services are required to notify 
incidents”. 

Furthermore, the European Commission will publish implementing acts for digital service providers in 
relation to their security and notification obligations and, according to the abovementioned annex, it is 
“expected to be adopted by the commission in Autumn 2017”.

Security measures:

Both OESs and DSPs must take appropriate steps to:

• Manage the risk posed to the security of network and information systems by implementing 
appropriate and proportionate technical and organisational measures.

• Secure network and information systems to a level appropriate to the risks.

• Handle incidents by preventing and minimising their impact on the relevant network and information 
systems. 
OESs may need to provide to the authorities “information to assess the security of network and 
information systems” and “evidence of the effective implementation of security policies, such as the 
results of a security audit”.

DSPs “should remain free to take measures they consider appropriate to manage the risks posed to the 
security of their network and information systems”. DSPs may only need to “provide the information 
necessary to assess the security of their network and information systems, including documented security 
policies”.  

DSPs must take into account specific factors when implementing security measures, including:

• “security of systems and facilities

• incident handling

• business continuity management

• monitoring, auditing and testing

• compliance with international standards”

ENISA, the European Union Agency for Network and Information Security, has published technical 
guidelines for DSPs which are available here.

Incident Notification:

OESs and DSPs must “notify, without undue delay, the competent authority or the CSIRT” of certain 
incidents, although different thresholds apply.

OESs must notify all “incidents having a significant impact on the continuity of the essential services they 
provide”. The parameters to determine whether an incident is significant are: 

• Number of affected users 

• Duration of incident 

• Geographic spread of incident

https://www.enisa.europa.eu/publications/minimum-security-measures-for-digital-service-providers/
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“Sector-specific factors” may also be considered, if appropriate, and the recitals elucidate such factors for 
the energy, oil, transport, banking and financial market infrastructure, health and water sectors. 

DSPs need to notify if the incident has “a substantial impact” on the provision of digital services in the EU. 
The parameters to determine this are: 

• Number of affected users 

• Duration of incident 

• Geographic spread of incident

• The extent of the service disruption 

• The impact on economic and societal activities

Enforcement

Member states are required to put into place “effective, proportionate and dissuasive” penalties for 
breaches of the national transposing legislation by May 9, 2018. On August 8, 2017, the UK government 
published its proposal to implement fines of up to £17m (€20m), or 4 percent of global turnover, for OESs 
that fail to implement appropriate and proportionate security measures under the NISD. Entities will be 
liable even if they outsource the maintenance of their network and information systems. 

The competent authority of each member state will be given power to require from OESs information 
to assess the security of network and information systems, including documented security policies and 
evidence of effective implementation of security policies (e.g. security audit). They may then “issue binding 
instructions to the operators of essential services to remedy the deficiencies identified”.

The competent authority will only have the power to require information from DSPs if they have evidence 
of a failure to implement the required security measures, and may “take action” to remedy such failure.

State and EU-level actions

National cybersecurity capabilities (Articles 7-10)

Member states must:

• Adopt a national strategy “defining the strategic objectives and appropriate policy and regulatory 
measures” for the implementation of the NISD.

• Designate a “competent authority” to supervise the application of the NISD.

• Designate at least one computer security incident response team (CSIRT).

• Designate a single point of contact who will liaise with other member states and the cooperation 
group to achieve “cross-border cooperation”.

EU-level cooperation (Articles 11-13)

The NISD will establish:

• A cooperation group “to support and facilitate strategic cooperation and the exchange of information 
among member states and to develop trust and confidence”.

• A network of the national CSIRTs, “in order to contribute to the development of confidence and trust 
between the member states and to promote swift and effective operational cooperation”.  
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Timeline for implementation

• July 6, 2016: Adopted by the European Parliament.

• August 8, 2016: Entered into force (*not immediately applicable).

• February 2017: Cooperation group began tasks.

• August, 2017: Adoption of implementing security and notification requirements for DSPs.

• February 2018: Cooperation group establishes work programme.

• *May 9, 2018: Member states must transpose the directive into national law.

• November 2018: Member states to identify operators of essential services. 

• May 2019 (one year post-transposition): Commission report assessing the consistency of member 
states’ identification of operators of essential services.

• May 2021 (three years post-transposition): Commission review of the functioning of the NISD, with a 
particular focus on strategic and operational cooperation, as well as the scope in relation to operators 
of essential services and digital service providers.

IN FOCUS: BANKING AND FINANCIAL SERVICES 

Banking and Financial Market Infrastructures

Companies within the banking and financial market infrastructures sectors may be considered operators of 
essential services (OESs) under the NISD. 

Annex II specifies certain types of entities which may be considered OESs, including:

• Credit institutions, defined under the Capital Requirements Regulation, as “an undertaking the 
business of which is to take deposits or other repayable funds from the public and to grant credits for 
its own account”. 

• Operators of trading venues, defined under the Second Markets in Financial Instruments Directive. 
Here, a trading venue is defined as “a regulated market, an MTF or an OTF”, e.g. London Stock 
Exchange. 

• Central counterparties (CCPs), defined in Regulation (EU) No. 648/2012 as “a legal person that 
interposes itself between the counterparties to the contracts traded on one or more financial markets, 
becoming the buyer to every seller and the seller to every buyer”. 

Member states will clarify precisely which entities are OESs by November 2018. 

The recital acknowledges that the regulation of banking and financial market infrastructures is already 
“highly harmonised” through “primary and secondary Union law and standards developed together 
with the European supervisory authorities”. “Operational risk” management, which includes ensuring the 
security of network and information systems, are already set out in various EU regulations, and “often 
exceed the requirements provided for under this directive”.

Additionally, according to Article 1(7) of the NISD, if a member state already has sector-specific legislation 
requiring network and information system security measures and incident notification for OESs and DSPs, 

https://www.eba.europa.eu/regulation-and-policy/operational-risk
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then these provisions will apply, so long as they have an equal effect to the NISD. Therefore, in the UK, 
banking and financial market infrastructures were not included in the proposed NISD law, due to existing 
regulations and standards set by the Bank of England and the Financial Conduct Authority, according to 
the consultation paper released in August 2017. 

Online Marketplaces

Online marketplaces are considered DSPs under the NISD, if they allow customers and traders to 
conclude goods and/or services contracts, either directly on their website or using their technology on the 
trader’s website. 

However, this will only apply to large companies which employ more than 50 persons and whose annual 
turnover and/or annual balance sheet total exceeds €10m. This includes companies such as Amazon, 
eBay, Groupon and Hotels.com. 

The recitals clarify that for the purposes of the law, online marketplaces are not “online services that 
compare the price of particular products or services from different traders, and then redirect the user to the 
preferred trader to purchase the product”.

Although DSPs have lighter obligations to OESs, they have similar obligations to implement security 
measures and notify authorities if any incidents occur. ENISA has published technical guidelines for DSPs 
available here.

Payment Services

The NISD does not apply to most payment service providers, except for credit institutions in the banking 
sector, as defined under the Capital Requirements Regulation, as “an undertaking the business of which is 
to take deposits or other repayable funds from the public and to grant credits for its own account”. 

The European Central Bank (ECB) released a legal opinion on the NISD in 2014. According to the opinion, 
the ECB “supports the aim of the proposed directive”, as long as it is “without prejudice to the existing 
regime for the Eurosystem’s oversight of payment and settlement systems ...”. The ECB further observed 
that the development of oversight requirements for “the assessment of security arrangements and 
incident notifications for payment and settlement systems and payment service providers (PSPs)” should 
remain one of the core competencies of the central banks and prudential supervisors. 

In response to this, the recital of the final NISD text states: “As noted by the European Central Bank in its 
opinion of 25 July 2014 (6), this Directive does not affect the regime under Union law for the Eurosystem’s 
oversight of payment and settlement systems.”

“Online payment gateways” were initially included in the drafts of the NISD, but were left out of the 
final text. European Commission officials informed ComplianceOnline that “Payment gateways are now 
covered by the revised Second Payment Services Directive (PSD2) and hence European Parliament and 
Council agreed not to include them in the scope of NIS”.  

Revised Payment Services Directive (PSD2)

PSD2, which must be transposed into national law by January 13, 2018, contains cybersecurity 
requirements, including security and incident reporting obligations which apply to “payment service 
providers”. The categories of payment service providers are outlined in Article 1 of the directive, and include 
credit institutions, electronic money institutions and payment institutions. These obligations are contained 
in Chapter 5: Operational and security risks and authentication. 

https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/636207/NIS_Directive_-_Public_Consultation__1_.pdf
https://www.enisa.europa.eu/publications/minimum-security-measures-for-digital-service-providers/
http://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32013R0575
https://www.ecb.europa.eu/ecb/legal/pdf/en_con_2014_58_f_sign.pdf
http://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32015L2366
http://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32015L2366
http://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32015L2366
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Article 95 requires that “payment service providers establish a framework with appropriate mitigation 
measures and control mechanisms to manage the operational and security risks, relating to the payment 
services they provide”. Payment service providers must provide national authorities with an annual update 
of these risks and the adequacy of mitigation measures and control mechanisms implemented to respond 
to these risks. 

Specific obligations pertaining to certain payment service activities are also included in PSD2, such as 
those contained in Article 98, “Regulatory technical standards on authentication and communication”.  

The legislation also specifies that further guidelines on the establishment, implementation and monitoring 
of these security measures will be released by the European Banking Authority (EBA). 

Article 96 also imposes an incident reporting obligation such that “in the case of a major operational or 
security incident, payment service providers shall, without undue delay, notify the competent authority in 
the home member state of the payment service provider”.

According to the guidelines to the NISD published as part of the September review package, the 
obligations under PSD2 will replace the equivalent provisions relating to security measures and incident 
reporting in the NIS Directive, due to the rule of lex specialis. 

The penalties for breach of security obligations under PSD2 shall be set by member states according to 
Article 103, and “such penalties shall be effective, proportionate and dissuasive”.

The European Banking Authority (EBA) has produced various guidelines for implementing the security and 
incident notification provisions under PSD2. These include: 

• Guidelines on major incident reporting under Directive (EU) 2015/2366 (PSD2)

• Draft Guidelines on the security measures for operational and security risks of payment services 
under PSD2. The EBA published its consultation paper on its draft guidelines on May 5, 2017, and a 
public hearing was held on June 20, 2017.

• Draft recommendations on outsourcing to cloud service providers under Article 16 of Regulation 
(EU) No. 1093/2010. The consultation on these recommendations recently closed on August 18, 2017.

For more information, please refer to PaymentsCompliance’s content on PSD2.

Directive on the combating of fraud and counterfeiting of non-cash means of payment

This proposed regulation was released as part of the cybersecurity September review package, and aims 
to bolster the criminal law response of EU member states in targeting non-cash payment fraud.  

The regulation creates new criminal offences to reflect technological advances such as virtual currencies 
and mobile payments, as previously, payment instruments were only defined in “corporeal” terms, 
covering payment methods such as physical cards and cheques.  The regulation also contains provisions 
to strengthen the investigatory ability of law enforcement authorities and defines the minimum and 
maximum penalties for the offences, with the aim of harmonising the approach across different member 
states.  

The EU have published a factsheet in relation to this new directive, which can be found here.

http://eur-lex.europa.eu/legal-content/EN/TXT/?qid=1505297631636&uri=COM:2017:476:FIN
http://www.eba.europa.eu/documents/10180/1914076/Guidelines+on+incident+reporting+under+PSD2+%28EBA-GL-2017-10%29.pdf
https://www.eba.europa.eu/documents/10180/1836621/Consultation+Paper+on+the+security+measures+for+operational+and+security+risks+of+payment+services+under+PSD2+%28EBA-CP-2017-04%29.pdf
https://www.eba.europa.eu/documents/10180/1836621/Consultation+Paper+on+the+security+measures+for+operational+and+security+risks+of+payment+services+under+PSD2+%28EBA-CP-2017-04%29.pdf
https://www.eba.europa.eu/documents/10180/1836653/Public+Hearing+on+Guidelines+on+the+security+measures+for+operational+and+security+risks+of+payment+services+under+PSD2+200617.pdf
https://www.eba.europa.eu/documents/10180/1848359/Draft+Recommendation+on+outsourcing+to+Cloud+Service++%28EBA-CP-2017-06%29.pdf
https://www.eba.europa.eu/documents/10180/1848359/Draft+Recommendation+on+outsourcing+to+Cloud+Service++%28EBA-CP-2017-06%29.pdf
http://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:52017SC0299
https://ec.europa.eu/home-affairs/sites/homeaffairs/files/what-we-do/policies/european-agenda-security/20170919_factsheet_combating_fraud_and_counterfeiting_of_non-cash_means_of_payment_en.pdf
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EU SECTOR-SPECIFIC REGULATION

The following legislation sets out security requirements for public communication networks or publicly 
available electronic communication services and trust service providers. The NISD will not apply to these 
entities, according to its recitals. 

Better Regulation Directive 2009/140 EC (Telecoms)

As part of the EU “Telecom Package”, this directive applies to public communication networks or publicly 
available electronic communication services, which are explicitly excluded from coverage under the NISD. 
According to ENISA, this directive creates “transparency and governance requirements which imply an 
obligation to implement appropriate RM/RA measures with regard to network/information security”. 
Three non-binding documents have been issued setting out technical guidelines on incident reporting, 
security measures, and threats and assets. Further information and links to these documents can be found 
here.

Regulation (EU) No. 910/2014 (eIDAS) (Trust providers)

The eIDAS Regulation provides a common EU framework for electronic trust services, which include 
electronic signatures, electronic seals, time stamps, electronic delivery services and website 
authentication. The aim of the regulation is “to enhance trust in electronic transactions in the internal 
market by providing a common foundation for secure electronic interaction ...”, which requires providers 
of trust services to “1) assess risks, 2) take appropriate security measures to mitigate the risks, and 3) notify 
the supervisory body about significant incidents/breaches”. 

EU DATA PROTECTION REGULATION

The NISD will operate in tandem with data protection regulations, and the directive states that the 
“competent authority shall work in close cooperation with data protection authorities when addressing 
incidents resulting in personal data breaches”.

General Data Protection Regulation (GDPR) 

The GDPR focuses on the protection of personal data and imposes mandatory standards of protection 
for data controllers and processors. Entities may be subject to both the GDPR and the NISD if they are 
considered both a data controller or processor and an OES or DSP. Payments service providers subject to 
PSD2 will also likely be subject to the GDPR.

Under the GDPR, companies are required to implement appropriate security measures to protect personal 
data and are subject to breach notification requirements with heavy fines for non-compliance. The GDPR 
will come into force on May 25, 2018, two weeks following the enforcement date of the NISD. 

For more information, please refer to PaymentsCompliance’s content on the GDPR.

Directive 2002/58/EC (e-Privacy Directive)

This law obliges providers of electronic communications services to put measures in place to protect 
the personal data and privacy of clients. Since the adoption of the GDPR, a revision of this law has been 
proposed, which takes into account the expansion of the tools now available to track personal data. The 
Proposal for a Regulation on Privacy and Electronic Communications was published on January 10, 2017, 
and later amended on June 9, 2017 in the Draft Report on Respect for Private Life and Protection of 
Personal Data in Electronic Communications.

http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2009:337:0037:0069:EN:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2009:337:0037:0069:EN:PDF
https://www.enisa.europa.eu/topics/incident-reporting/for-telcos
https://www.eid.as/home/
http://ec.europa.eu/justice/data-protection/reform/files/regulation_oj_en.pdf
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=CELEX:32002L0058:en:HTML
https://www.documentcloud.org/documents/3866740-Proposal-Regulation-Eprivacy.html
http://www.europarl.europa.eu/sides/getDoc.do?type=COMPARL&reference=PE-606.011&format=PDF&language=EN&secondRef=01
http://www.europarl.europa.eu/sides/getDoc.do?type=COMPARL&reference=PE-606.011&format=PDF&language=EN&secondRef=01
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 | Upcoming EU Initiatives

SEPTEMBER REVIEW OF THE CYBERSECURITY STRATEGY

On September 13, 2017, Jean-Claude Juncker, the president of the European Commission, announced 
the September review of the cybersecurity strategy at the State of the Union address. The following 
recommendations and proposals for regulations were subsequently published as part of the September 
cybersecurity package.  

Guidance for implementation of the NISD

The communication and its annex, “Making the most of NIS – towards the effective implementation 
of Directive (EU) 2016/1148 concerning measures for a high common level of security of network and 
information systems across the Union”, was published as a guide for member states on how the NIS 
Directive should operate in practice.

These documents provide detailed information on how to implement the NISD at national level, including 
how states should identify operators of essential services (OESs), and explanations concerning the 
three types of digital service providers (DSPs). In relation to implementing the security and notification 
requirements, it is stated in the annex that non-binding guidelines are currently being developed for OESs 
by the fourth quarter of 2017, and implementing acts will be adopted for DSPs in Autumn 2017.

The guidelines also clarify the relationship between the NIS Directive and other legislation, stating that 
any sector-specific legislation with rules which are equivalent in effect will prevail over the NISD. PSD2 is 
given as an example, such that “pursuant to Article 1(7) of the NIS Directive, both security and notification 
requirements set out in Article 95 and 96 of the PSD 2 should apply instead of the corresponding 
provisions of Article 14 of the NISD as far as the provision of payment services by credit institutions is 
concerned”.

European Cybersecurity Agency

ENISA, the current agency responsible for cybersecurity in the EU, will be transformed into the “European 
Cybersecurity Agency”, and will have a broader permanent mandate, greater operational resources and 
new competencies. The agency will initially focus on assisting member states in implementing the NIS 
Directive.   

The agency will also organise yearly pan-European cybersecurity exercises and improve  intelligence 
sharing by setting up the Information Sharing and Analysis Centre “to assist member states in effectively 
preventing and responding to cyber-attacks”.

The agency will also assist in the implementation of the ICT certification framework.

ICT certification scheme

An EU-wide certification framework for ICT products and services has been proposed to harmonise the 
various security certification schemes of member states. The European Commission aims to increase 
trust and security in ICT products and services throughout the EU, and facilitate trade in the Digital Single 
Market. The certificates will confirm that a product or service is compliant with a clear and specific set of 
standards. The harmonised scheme also aims to reduce cost for companies, by eliminating the need to 
apply for multiple certificates, as the certificates will be recognised and valid across all member states.  

http://eur-lex.europa.eu/legal-content/EN/TXT/?qid=1505297631636&uri=COM:2017:476:FIN
http://eur-lex.europa.eu/legal-content/EN/TXT/?qid=1505297631636&uri=COM:2017:476:FIN
http://eur-lex.europa.eu/legal-content/EN/TXT/?qid=1505297631636&uri=COM:2017:476:FIN
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The certificates will focus on devices included in the “Internet of Things”, particularly those which are 
part of the European critical infrastructures, such as energy and transport networks, and new consumer 
devices, such as connected cars.

The certification process will be voluntary, although the commission commented at a press conference 
that this is a “first step”, and that it could be mandatory in the future.  

The proposal for the new European Cybersecurity Agency and ICT certification scheme is contained 
in the Proposal for a Regulation Of The European Parliament And Of The Council on ENISA, the 
“EU Cybersecurity Agency”, and repealing Regulation (EU) 526/2013, and on Information and 
Communication Technology cybersecurity certification (‘’Cybersecurity Act’’).   

Blueprint for ‘coordinated EU response to cyber-attacks’

The regulation aims to set an effective and coordinated plan of action for the EU and its member states in 
the event of a major cybersecurity incident, by streamlining existing procedures and actions into a single 
process, and clarifying the roles of actors at a technical, operational and strategic level.  

A Cybersecurity Competence Network and European Cybersecurity Research and Competence Centre will 
be set up to assist in building a strengthened EU-wide response to cyber-attacks.

Strengthening the criminal law response to cyber-attacks

The Directive on the combating of fraud and counterfeiting of non-cash means of payment was 
proposed as part of this package, with the aim of targeting non-cash payment fraud.  The regulation 
creates new criminal offences to reflect technological advances such as virtual currencies and mobile 
payments, as previously payment instruments were only defined in “corporeal” terms, covering payment 
methods such as physical cards and cheques. The regulation also contains provisions to strengthen the 
investigatory ability of law enforcement authorities and defines the minimum and maximum penalties for 
offences, with the aim of harmonising the approach across different member states.  

The EU has published a factsheet in relation to this new directive, which can be found here.

MID-TERM REVIEW OF THE DIGITAL SINGLE MARKET STRATEGY

On May 10, 2017, the European Commission published a mid-term review of the Digital Single Market 
strategy. The report evaluated the progress of the strategy, urged national legislators to act on the 
proposals and outlined future plans for its implementation. Short-term operational strategies included 
funding for member states to improve national systems and networks, and considering legislative action 
to facilitate cross-border access to electronic evidence.

Fintech regulation

EU regulatory action is currently being considered for the regulation of fintech companies, with 
cybersecurity measures a key point of discussion. Cora van Nieuwenhuizen, the European Parliament’s 
rapporteur for fintech, stated to ComplianceOnline that she views cybersecurity as the first priority for 
fintech regulation. A public consultation was held between March and June 2017, and responses can be 
found here. 

http://ec.europa.eu/transparency/regdoc/rep/1/2017/EN/COM-2017-477-F1-EN-MAIN-PART-1.PDF
http://ec.europa.eu/transparency/regdoc/rep/1/2017/EN/COM-2017-477-F1-EN-MAIN-PART-1.PDF
http://ec.europa.eu/transparency/regdoc/rep/1/2017/EN/COM-2017-477-F1-EN-MAIN-PART-1.PDF
http://ec.europa.eu/transparency/regdoc/?fuseaction=list&coteId=3&year=2017&number=6100&version=ALL
http://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:52017SC0299
https://ec.europa.eu/home-affairs/sites/homeaffairs/files/what-we-do/policies/european-agenda-security/20170919_factsheet_combating_fraud_and_counterfeiting_of_non-cash_means_of_payment_en.pdf
http://europa.eu/rapid/press-release_IP-17-1232_en.htm
https://paymentscompliance.com/premium-content/insights_analysis/european-regulators-eye-cybersecurity-rules-fintechs
https://ec.europa.eu/info/finance-consultations-2017-fintech_en
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 | Key EU Organisations
The European Union Agency for Network and Information Security (ENISA) is “a centre of network and 
information security expertise for the EU, its member states, the private sector and Europe’s citizens”. 
Founded in 2004, ENISA is responsible for developing and supporting implementation of EU cybersecurity 
policy and the NISD, and raising awareness of cybersecurity in the EU. In the September review of the 
Cybersecurity strategy, the European Commission announced that it will replace and build on ENISA, by 
forming the European Cybersecurity Agency. For more detail on this new agency, please refer to Part Three 
of this guide.

The Cooperation Group is established by the NISD, as a network of national authorities “to support and 
facilitate strategic cooperation and the exchange of information among member states and to develop 
trust and confidence”.

CERT-EU (Computer Emergency Response Team-EU) was founded in 2012 and is a team of IT security 
experts that respond to information security incidents for the EU institutions, agencies and bodies. CERT-
EU works with a network of national CSIRTs, established by the NISD to encourage “confidence and trust 
between the member states and to promote swift and effective operational cooperation”. According to the 
directive, each member state much establish at least one CSIRT team. 

In February 2016, a technical arrangement was signed between the NATO Computer Incident Response 
Capability (NCIRC) and CERT-EU to form the EU and NATO cyber defence cooperation. CERT-EU also 
works with industry bodies, for example, it signed an agreement with the European Aviation Safety Agency 
(EASA) in February 2017 to form the European Centre for Cyber Security in Aviation (ECCSA). 

The European Cybercrime Centre (EC3) is a law enforcement body set up by Europol in 2013 to protect 
against and respond to major cybercrimes. EC3 has three main task forces: forensics, strategy and 
operations. EC3 deals with large-profit cybercrimes committed by organised groups, cybercrimes that 
result in serious harm and cybercrimes that have an impact on critical infrastructure and information 
systems in the EU. 

Europol set up the Joint Cybercrime Action Taskforce (J-CAT) in 2014 to focus on international crimes that 
affect EU member states. J-CAT works with EC3, non-EU law enforcement partners and closely involved EU 
member states.

 | Conclusion
Cybersecurity is a key focus for EU regulators currently, with PSD2 coming into force in January 2018, 
the NISD and the GDPR coming into force in May 2018 and a revision of the Cybersecurity Strategy in 
September 2017. Commercial organisations should be aware and plan ahead to increase company 
measures to keep their information systems and data secure. It is likely that further regulations will 
emerge in the near future. ComplianceOnline will continue to monitor this area.

Report authors: Richard Leather and Catherine Qu 

Editors: Louise Coleman and Hannah Frost

https://www.enisa.europa.eu/about-enisa
https://cert.europa.eu/cert/plainedition/en/cert_about.html
http://www.cert.org/incident-management/national-csirts/national-csirts.cfm?
http://www.europeanpublicaffairs.eu/time-to-catch-up-the-eus-cyber-security-strategy/
https://www.europol.europa.eu/about-europol/european-cybercrime-centre-ec3
https://www.europol.europa.eu/activities-services/services-support/joint-cybercrime-action-taskforce
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This report has been created by Compliance Online Ltd. Information contained within this report cannot 
be republished without the express consent of ComplianceOnline.

ComplianceOnline does not intend this report to be interpreted, and thus it should not be interpreted, 
by any reader as constituting legal advice. Prior to relying on any information contained in this article 
it is strongly recommended that you obtain independent legal advice. Any reader, or their associated 

corporate entity, who relies on any information contained in this article does so entirely at their own risk. 
Any use of this report is restricted by reference to ComplianceOnline’s terms and conditions.
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