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S E RV I C E S 
OV E RV I E W

BE INFORMED. 
BE STRATEGIC. 
BE SECURE.
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Discover the  
Difference Between a 
Solution That Works, 
and a Solution That 
Works for You
No industry is exempt from security threats. Keeping  
your organization’s information safe is critical on a  
moment-to-moment basis, and requires constant  
visibility and monitoring of your entire network.

We are an information security and managed services 
provider dedicated to not only identifying your gaps  
and vulnerabilities, but working in partnership to improve 
your overall security posture–now and into the future.

STRATEGIC  
APPROACH.

We tailor our solutions to your  
unique industry, security challenge  
or compliance needs to identify and 
remediate security gaps and  
vulnerabilities through strategically- 
applied managed services.

PERSONALIZED  
SERVICE. 

Our managed security solutions  
work because we understand your 
organization’s unique needs and do 
whatever it takes to put you on a  
secure, compliant path–and keep  
you on it.

CONTINUED  
EDUCATION. 

Our partnership doesn’t stop with a 
security solution in place. We continue 
to work with your organization,  
offering 24/7 availability to keep  
you at the forefront of your  
information security.



The Professional Security  
Services You Need, When  
You Need Them

WHAT YOU’LL GET

Gain valuable knowledge and control of key technology layers within 
your organization’s environment with our strategic and proactive 
security services. It’s the best of our managed services in an a-la carte 
offering, so you can get what you need when you need it. 

EXPERIENCE. 

Our professional services team has 
decades of experience in the security 
industry and can uncover every  
security gap or vulnerability in your  
organization’s environment.

CAPABILITY. 

From network, application or physical 
penetration security to compliance, 
training and hiring services, we’re 
equipped to improve your overall  
security posture.

UNDERSTANDING. 

We understand you need context 
around your security needs. We  
provide clear, concise threat  
information to ensure you get  
and stay ahead of security issues. 

FLEXIBILITY.

Regardless of your industry, our  
knowledge and experience allows us 
to respond to today’s security needs 
and challenges and help your  
organization meet security testing  
and strategy goals.

TECHNOLOGY. 

Using integrated, leading-edge  
technologies, we identify and  
remediate the technical, high-level 
challenges your organization faces. p3
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Professional Services Offerings

• Comprehensive Application  
Assessments

• Application Threat Monitoring

• Source Code Assessments

• Database Assessments

• Mobile Application Assessments

* Packaged web application testing available

• External and Internal  
Vulnerability Assessments

• Wireless Network Assessments

• Comprehensive Security  
Configuration Review

• Servers

• Workstations

• Network Devices 

• Network Security Architecture  
and Design Review

• Compromised Assessments

• Solution-Specific Reviews

• Virtualization

• VOIP

• Mobile Security Management

• Database

• Payment Card Industry (PCI)

• HIPAA/HITECH

• ISO 27001 / 27002

• NIST SP 800-30 / 800-53 / 800-171 
(FISMA)

• IEEE 62351 / IEC 62443 / ISA 99

• NERC CIP

• GDPR

• NCUA

• FFIEC

• COTS/Vendor-Specific  
Penetration Testing

• Comprehensive Penetration Testing

• Network

• Applications

• Data Exfiltration Testing

• Social Engineering

• Email/Phishing

• Short-and Long-Term Options

• PreText Calling

• Physical Security

• Red and Purple Teaming Testing

• Quantitative Risk Assessments

APP AND NETWORK “SECURITY” TESTING

COMPLIANCE

PENETRATION TESTING RISK ASSESSMENT
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Professional Services Offerings (cont.)

• Security Training for Developers

• Introduction to Application Security 
(OWASP Top 10)

• .NET

• JAVA/J2EE

• C/C++

• Top 10 Application Security Defenses

• Regulatory Compliance Best  
Practices

• PCI DSS Training for Developers

• HIPAA FISMA/SOX Security Training 

• Mobile Application Development

• Introduction to Mobile Application 
Security (IOS and Android)

• Security Training for Mobile  
Developers–IOS (iPhone/iPad)

• Security Training for Mobile  
Developers–Android

• Security Training for QA

• Threat Modeling Security Training 
for Managers/Architects

• Security Awareness Training

• Database Security and  
Best Practices

• Oracle/SQL Server DBA

• Computer-Based Training (CBT)

• On-Demand

• Interactive

• Customized

• Tracking and Reporting

TRAINING

• Executive/Permanent Placement

• Temporary Staffing

• Temp-to-Hire

TALENT AND  
ACQUISITION
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Strategic Managed Security  
Solutions to Secure Your  
Business

WHY CHOOSE MANAGED SERVICES?

Keep your organization’s critical information secure with our complete package 
of managed security services. We’ll help you meet your strategic business goals, 
improve your operations and cut expenses, manage and monitor your security 
remotely and free up your IT staff to work on other projects.

CONTROL. 

Partnering with a managed services 
provider allows you to be in control of 
your organization’s information and 
infrastructure security, without placing 
a strain on resources and personnel. 

• SIEM

• Breach-Detection

• Endpoint-Protection

• DDOS

• Email Security

• Encryption

• Firewall

• IDS/IPS

• Incident Response, Forensics  
and Malware Analysis

• NAC

• Remediation and Vulnerability

• Secure Web Gateway

• Security Operations  
Management

• Threat Analysis

• UTM

• Web Application Firewall

• Threat Hunting

PERSONALIZATION. 

Our managed services don’t come 
in a box. We work closely with you to 
ensure you’re getting the right solution 
and that your entire organization is  
on board. 

SUPPORT. 

Once we leave, we’re never really gone. 
We monitor and manage your security 
remotely, so you’re covered against 
any threats 24/7 by DirectDefense  
professionals who are ready to  
act immediately.  

MANAGED SERVICES OFFERINGS
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Get Qualified Personnel for 
Your Security Needs with  
Talent Acquisition Services

WHAT WE OFFER

You may be spending significant time and budget fulfilling 
project needs with strained resources, when instead you 
could take advantage of talent acquisition to augment 
your staff temporarily or permanently. 

DON’ T PUT YOUR  
ORGANIZATION AT RISK  
WITH UNDERQUALIFIED  
EMPLOYEES 

We leverage our existing relationships to provide  
candidates for companies in all industries, and work with 
you to ensure your needs are met with qualified personnel 
you can trust for your security projects.

Save on labor costs, reduce your liabilities and enjoy more 
hiring flexibility with DirectDefense.

• Comprehensive Vetting Process, Inclusive of Initial 
Recruiting, Screening and Reference Checks

• Temporary, Temp-to-Hire and Permanent Positions

• Candidates from a Large Network of  
Specialized Professionals

• Available to Companies in all Industries

• Collaboration with Your Company to Understand  
Your Specific Needs
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Designing Information  
Security Strategies for  
Today’s World

CONTACT US

Since coming together in 2011 to form DirectDefense, our team has 
been committed to offering managed security strategies that are  
unmatched in the industry. Whether we are performing assessments 
of networks, platforms and applications or applying managed  
services to improve your organization’s security posture, we are  
focused on providing world-class services that don’t  
just work–they work for you. 

Corporate Headquarters 
385 Inverness Parkway 
Suite #360 
Englewood, CO 80112

888 720 4633

sales@directdefense.com

www.directdefense.com
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