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EXECUTIVE SUMMARY

This year will prove to be an incredible inflexion point for the life 
sciences industry. 

With additional regulatory hurdles from a variety of regulatory 
bodies, the industry will face more challenges than ever before! 
New technological advancements (like Cloud, Internet of Things 
(IoT), Artificial Intelligence (AI), and blockchain) are disrupting 
the way the life sciences industry has operated for the last two 
decades. 

There are numerous new threats to the industry, from unsettling 
new contributors of malicious cyber security attacks, and an 
increase in the growth and frequency of data breaches. To 
aggressively break down silos within their organization, life  
sciences executives will need to address these challenges in an  
all-inclusive way. 

For 2018 and beyond, an organization’s regulatory needs, business 
needs, and technology could all come to a critical point if not 
addressed holistically. 

Subbu Viswanathan brings over  
20 years of software development and 
compliance expertise to his life sciences 
customers. He has led software 
development, process automation, 
computer systems validation, 
infrastructure qualification as well as 
audits and compliance engagements for 
a variety of life sciences customers.

His thought leadership, particularly in 
the areas of compliance over the Cloud, 
makes him a critical cog with USDM 
Life Sciences’ Cloud partners like Box, 
Salesforce, and DocuSign among 
others. He frequently speaks at industry 
conferences and is currently leading 
USDM Life Sciences’ Solutions group. 

Mr. Viswanathan has an Engineering 
Degree from Bangalore University (India) 
and is a UCLA Anderson School of 
Management alumnus.

ABOUT THE AUTHOR

Subbu Viswanathan

Head of Solutions  

at USDM Life Sciences

Key Life Sciences Trends,  
2018 and Beyond



W H I T E  PA P E R

WP002A_CW_Industry Trends

1. Emphasis on Cyber Security...

The following key trends are not 
intended to be an exhaustive list, 
and some of these may not apply in 
your specific situation, however there 
is value in understanding the global 
and macro trends that affect the life 
sciences industry.

These trends are offered as inputs 
to your 2018 goal-setting and 
strategic planning for later years, and 
hopefully you find this information 
useful and valuable as you begin or 
continue those discussions.

Key Life Sciences Trends,  
2018 and Beyond
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Cyber threats and data breaches have 
become so prevalent, that we have 
become desensitized by the news. With 
62% of organizations acknowledging 
breaches of security, only 34% of them 
feel they have an effective incident 
response plan in place.1

As published in the HIPAA Journal, a survey conducted 
by the Ponemon Institute to over 600 information security 
professionals, found that confidence in cybersecurity 
defenses is on the decline. “More than 67% of 
respondents believe they will experience a cyberattack or 
security breach in 2018.” That number has risen 7% from 
the individuals who believed they would experience such 
a breach last year.

Although most breaches in the last year have come 
from hackers and malware, the largest data security risk 
seems to come from within. “70% of responders said a 
lack of in-house expertise will be the most likely cause of  
data breaches.” 2

Furthermore, these organizations must comply with 
a variety of regulations related to data integrity and 
cyber security such as GDPR, EudraLex Annex 11, 21 
CFR Part 11, etc. Regulatory bodies are digging deep, 
looking for data quality and integrity issues, especially 

Emphasis on Cyber Security 
and Data Integrity

1. Emphasis on Cyber cont...

“This (cyber security) is of particular 
concern to life sciences organizations 
who have complex software systems 
and interconnections with third 
party suppliers and partners (where 
data exchange and transparency is 
a critical factor in success of such 
relationships). Additional vulnerabilities 
can be potentially exploited while 
these organizations transition to 
technologies like IoT and the Cloud.”

– Diane Gleinser  
 Vice President Compliance Wellness Solutions,  

 USDM Life Sciences

as life sciences organizations move to the Cloud and 
begin using more advanced technologies. While written 
observations are dropping overall, data integrity issues 
remain a high percentage of the findings in much of the 
world. Data Integrity will be the FDA’s focus for Quality  
in 2018. 
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2. Platform Consolidation... 

WHAT THIS MEANS TO YOU:

Life sciences organizations that have a comprehensive 
data integrity and information security program will be 
better equipped to handle threats and manage potential 
mitigations should a breach occur. Organizations 
must think through the wide gamut of regulations and 
holistically tackle information security with a multi-variety 
approach while focusing on a few key areas. 

THIS INCLUDES: 

•  Technical Focus – Life sciences organizations 
will need to focus on the technical aspects of 
systems such as how they are built, hosted, access 
control, integration internally and externally, change 
management, and how to manage the technical 
vulnerabilities. 

•  Data Flow Focus – When thinking about data flow, 
organizations will want to take into consideration how 
is data created, modified, transferred, stored, retained, 
destroyed, consumed, and reported on.

•  People Focus – Understanding who has access to 
what types of data, and to what level will be a critical 
component of your organization’s data integrity.

•  Process Focus – Taking the time to define what 
processes and programs need to be in place to ensure 
ongoing information security for revoking or modifying 
access, access reviews, privileged accounts, and 
behavioral threat assessments will be imperative for life 
sciences organizations. 

Emphasis on Cyber Security 
and Data Integrity

KEY MESSAGE / TAKEAWAY:

To be prepared for possible threats in 2018, take a holistic 
view to data integrity and cyber security. Think people, 
process, technology, data, and regulations when planning 
for your organization’s cyber security needs.  

Developing new products and extending existing 
products remains a key enabler of continued success for 
many segments, which is particularly important for those 
firms playing in the innovator space.
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Life sciences organizations big and 
small, are moving their regulated 
content (as well as non-regulated 
content), and systems to the 
Cloud. There is a big emphasis on 
organizations reducing their data 
center foot print.

2

2. Platform Consolidation cont...

Application and system fatigue across life sciences 
businesses are forcing organizations to rethink  
in-house technology. Operational and IT executives are 
working with their IT departments to understand their 
organization’s applications that seem to have similar 
functions (such as content management and workflow). 
Since established life sciences organizations rarely 
upgrade technology with the same frequency as other 
industries, they are often burdened with old, archaic 
technologies that bear large license costs.  

Many CIOs are embarking on platform consolidation 
projects, where older legacy applications are being 
consolidated into newer, Cloud functional, mobile ready 
platforms. The emphasis focusing on improving the 
business processes with better workflow, connectivity 
and availability of the systems globally, in a secure 
fashion on any device. 

WHAT THIS MEANS TO YOU:

Life sciences organizations that have begun the platform 
consolidation journey correctly, have done so with a 
holistic approach. By carefully selecting platforms that:

1.  Meet the needs of their CISOs from a security 
perspective

2.  Interoperate or can be integrated well with existing 
systems and with future platforms (so they have  
an operating suite of applications throughout  
the transition)

Platform Consolidation – 
Reducing Your Data Center Foot Print while  

Digitally Transforming the Organization

“The fear of information security 
of the Cloud has been replaced 
by the realization by most CISOs 
in life sciences organizations that 
the Cloud vendors (whose day 
job is hosting their platform, or 
service) are better equipped and 
have more resources to battle 
cyber security threats than the 
resources available to the CISO.”

  –   Bryan Coddington

  Digital Transformation Lead, USDM Life Sciences
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3.  Are planned well to ensure compliance (especially as 
compliance in the Cloud can be tricky) with a variety of 
regulations

4.  Have the necessary integration partners, in-house 
development teams and compliance/security teams 
that can work on moving business processes to the 
consolidated platforms

5.  Most importantly, can appropriately report with KPIs 
and metrics on improvements in business process 
automation, person-hours saved, as well as license 
costs saved, to sustain the digital transformation/
platform consolidation

3. Technology Organizations... 

2 Platform Consolidation – 
Reducing Your Data Center Foot Print while  

Digitally Transforming the Organization

KEY MESSAGE / TAKEAWAY:

Be selective with your choice of platforms. Those that 
are more sustainable, long lived, and better equipped 
to handle compliance, will result in positive business 
outcomes.
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The life sciences industry has now 
become virgin territory for technology 
organizations. 
Google, Apple, IBM, and even other consumer electronics 
manufacturers like Bose, are bringing their technological 
prowess and ability to create and capture new demand 
in the marketplace. Rooted in technical innovation, these 
organizations bring a new perspective to the life sciences 
industry and are accelerating the adoption of new 
technologies like Artificial Intelligence, blockchains, etc. 
These organizations are used to challenging the status quo 
and are not afraid to draw on their significant cash reserves 
to make big bets in the life sciences arena.

WHAT THIS MEANS TO YOU:

Life sciences organizations could potentially see threats 
and additional competition from these technology giants 
as they disrupt the market. 

However, there is an opportunity for traditional life sciences 
organizations to carefully watch and learn from their more 
technologically inclined competition. The established 
organizations’ expertise in navigating the regulatory 
landscape gives them a significant advantage in the 
industry; if they are willing to adopt new technologies and 
stay up-to-date with new innovations, they can not only 
edge out this new threat, but use it to their advantage.

3
4. New Regulations and...

Technology Organizations Entering 
the Life Sciences Market Place

“The collision of new technology and 
the life sciences will bring radical 
change to what health care means, 
and what it looks like, in the next  
20 years,” 3  

–   Bill Maris

 Managing partner of Google Ventures

KEY MESSAGE / TAKEAWAY:

The new technology entrants in the market place may 
disrupt the life sciences industry but may also teach the 
incumbents a thing or two to propel their own success. 
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There have been several new 
regulations and deadlines, mainly 
coming from the European Regulatory 
Bodies, like the European Medicines 
Agency (EMA).  
For instance, deadlines for rules like Regulation (EU) No. 
536/2014 on clinical trials on medicinal products has an 
impending 2019 deadline. Additional deadlines related 
to MDR (Medical Device Regulation) and IVDR (In Vitro 
Device Regulation) are also looming. 

Life sciences organizations are grappling with how 
to strategize, assess gaps, and work on meaningful 
remediation activities to be compliant with these rules. 
Initial estimates of costs to comply swing wildly due to 
the uncertainty, and lack of relevant information, to make 
such estimates more precise. 

It is not just the EMA, other regulations like General Data 
Protection Regulation (GDPR) proposed by the European 
Commission, also add to the alphabet soup of regulations 
that life sciences organizations must adhere to. 

4

4. New Regulations cont...

New Regulations 
and Deadlines

“These 2 new regulations (when 
speaking about MDR and IVDR) 
significantly affect the entire regulatory 
ecosystem in the EU and impose 
significant new requirements on 
manufacturers and the devices they 
sell in the EU. Some manufacturers 
are even choosing to discontinue 
selling in the EU. For those who stay, 
there are many changes that need to 
be incorporated.”  

–   Jay Crowley

 Vice President UDI Solutions, USDM Life Sciences
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Given the range of regulatory exposure, and the depth of 
potential impacts to the way a life sciences organization 
operates, success centers on the ability of the life 
sciences executive to:

1. Forecast correctly (not over spend or under spend) 

2. Assess the current exposure and gaps to comply

3.  Strategize on the tools, technologies, processes and 
programs needed to mitigate such gaps

 4.  Appropriately staff and resource for the remediation 
activities (this resource pool is rapidly shrinking)

 5.  Establish and maintain good relationships with the 
regulators while navigating these changing regulatory 
landscapes and managing regulators’ expectations

 6.  Establish compliance sustenance programs and 
processes to ensure ongoing compliance

KEY MESSAGE / TAKEAWAY:

Successful navigation of numerous regulatory hurdles 
requires a structured strategy to assess, mitigate, 
resource, and maintain compliance.  

4 New Regulations 
and Deadlines

Summary and 
Conclusions
This year will be full of transformation for the life 
sciences industry, where change is no longer a 
choice but a necessity to remain competitive. 
Technological advances have not only provided 
an opportunity for growth but exposed new 
security vulnerabilities.

By embracing innovation, organizations can 
improve analytical systems’ overall performance 
to manage Real-World Data that improves the 
speed and outcomes of product approval, 
improve Supply Chain via connected ‘Digital 
Supply Networks’, and assist in dealing with 
cyber threats.

With new players in the industry and regulations 
to maintain, life sciences executives will need to 
holistically examine their regulatory, business and 
technology needs and modernize their strategies 
for success.

1 Is your Company Ready for a Big Data Breach?. (2015, October). Retrieved 
February 13, 2018, from http://www.experian.com/assets/data-breach/white-
papers/2015-experian-data-breach-preparedness-study-final.pdf

2 67% of CISOs Expect a Cyberattack or Data Breach in 2018. (2018, January 
17). Retrieved February 19, 2018, from https://www.hipaajournal.com/67-cisos-
expect-cyberattack-data-breach-2018/ 

3 Why Tech Giants Like Google and Apple Are Moving into the Healthcare 
Space. (2016, June 29). Retrieved February 16, 2018, from http://ventureclash.
com/2016/06/29/why-tech-giants-like-google-and-apple-are-moving-into-the-
healthcare-space/
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Want to know about how USDM 
services can help you address  
2018 life sciences trends for  
your organization?

ABOUT USDM LIFE SCIENCES

USDM Life Sciences is a leading global regulatory 
consulting firm providing compliance, validation, 
qualification, quality, auditing, and informational 
technology services to our clients in the Medical Device, 
Biotechnology, Biologics, Diagnostics Pharmaceutical 
and Healthcare industries.

USDM has more than 14 years of experience supplying 
our clients in the life sciences industry with compliance 
services during each phase of their drug and product 
development cycle. USDM partners with best of breed 
organizations to help companies simplify, unify and 
optimize their business and compliance objectives.
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Vice President Compliance Wellness Solutions 
at USDM Life Sciences.
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life sciences based industries, encompassing quality 
assurance, quality control, validation and regulatory 
compliance for research and development, clinical 
affairs, manufacturing and packaging, laboratory setup 
and analysis, and auditing under cGMP, cGLP and 
cGCP regulations and 21 CFR Part 11. As a member of 
the senior management team at USDM Life Sciences, 
Diane leads a highly skilled team of implementation 
and compliance engineers and was instrumental in 
establishing USDM’s practice groups. Diane is a member 
of the International Society of Professional Engineers 
(ISPE), Regulatory Affairs Professional Society (RAPS), 
Parenteral Drug Association (PDA) and the Project 
Management Institute (PMI).

Jim Macdonell 
Vice President Medical Device Solutions  
at USDM Life Sciences. 

Jim is an experienced consulting manager with over 20 
years of defining client program needs and building and 
managing implementation teams. His experience includes 
compliance programs, MES systems, laboratory systems 
and ERP programs. Jim has developed life sciences 
solutions, managed client engagements, built delivery 
teams and managed distribution projects. Jim developed 
many of the IT and Compliance programs at USDM, 
including our Unique Device Identification (UDI) and  
Drug Supply Chain Security Act (DSCSA) compliance 
services and solutions for the medical device and 
pharmaceutical industries.
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USDM Life Sciences provides strategy and compliant technology solutions to regulated life sciences companies and makes it easy to accelerate 
transformation and innovation. USDM Life Sciences focuses exclusively on the regulated biotechnology, pharmaceutical and medical device 
industries and is a compliance partner with the world’s top technology application and software makers.

USDM Life Sciences: 535 Chapala St. Santa Barbara, CA 93101  Direct Contact: Toll-Free: (888) 231-0816  Send Facsimiles to: Toll-Free: (888) 231-0816
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reproduced, stored in a retrieval system, or transmitted, 
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