
Beginning in the 18th century, predominantly agrarian economies quickly shifted to 
economies dominated by mechanization and water and steam power—what we call 
the Industrial Revolution. This economic transformation eternally changed how goods 
were produced. 

The Second Industrial Revolution, or the Technological Revolution, advanced the 
technologies of the first to include mass and assembly line production and electricity.  

Central to the Third Industrial Revolution, also known as the Digital Revolution, is 
the advancement of mechanical and analog electronic technology to digital electronics. 
This includes the mass production and widespread use of digital logic circuits and the 
technologies based on them—computers, cellular phones, and the Internet.  

Where these “revolutions” were marked by advances in technology, Industry 4.0—or, in 
real-world applications, the Industrial Internet of Things (IIoT)—is marked not so much 
by advances in technology but by the marriage of technologies: the cloud, connected 
devices and sensors, artificial intelligence, augmented realty, cybersecurity and others. 

As one expert said of Industry 4.0: “…it is the idea of smart factories in which machines 
are augmented with web connectivity and connected to a system that can visualize the 
entire production chain and make decisions on its own.”1 

For manufacturers, the use of IIoT necessitates information technology/operational 
technology (IT/OT) integration. It is only through IT/OT convergence that manufacturers 
can become true digital businesses and achieve meaningful manufacturing 
transformation.  

W H I T E  PA P E R

What is IT, OT and…why converge? 

In most factories, IT and OT have historically operated as separate entities within the 
same business. They each have their own separate technology stacks, protocols, 
standards, governance models and organizational units. 

IT is the entire technology stack, from hardware to software to applications—all acting 
to transform data but not acting on the physical world. Examples of IT systems include 
enterprise resource planning (ERP), payroll, customer relationship management (CRM), 
and others. These systems typically run the business side of organizations. If one of 
these systems goes down, business operations will be disrupted but production will 
continue.  

OT systems, on the other hand, include the devices and processes that act in real time 
on the physical world. Examples of OT systems include MES (Manufacturing Execution 
Systems), SCADA (Supervisory Control and Data Acquisition), meters, valves, sensors 
and motors, etc. 
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Gartner defines OT this way:  “…the systems used to control and operate the physical, 
non-IT assets of enterprises, involved in the event detection related to, and the control 
of, physical processes, such as electricity, valves, machine tools, lighting or ambient 
environment.”2 

While OT systems generally don’t interfere with the business of running an organization, 
they are almost always mission critical. For example, auto makers require OT systems 
to effectively produce automobiles. If a production line goes down, the business will 
continue to run but there will be significant (and negative) financial impacts on the 
business. 

The differences between IT and OT are clear. If manufacturers want to leverage 
the Industrial Internet of Things to drive a greater competitive advantage, these 
two functions must overcome their differences—strategically, culturally, and 
technologically—to work together. 

Differences between IT and OT 

IT OT
Charged with Keeping corporate 

functions and business 
applications running 
smoothly

Ensuring manufacturing 
processes run safely and 
effectively

Manages Software, networks 
and data centers, often 
with frequent patches, 
updates, and changes.

Physical assets and 
technology to support 
operations, generally with 
a long product lifecycle.

Concerned about Security and enterprise-
wide analytics

Uptime, safety, quality, 
and operational 
effectiveness

Misconceptions “Their legacy and 
proprietary systems are 
difficult to connect to!” 

“They leave us vulnerable 
to cybersecurity attacks!”

“They just don’t 
understand the reality of 
the factory floor.” 

“If they make a mistake, it 
could shut us down, and 
cost us millions!”

Challenges to overcome for IT/OT convergence 

As we’ve noted, IT and OT are inherently different. In short, business-focused IT values 
security and efficiency, while operations-oriented OT requires reliability and safety. True 
IT/OT integration will require a shift in strategic, cultural, and technological thinking. 

The primary challenge of IT/OT convergence is a strategic one. Making the decision 
to converge will challenge company leaders to put a thoughtful strategy in place that 
addresses corporate structure, leadership, risk, business impacts, and more. 

From “IT & OT: The essential relationship in digital manufacturing,” Cisco infographic, 2018. 

2 “2018 Strategic Roadmap for IT/OT Alignment,” Gartner, G00356812, 06/04/2018.
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They’ll also need to communicate that strategy and its value to their respective teams. 
In other words, corporate leaders must decide to strategically lead the organization 
through a challenging but transformative journey that will require them to address overall 
governance. 

Secondly, there is a cultural divide between the two organizations that Gartner calls a 
“physical or virtual wall.”3 While they may have collaborated on some joint projects, IT 
and OT have distinctly separate processes, skill sets, standards, and governance models 
that must be aligned for effective integration. 
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Organizational Structure Is an Obstacle
IT (CIO) OT (Individual Lines of Business)

Enterprise SW Vertical App. SW Centralized Distributed

ERP Geographic 
Information Systems 
(GISs)

Supervisory 
Control and 
Data Acquisition 
(SCADA)

Programmable Logic 
Controllers PLCs

Finance Enterprise Asset 
Management (EAM)

Energy 
Management 
Systems (EMS)

Advanced Protection 
Relays

Accounts Pay-
able 

Production 
Management

Manufacturing 
Execution 
Systems (MES)

Sensors, Monitors and 
Fault Indicators

HR Customer Billing Meters

Payroll

From “2018 Strategic Roadmap for IT/OT Alignment,” Gartner, G00356812, 06/04/2018. 

CORPORATE IT NETWORK CONTROL NETWORK(S)

Because IT technologies have already begun to seep into the OT pool and newer OT 
applications are built on IT platforms, IT/OT convergence initiatives will likely be led by 
the CIO. CIOs are also farther along on their digital transformation journeys and will often 
be best suited to lead IT/OT integration efforts. “As more companies work toward IT/
OT alignment,” adds Gartner, “the CIO and the IT organization will be at the forefront of 
fostering relationships and changing the culture of the organization.”4  

Finally, the technologies themselves are a challenge to IT/OT integration. Manufacturers 
want to avoid downtime at all costs, so they resist adopting new OT technologies, 
preferring instead to stick with what works. As such, many standalone legacy OT 
systems are lagging far behind their connected IT cousins, making integration a 
challenge.  

While there are deeply rooted challenges, manufacturing businesses cannot afford 
to ignore IT/OT convergence. “As the diversity and prevalence of IoT and digital 
transformation take root,” says Gartner, “organizations will need to plan change 
holistically or risk becoming more fragmented.”5

3 “2018 Strategic Roadmap for IT/OT Alignment,” Gartner, G00356812, 06/04/2018.
4 “When IT and Operational Technology Converge,” Gartner.com, 01/13/2017.
5 “2018 Strategic Roadmap for IT/OT Alignment,” Gartner, G00356812, 06/04/2018.



Why converge? Benefits of IT/OT convergence  

Once strategic, organizational and technological challenges have been overcome, IT/OT 
convergence can deliver powerful benefits, such as performance and flexibility gains and 
cost and risk reductions.  

This means that IT and OT must first change to ensure the longevity of the business. 
Security and data must be managed centrally to protect against threats and provide 
unfettered visibility. Processes, standards, and governance models must be implemented 
to ensure that everyone is adhering to best practices and working from the same page. And 
resources must be re-skilled to understand and value the differences between IT and OT. 

With IT/OT integration, these benefits are possible: Lower costs, inside-out security, 
performance gains, reduced risk, and greater agility.

Examples of technologies that enable IT/OT convergence in 
manufacturing  

Thanks to technologies from companies like Cisco, the transition to integrated IT/OT 
systems can be streamlined. Here are some examples of technologies that can enable IT/
OT integration:
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�� Fog/edge computing – Manufacturers have traditionally used SCADA systems for 
real-time decision making, but those systems typically don’t offer the enterprise-
wide data sharing required for connected factories. With the IIot enabling the 
collection of massive amounts of data, extremely time-sensitive decisions must 
be made closer to the things producing and acting on the data to minimize latency 
and address potential issues.    
 
Unlike traditional cloud computing, fog computing provides real-time access to 
mission-critical data at the plant level, while also sharing that data throughout 
the enterprise. This fast access at the source enables rapid decision making that 
improves plant safety and prevents costly downtime. Information is shared across 
plants and geographies, allowing operations leaders to see enterprise-wide trends 
that can contribute to safety and operational effectiveness.   
 
At the same time, IT benefits because: 

�� Time-sensitive data can be analyzed on the fog node closest to the device 
generating the data. 
�� Data that can wait seconds or minutes can be passed on to an intermediary 
node that keeps an eye on operational data. 
�� The least time-sensitive data is sent to the cloud for historical analysis and 
storage.  

This approach conserves bandwidth, refining when and how data center resources 
are used. It creates a more scalable system, making room for a flood of new digitized 
devices and complexity on the plant floor. And because it also makes it possible to 
analyze sensitive data at its source, it improves overall system security. 
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�� Predictive maintenance – Most manufacturing plants maintain a database of 
assets, track their conditions, and rely on manufacturers’ recommendations to 
determine when and how to maintain them—time-consuming and costly preventive 
maintenance that isn’t based on actual data from the machines and doesn’t 
always account for special conditions. While operations teams perform regularly 
scheduled preventive maintenance to minimize equipment breakdowns, this 
approach almost inevitably leads to some amount of unplanned downtime and 
waste.  
 
Unlike preventive maintenance, predictive maintenance allows manufacturers to 
collect real-time data—not estimates or best guesses—from the actual machines 
affected, monitor for any situation that might indicate a potential equipment failure, 
and then schedule repairs during planned downtime. This approach not only 
significantly improves uptime, it extends the machine’s useful life and dramatically 
reduces repair costs.   
 
By digitizing the maintenance process, IT/OT teams make it possible to predict 
device failure and intervene as appropriate. Operations collects key data from 
PLCs, machines, and sensors, while IT provides the data analytics and other tools 
that give the data meaning. And it creates a more scalable system and improves 
overall system security.  

��Wireless – Until recently, deploying wireless across the plant floor wasn’t always 
viable due to challenging building layouts, harsh environmental conditions, 
and skepticism about whether wireless could support the number of devices, 
bandwidth, latency, and security required for mission-critical applications. As a 
result, plants deployed miles of cable everywhere—a time-consuming and costly 
venture.  
 
But recent strides in technology make wireless a game changer for any factory. 
Increased resiliency and fast deployment make wireless more affordable and 
practical for industrial environments. It enables greater flexibility and adaptability 
for remote monitoring, assembly line changeovers, and quality or supply chain 
initiatives. And it can mean significant cost savings.  
 
The IT and operations teams benefit, too. IT loves the cost savings, reduced 
troubleshooting, and increased bandwidth, while operations appreciates the added 
agility, increased quality, and reduced downtime. 

�� Cybersecurity – Not long ago, manufacturers’ proprietary systems and lack of 
enterprise connectivity created a sense of safety with the security of the machines 
on the factory floor. But the old “security by obscurity” approach no longer works 
today.  
 
Connecting the machines on the plant floor to the network offers numerous 
benefits—reduced downtime, increased operational efficiency, improved safety, 
and better product quality. Yet the very act of connecting them exposes them to 
risk and, with the increasing number and sophistication of cyberthreats, requires a 
new approach.  



Because your IT/OT 

integration is mission critical, 

engaging a trusted and 

expert provider allows you to 

stay focused on the business 

of manufacturing. 

6

Becoming a Connected Factory
Through IT/OT Convergence 

Today’s solutions must connect networks and enable monitoring and secure data 
flow. It must be possible to deploy them in existing environments and on legacy 
equipment. And they must deliver defense-in-depth features to organize, harden, 
defend, and respond to threats.   
 
Implementing this new approach requires collaboration between IT and OT. IT 
brings a deep understanding of cybersecurity protocols and policies, as well 
as experience managing implementation and ensuring compliance. OT can 
best determine when to deploy security updates, ideally in line with planned 
maintenance schedules, and to evaluate any potential production system impacts, 
such as downtime.  

Recommendations for achieving IT/OT integration  

How can you, as a company leader, leverage cross-industry innovation for IT/OT alignment? 
Gartner offers these recommendations:6

�� Determine the OT portfolio’s level of IT dependency and gauge the level of risk from OT 
software vulnerabilities and potential mismanagement. Pursue an integrated view of IT 
and OT among executives and a relationship with OT leaders. 

�� Plan for IT/OT alignment in areas of architecture, governance, security and software 
management, and infrastructure, support and software acquisition. 

�� Rationalize the costs for ongoing support, maintenance/updates and dependencies 
(networks, hardware, OSs, software and people) in a combined IT and OT environment.  

�� Educate your CEO and board of directors about the significance of modernized OT 
systems, as they present both a risk and opportunity for the company. 

�� Develop a strategic roadmap for transforming the business to an integrated state. Tar-
get specific IT/OT data integration projects that will have positive outcomes as a result 
of sharing data. 

Find a partner experienced in IT/OT convergence  

Clearly, integrating IT, OT, and IoT can mean big benefits for manufacturing companies. Yet 
most IoT deployments are still in the nascent stages and most manufacturers lack the skills, 
expertise and/or time to drive IT/OT convergence. Gartner says that: 

“It’s clear that enterprises will need to seek external service providers 

with proven OT service portfolios. Gartner predicts that by 2020, 50 

percent of OT service providers will create key partnerships with IT-

centric providers for IoT offerings.”7 

With its long-standing partner Cisco, Logicalis is bringing IT and OT together to transform 
manufacturing through new initiatives, including predictive analytics and maintenance, 
fog and edge computing, wireless for the plant floor, and security innovation. 

Logicalis has forged strategic relationships with key OT service providers, both on its own 
and through its long-standing partnership with Cisco. It was among the first to achieve 
the Cisco IoT Authorization and received the 2019 Cisco Americas Security Partner of  
the Year.   

We can help. Visit  

www.us.logicalis.com/

manufacturing to learn more 

about our manufacturing 

solutions.

http://www.us.logicalis.com/manufacturing
http://www.us.logicalis.com/manufacturing

