
A8 Insecure Deserialization
The deserialization of objects from untrusted sources. 
Defenses: Avoid deserializing untrusted data, safe deserialization, integrity checks 
and digital signatures.

A10 Insufficient Logging & Monitoring
A lack of system detection and tracking failures and attacks.
Defenses: Log all failures including user access and input validations, effective 
monitoring and alerting processes, proper incident response and recovery plan.
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A7 Cross-Site Scripting (XSS)
The execution of malicious script in a browser.
Defenses: Validation, blacklisting, whitelisting, canonicalization, escaping, encoding.

A9 Using Components with Known Vulnerabilities
The significant loss of data or server takeover through applications with known vulnerabilities.
Defenses: Catalogue dependencies, remove unnecessary features/files/components, patch 
management and external component approval process.

A6 Security Misconfiguration
Insecure or incorrect settings and configurations for any level of an application stack.
Defenses: Default settings are often insecure and should be changed. 
Patches and upgrades should also be installed. 

A5 Broken Access Control

The lack of proper restrictions for access to functions and data.
Defenses: Secure setting implementation, change to default access rules, 
programmed authorization.

A4 XML External Entities (XXE)
The exploitation of a vulnerability in XML processors using XXE processing.
Defenses: Disable XXE and DTD processing, input validation controls, patch and upgrade 
XML processors, use of dependency checkers and less complex data format such as JSON.

A3 Sensitive Data Exposure
The loss of user confidentiality caused by unprotected sensitive data.
Defenses: Data classification, data minimization, storage limitation, encryption and hashing.

A2 Broken Authentication
The incorrect implementation of authentication and session management.
Defenses: Multi-factor authentication, weak password checks, change to 
default credentials, session timeout, account timeout, random session IDs.

A1 Injection
The insertion of malicious data into an interpreter as part of a command or query.

Below, we’ve crafted an OWASP Top Ten Cheat Sheet, so you can quickly learn the most common 
web application vulnerabilities to be aware of as well as the defenses used to manage them. 

To learn more about the OWASP Top Ten, check out our 
course at securitycompass.com/training/owasp-top-10

Defenses: Safe APIs, SQL controls, input validation on both client and server sides, 
whitelists, validating file size and type.


