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Gaps in security practices of business-critical applications 
running on SAP are causing organizations to rethink their 
current approach and embrace a new strategy.

In a recent white paper from Securosis it was pointed out that, “Supply chain management, customer relationship 

management, enterprise resource management, business analytics, and financial transaction management, are all 

multi-billion dollar application platforms,” and continued, “It is well established that insiders and persistent adversaries 

target these applications.” After outlining a number of enterprise application security use cases the white paper then 

provided a series of recommendations on ways organizations can address and mitigate these threats. This solution brief will 

discuss these proposed solutions and provide details on how they can be best implemented in part with the Onapsis 

Security Platform (OSP). 

Securosis divided their recommendations into two categories: 

Core Elements, reflecting elements that most likely exist within an organizations current security program 
but can be updated to better assist in the security of business applications, and

Overlooked Elements, elements that should be added to existing security programs.

Core Program Elements

01.

02.

Identity and Access Management

Securosis highlights the role that identity and authorization mapping plays in application security defenses. All major 

business application solutions provide tools to link to directory services and support the use of single sign on. Securosis 

highlights the importance of ensuring that authorization rules are correctly applied. Additionally, Securosis stresses that real 

time updates to roles and user de-provisioning are critical to ensuring the appropriate measure of security controls around 

identity and access management.

Onapsis solutions provide support for identifying user accounts with overly high permissions as well as Segregation of 

Duties conflicts. In addition, these rules can be easily created and edited to allow for changes within an organization. 

Coupled with the capability of continuous monitoring, Onapsis solutions provide results in near real time detection of 

changes in user permissions that could result in increased risk or loss of compliance to the organization. 

Password Management

Traditional passwords have lost their effectiveness as a security control. Adding increased complexity or more frequent 

password changes may provide an increased feeling of security. Regardless of their complexity, passwords can be disclosed 

in a phishing attack putting the entire organization at risk. Securosis recommends the use of two-factor authentication, 

eliminating the potential of success for phishing attacks.

However, after two-factor authentication is implemented, the possibility remains that legacy systems still allow for single 

factor authentication. Through the use of Onapsis solutions such systems can be identified and the need for single factor 

authentication reviewed.
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Mobile

The concept of organizations’ machines all running on a single network and 

behind layers of firewalls has been rendered impossible via the introduction 

of mobile (and cloud) solutions. Mobile devices represent the more common 

way enterprise application users want to interact with those applications. For 

mobile device ownership through to implementing existing security 

standards and policies (written with desktop OSes in mind) on an ever 

increasing range of mobile devices is a challenge for all security departments. 

Strong policies to handle lost devices and token based identity and mobile 

application management are a key to securely allowing mobile access to 

enterprise application security.

Onapsis solutions for mobile allow organizations to perform in-depth 

security vulnerability assessments and audits of their SAP mobile platforms. 

Additionally, organizations can monitor the configuration of key enterprise 

application module solution configurations and can help identify any 

potential risks or weaknesses due to a misconfiguration or change in 

configuration.

Configuration and Vulnerability Management

When identifying gaps in security programs of Fortune 1000 companies, there are often gaps that leave enterprise 

application platforms exposed to high levels of risk. This usually comes as a surprise to a majority of security teams. This 

surprise however, is due to the belief that their generic security assessment products would be able to perform the 

specialized testing needed to assess an enterprise application. 

Onapsis solutions are built to specifically perform configuration audits and vulnerability assessments of business 

applications. These solutions are based on extensive research on enterprise application technologies and are able to 

produce an accurate assessment of an enterprise applications true compliance or risk levels.

Data Encryption
Enterprise applications typically ship with their own data encryption capabilities as well as the encryption library or keys 

built into the application. Over time, flaws in earlier implementations of this model have been exposed, and keys shard 

across all implementations have rendered the encryption trivial to bypass. By implementing Onapsis solutions, organizations 

can take this important element further. Organizations must not only encrypt but also identify which level, if any, of 

encryption is enabled in an enterprise application and report on the effectiveness of the implementation.

Firewalls and Network Security

Historically, when every application used their own protocols and ports for each process, the use of a firewall would allow an 

organization to easily block access to a specific program on a server. However with applications running the same and 

common ports, the ability to use firewall and networking to restrict access is reduced. Typically, all access can be blocked or 

no access can be blocked.     

Before Onapsis we couldn’t address a major 
need for our most valuable clients – securing 

mission-critical processes that help 
them run their business

Because over 75% of all transactions occur on 
business-critical applications, data from these 

systems is endlessly valuable to attackers

Christian Christiansen 
VP for Security Products & Services



Onapsis Security Brief

To combat the diminishing role of the firewall in restricting the attack surface of an enterprise application, an increased 

knowledge of the risk and vulnerability levels of the enterprise application is required. Using Onapsis solutions, an 

organization can know in near real time, the current levels of risk and vulnerabilities each enterprise application is carrying, 

and can be alerted when those levels increase above a certain threshold as set by the organization. Additionally, Onapsis 

solutions can be integrated with firewall and network security capabilities. In the event that a port becomes vulnerable, it is 

possible to close that port while security and SAP teams research the issue. Once resolved, the port can be re-opened and 

operations can resume with confidence. 

Capturing Logs and Audit Events

Audit logs provide visibility into system usage and are useful to both alert 

on a specific behavior (assuming a SIEM is in place that understands the 

logs and is configured appropriately), and to provide evidence for forensic 

activities after the fact. Unfortunately, logging can impede the 

performance of an enterprise application and as such is more often turned 

off; meaning an organization not only is blind to the current activities 

taking place on the enterprise applications, but also lacks historical record 

of any significance of those actions.

Onapsis has developed a unique detect capability that can monitor the 

usage of enterprise applications via the network. This capability provides a 

log of all activities, and includes alerts on specific activities as they become 

detected. These can be user activities outside of the normal scope, as well 

as malicious traffic targeting an enterprise application. Organizations can 

create custom ‘alarm profiles’ that allow them to define the prioritization 

for any event; in addition the Onapsis Security Platform can interact with 

and generate events, alarms and tickets in tools used by the Security 

Operations Team to ensure information gets to the right people at the 

appropriate time.

Overlooked Elements
In addition to the above extensions to existing security programs, Securosis recommended the following additions to a 

security program in order to better ensure that enterprise business applications are given adequate protection and coverage.

Monitoring Enterprise Applications
Securosis points out, “Continuous monitoring of enterprise application activity, with full understanding of how that application 

works, is the most common gap in enterprise security strategies.” Securosis stresses the need for the ability to monitor all 

application activity as well as intelligently identify negative activity and react accordingly and in an unattended way.

The Onapsis Security Platform is an enterprise ready solution that provides the ability to continuously monitor enterprise 

business applications for risks and threats. In addition, the Onapsis Security Platform can carry out an automatic series of 

responses to identified threats, therefore bringing near real time security and response to critical business applications. 

Onapsis tells us so much more about the 
vulnerabilities present in our SAP system than 

SAP itself could ever hope to without the 
support of Onapsis.

We realized that SAP security is more 
than just profiles, roles and access rights, 

and that we needed to cover SAP 
vulnerabilities at all layers.     
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Critical applications are, as the title implies, critical to the business health of an organization. However due to a combination 

of the complexity of these systems and a historical belief that SoD was the sole requirement for ensuring proper security, not 

all organizations are equipped with an effective security program at the application layer. As Securosis makes clear, critical 

applications should be included as part of an organizations standard security program. Not only is incorporating critical 

business applications into a security program possible, but it can be achieved without any additional headcount through the 

use of the enterprise ready Onapsis Security Platform.

By following the above recommendations, organizations can gain a high level of control over their security posture across 

business-critical applications. Additionally, they can gain the visibility and confidence they need in order to effectively 

manage risks and maintain compliance on the systems that run the business. 

Conclusion

API Gateways

To increase their flexibility, enterprise business applications are typically connected to back-office applications. However, 

legacy enterprise applications lack the APIs to support this dynamic interaction, leading to the development of API 

gateways to act as a shared interface for this seemingly incomputable solution. 

These gateways can be leveraged to provide security at the API layer; providing a form of “API Traffic Inspection” that can 

detect and prevent attacks that are trying to be passed to the backend via the API.

Penetration Testing

As with all security programs, regular third party testing ensures that you are 

protected against anticipated threats and attacks and provides an 

appreciation for the attack techniques and vectors that were not anticipated. 

Regular third party penetration tests ensure that security policies and 

protections for your enterprise applications will continue to evolve and will 

keep pace with the latest attacker trends.

However the Onapsis Penetration Testing and Vulnerability Assessment 

services allows an organization to gain greater visibility into their own 

security posture without the need for additional headcount or training of 

their own teams.

Onapsis gives organizations the adaptive advantage to succeed in securing 
business-critical applications. 

Our solutions help organizations to uncover risks and prioritize the resolution of 
security gaps within applications running on SAP platforms; thus driving greater 
success for organizations around the world. 

Onapsis ultimately delivers visibility, confidence and control over the 
applications that matter most to your business. 

Visit us online!
Stay informed on the latest updates, 
white-papers, and webcasts.

http://www.onapsis.com

http://blog.onapsis.com

http://www.facebook.com/onapsis

TWITTER: @Onapsis 

About Onapsis

Overall, we found Onapsis to 
be a very advanced example of 
what a large-scale ERP security 
auditing system should be


