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With business-critical CRM, ERP, HCM, and SCM applications housing the 
most valuable corporate data, why aren’t they more secure and compliant?

1. Criticality

In 2014, business-critical 
applications accounted for nearly 
$50 billion of total IT spending.

These systems house an organization’s most critical financial, employee, and customer data.

2. Security Threats

3. Compliance

4. Protecting
Your Business

Lack of defined operational responsibility and apprehensiveness to 
update business-critical ERP, HCM, SCM, and BI applications make 

them among the most vulnerable applications in the organization.

40% of survey respondents 
who experienced corporate 

attacks over the last 3 years.
LISTED TYPICAL BUSINESS CRITICAL 

APPLICATIONS DATA AS THE MOST 
VULNERABLE CORPORATE DATA TYPE

Research shows that advanced 
malware is used in less than 

3% of attacks.

Regarding attacks experienced 
over the past 2 to 3 years, 65% 

said customer information 
was at most risk.

Multiple stakeholders and data 
stewards can create challenges 
when creating business-critical 
applications.

Lack of institutional knowledge 
about business-critical 
applications creates fear of basic 
system patching and audit 
limiting IT security visibility.

Business-critical applications act 
as data repositories for the 
corporation’s most sensitive 
systems and data assets:
•  Financial data
•  Salaries
•  Private customer information
•  Private employee information

Proactive Response & Remediation is necessary for a business-
critical application security plan. By incorporating these elements, 

organizations can easily manage vulnerabilities, reduce attack 
surface, and enable carefully coordinated incident response.

12th largest U.S. PHI 
breach directly attributed 

to outsider breach of 
business-critical 

applications. 

4th Largest 
U.S. PHI 

Breach and
$1.7M FINE 

resulted from inadequate 
software evaluation and 

audit processes.

Construction of a comprehensive approach to 
business-critical application security 
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of data breaches reported 
in 2013 involved loss of 
credit card information. 

of hacker involved 
credit card theft 

required low 
sophistication attack 

methods.

PCI-DSS

plus Puerto Rico and the Virgin 
Islands have data breach 
notification requirements. 

Nearly 1/2 of those create 
private rights of action for 
consumers or employees.

The Federal Trade Commission 
(FTC) regularly includes 10-20 
year assessment programs as 

part of Section 5 violation 
settlement agreements.
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Top 3 Business-Critical Application Functions by Revenue

Reduce attack surface
Approximately 75% of enterprise application 
attacks could be stopped if systems were patched 
for known vulnerabilities.

Expedite attack discovery
On average more than half of all data breaches are 
discovered months after system compromise.

Sharply reduce time 
to remedies

On average it takes 
up to 18 months for 
system patching to 
occur after the
system is found to 
be vulnerable.
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Four reasons to look 
closer at business-critical 

application security
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Concerning enterprise applications security, a manufacturing CEO 
commented that “I’m tired of the deluge of security incidents and breaches. 

Don’t tell me nightmarish stories about hackers, crackers, and criminals. 
Tell me how we turn security into predictable operational expense.”

91% of US data 
centers have 

experienced an 
unplanned outage in 
the past 24 months.

 IDC 2013 Datacenter Survey 
indicated that roughly 35% of 

respondents experienced security 
breaches and approximately 22% 

had regulatory or compliance issues.

Because over 75% of all transactions occur on 
business-critical applications, data from these 

systems is endlessly valuable to attackers,”
—Christian Christiansen, IDC VP 
for Security Products & Services.

Regulatory and legal compliance are crucial in today's global 
business environment.  Since business-critical applications house an 

organization's most sensitive and at-risk data they must be protected to 
avoid the risk of heavy fines and increased scrutiny.


