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Challenge
Ensure mission-critical SAP applications 
are provided with levels of data 
protection and cyber security at least 
equivalent to those dedicated to 
infrastructure security

Solution
Onapsis X1, the first product certified by 
SAP for the automated security audit and 
assessment of SAP implementations

Result
NVIDIA is now able to effectively manage 
threats to its SAP systems, perform pre 
and post audit scans of its whole 
application environment, and conduct 
basic scans on a regular basis with 
continuous monitoring and detection 
of vulnerabilities 

The Company
NVIDIA is a US-headquartered global technology company best known as a manufacturer of graphics processing units 
(GPUs) and system-on-a-chip (SOC) units for the mobile computing market.  For two decades NVIDIA has pioneered visual 
computing and the art and science of computer graphics.  The company’s invention of the GPU expanded the visual 
computing field to become increasingly central to how people interact with technology - encompassing PC gaming, movie 
production, product design, medical diagnosis and scientific research.

The Challenge
Central to NVIDIA’s mission-critical data environment is an SAP system that is used primarily as an ERP which handles the 
delivery of products to their customers and partners via an on-line support portal. All SAP systems were found vulnerable 
however the specific system affected was the enterprise portal (EP).  In January 2014 a hacker posted details on how to 
exploit a known SAP vulnerability and gave a step-by-step set of instructions on how to exploit the known vulnerability and 
referenced NVIDIA’s support portal.  With this clear and present danger in place NVIDIA responded with a full incident 
response including containment and remediation. NVIDIA also ran an investigation that concluded no data was lost, which 
ensured customer data integrity. 

Although NVIDIA is aware of the importance of data security and vulnerability management for all of its systems, the team 
knows that SAP comes with certain complexities.  These security complexities are now simplified with Onapsis’ capabilities 
yielding more effective application security within SAP.  Without a specialized ERP protection system in place, NVIDIA had 
to rely entirely on SAP’s risk assessments to eliminate vulnerabilities and verify security.

“Vulnerability management is relatively straightforward in the 
infrastructure world, but it is poorly defined in the application world, 
making the task of ensuring that data in an SAP environment is 
secure, regulated and compliant a major challenge,” explained an IT 
Director, Security Operations and Compliance specialist at NVIDIA. 
“We needed a solution that would provide automated security 
assessment of our SAP environment, supported by regular updates 
against the latest threats and vulnerabilities out there.”

We needed a solution that would 
provide automated security assessment 

of our SAP environment, supported by regular 
updates against the latest threats and 

vulnerabilities out there.



The Solution
NVIDIA decided to engage Onapsis’ technology, expertise and analytics 
to enable them to expose and resolve operational security blind-spots 
that might otherwise render other mission-critical business applications 
vulnerable to malicious attacks and potentially damaging repercussions.  
Onapsis business-critical application security solutions ensure the 
safeguard of mission-critical systems from mis-configurations that allow 
for successful cyber-attacks, ensuring that business-critical SAP systems 
are protected from security risks, financial fraud risks, compliance 
exposure, reputational damage and operational inefficiencies. NVIDIA 
now works with Onapsis to decrease their business risk, identify 
compliance gaps and obtain a solid value on their investment by 
providing visibility, confidence and control over critical areas of the 
business not effectively monitored by standard security approaches.

The Result
“Crucially, instead of relying on vendor’s own assessment of how secure their systems are, Onapsis tells us so much more 
about the vulnerabilities present in our SAP system than SAP itself could ever hope to without the support of Onapsis,” 
explains NVIDIA. “Once we became fully aware of our SAP vulnerabilities we immediately ensured containment and 
information began flowing securely once again.”

NVIDIA's goal was to decrease exposure to security risks, enforce compliance requirements, streamline audit processes 
and reduce audit costs drastically - all while testing 100% of its platform and honing the SAP security skills of internal 
IT staff.

NVIDIA evaluated a number of technology products in the marketplace which purported to provide vulnerability scanning 
solutions specific to SAP. After thorough evaluation backed up by peer reviews, user forum discussions and user 
community opinions, it selected Onapsis X1.
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Our internal teams have excellent knowledge 
of infrastructure security as well as SAP 

security operations, but it was clear that we 
needed the additional support of a specialist 

team independent of both NVIDIA and SAP to 
become a trusted advisor and bring our 

security and compliance operations to a level 
fitting of an organization like ours.”

The NVIDIA Director 

Comprehensive and proactive security audits 
of their SAP systems are now part of their 

standard assessment process.

Additionally, they can now include SAP vulnerabilities and risks and 
incorporate mature risk and vulnerability management processes. This 
increased visibility allows NVIDIA to not be caught off guard when blind 
spots are exposed. 

NVIDA is actively working to further augment its SAP vulnerability 
management capabilities by providing even more robust detection and 
prevention of attacks. NVIDIA’s internal teams will be able to 
proactively monitor and prioritize threats to its business critical SAP 
systems by detecting and preventing attacks with continuous 
monitoring and detection of vulnerability, compliance and risk.
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