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Challenge
Detecting real-world security risks in a 

large SAP platform, in a timely and 

costeffective manner.

Solution
Onapsis X1 – the first and only 

SAP-certified solution for the automated 

security assessment of SAP platforms.

Result
Siemens can now automatically assess 

the security of its SAP systems and act 

upon remediation information to 

mitigate existing vulnerabilities.

The Company
Siemens is one of the largest electronics and electrical engineering companies in the world. The 

company has five main divisions: Industry, Energy, Healthcare, Equity Investments and Siemens 

Financial Services. Siemens and its subsidiaries employ approximately 360,000 people across

nearly 190 countries and reported global revenue of 71 billion euros for the year of 2011. 

Visit Siemens at www.siemens.com

The Challenge
As part of its information security strategy, Siemens continuously performs security assessments and penetration tests of 
its IT assets. As a Senior Information Security Expert at the Computer Emergency Response Team (CERT) at Siemens, 
Robert Ingruber, was aware that the  organization’s numerous SAP systems, which contain the organization’s most 
sensitive data, were not fully tested and assessed.While the operating systems and databases running the SAP platform 
were being evaluated with the rest of the IT infrastructure, the SAP application itself was mostly addressed at the top 
business-logic layer.

“We realized that SAP security is more than just profiles, roles and 
access rights,”stated Robert. With the current number of Security 
Notes issued by SAP reaching 40 to 50 Notes per month, mostly 
alerting about technical vulnerabilities, he recognized that “we 
needed to cover SAP vulnerabilities at all layers. This includes RFC 
interfaces, SAP Web applications, unsafe configurations and more.” 
However, from past experience Robert knew that performing a 
comprehensive SAP security assessment was a very time consuming 
manual task that required a high level of expertise. “Few people had 
relevant experience in SAP security assessments,”added Robert, “and 
we could not afford to have them solely dedicated to this task for 
weeks on end.”

We have many large SAP implementations used 
for business-critical processes, deployed across 
the entire company. Assessing large platforms 
like ours, checking beyond just Segregation of 

Duties controls, is not feasible without an 
automated solution. Thanks to Onapsis X1, we 
are now able to detect potential SAP technical 

risks, an area that used to be a blind spot before.

Robert Ingruber, Sr Information Security Expert 
Siemens



The Solution
Siemens turned to Onapsis and selected its product, Onapsis X1, the first and only SAP-certified solution for automated 
security assessments of SAP platforms. “We have known Onapsis for several years, and recognize them as one of the few 
true SAP security experts out there.” Robert commented.

The Result
Onapsis X1 enabled Information Security professionals at the Siemens 
CERT to quickly identify, prioritize and mitigate SAP vulnerabilities that 
had previously been almost practically impossible to uncover. 
Following the detailed mitigation instructions provided by the 
product, Siemens ensures that its business-critical SAP platform, which 
had previously been considered a “black-box”, is now protected against 
the most common and critical SAP vulnerabilities. “The awareness of 
SAP risks has risen significantly throughout the entire company 
and the SAP administration and security control processes were 
enhanced accordingly.”
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After seeing illustrations of SAP intrusions 
with Onapsis X1, management now 

understands that SAP systems are not secure 
by default and even passing a SOX audit does 
not match the breadth of  security issues that 

can be detected with Onapsis X1

Onapsis X1 consolidates deep SAP security 
expertise into one professional solution. 

We are now able to easily detect 
and mitigate potential risks in our 

SAP platform, on our own, where before 
we were unaware of the security 

gaps we were facing.

www.onapsis.com

Onapsis X1 allows Information Security professionals at organizations 
using SAP to go a layer deeper than Segregation of Duties controls. The 
product closely inspects the SAP technical (NetWeaver/BASIS) layer for 
vulnerabilities and unsafe configurations of technical parameters, 
missing SAP security patches, insecure interfaces between SAP 
components and users with risky technical authorizations (for both 
ABAP and Java-based SAP systems). The product, which provides 
continuous monitoring capabilities, eliminates the SAP security gap 
many organizations suffer from by reporting precisely about existing 
threats affecting their SAP platform and provides actionable 
remediation information.

Siemens did not want to depend on external consultants. “Since they take homegrown and publicly available tools and use 
them manually, the result is often inconsistent work with a high price tag. Besides, we need to be in the know more 
frequently than once a year or so.” The Siemens CERT wanted to close the security blind spot it was facing at the SAP 
technical layer. The challenge for the company was to find a product, with meaningful and actionable reports, that would 
allow them to cost-effectively perform thorough and comprehensive SAP risk assessments on a regular basis.  


