
THE SAP SECURITY SURVIVAL GUIDE

1. Do you have an inventory of all the 
systems that make up your business-critical 
applications and SAP infrastructure, including 
their specific relevance to the Business (i.e. 
sensitive information they store, key business 
processes they run, and number of users 
being serviced)?

2. Do you have business-critical 
applications running on SAP that are 
accessible through the Internet, business 
partners or outsourced contractors in 
foreign countries? 

3. How often do you meet with the ERP 
Security Team and who does the team 
report to?  

4. Do your ERP Security Teams know 
about the latest vulnerabilities, malware 
and hacking techniques specifically-targeting 
SAP systems and how are those 
vulnerabilities reported? 

5. Who would be responsible in your 
organization for a cyber-security breach 
affecting the ERP platform and what if the 
attacker used an exploit that had been 
publicly-known for several years?  

6. Do you currently have an SAP security 
and compliance audit and assessment 
program implemented in your organization, 
and what techniques or services does your 
organization use? 

7. How often are application-level SAP 
security patches implemented and who 
defines and prioritizes which patches should 
be applied? Is there a documented process?  

8. Do you know if your SAP systems have 
been attacked in the past? If yes, which 
logging sources or forensics solutions do you 
leverage to detect malicious activity? 

9. Are you currently monitoring SAP 
systems for application-level attacks? Do you 
monitor for abnormal user behavior? How?  

10.   Does your organization have a 
documented plan for addressing the 
increased threat of attacks to 
business-critical applications?

10 Simple Questions to Uncover Onapsis Business-critical 
Application Security Challenges



Key Facts

Vulnerability and Compliance Module

Detection and Response Module

Advanced Threat Protection Module

The solution is the Onapsis Security Platform
The Onapsis Security Platform is SAP-certified and is the first solution that combines a preventative, behavioral-based and 

context-aware detective approach for identifying mitigating security risks, compliance gaps and cyber-attacks on 
business-critical applications. These applications include ERP, CRM, HCM, SCM, SRM and BI solutions.  

Identifies all SAP infrastructure and generate graphical topology maps along with the 
connections between systems and applications.

Assesses risks based on vulnerabilities and tie business context into remediation planning 
processes.

Performs audits to identify compliance gaps and enforce requirements based on policies and 
industry regulations.

Continuously monitors for advanced threats and anomalous user behavior on SAP infrastructure. 

Provides visibility into attacks, with context, to determine if the attack is likely to be successful. 

Leverages real-time reporting on the likelihood and impact of threats against SAP exploits.

Delivers attack signatures to respond to anomalous user behaviors. 

Detects system changes that make organizations vulnerable to attack.

Delivers release security notes and updates to SAP customers to eliminate the risks. 

Eliminates the window of exploitability and protects customers against known but not 
published vulnerabilities.  

Provides signatures for vulnerability exploitation attempts and for protection against zero 
day attacks.
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